Dynamic Logic for Dynamical Systems

André Platzer (CMU)

André Platzer
Carnegie Mellon University

Summer School Marktoberdorf 2017

MOD'17 1/59


http://lfcps.org/
http://lfcps.org/

0 CPS are Multi-Dynamical Systems
@ Hybrid Systems / Games / Stochastic / Distributed Hybrid Systems

@ Differential Dynamic Logic
@ Syntax
@ Semantics
@ Example: Car Control Design

e Dynamic Axioms for Dynamical Systems
@ Axiomatics
@ Example: Safe Car Control
@ Soundness and Completeness
@ Differential Invariants for Differential Equations
@ Differential Axioms
@ Example: Differential Ghosts

6 Applications
Q@ summary
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Outline (Introduction to CPS)

0 CPS are Multi-Dynamical Systems
@ Hybrid Systems / Games / Stochastic / Distributed Hybrid Systems

André Platzer (CMU) MOD’17 1/59


http://www.cs.cmu.edu/~aplatzer/
http://lfcps.org/

Cyber-Physical Systems Analysis: Aircraft Example

Which control decisions are safe for aircraft collision avoidance?

Cyber-Physical Systems

CPSs combine cyber capabilities with physical capabilities
to solve problems that neither part could solve alone.
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CPSs Promise Transformative Impact!

Prospects: Safe & Efficient

Driver assistance Pilot decision support  Train protection
Autonomous cars Autopilots / UAVs Robots near humans

1000 2000 3000 400

Prerequisite: CPSs need to be safe
How do we make sure CPSs make the world a better place?
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Can you trust a computer to control physics?
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Can you trust a computer to control physics?

@ Depends on how it has been programmed
@ And on what will happen if it malfunctions

@ Safety guarantees require analytic foundations.

@ A common foundational core helps all application domains.
© Foundations revolutionized digital computer science & our society.

© Need even stronger foundations when software reaches out into our
physical world.

CPSs deserve proofs as safety evidence!
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CPSs are Multi-Dynamical Systems

CPS are characterized by multiple
facets of dynamical systems.

CPS Compositions Tame Parts

CPS combines multiple Exploiting compositionality
simple dynamical effects. tames CPS complexity.

Descriptive simplification Analytic simplification
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CPSs are Multi-Dynamical Systems

hybrid systems
HS = discrete + ODE
hybrid games stochastic hybrid sys.
HG = HS + adversary SHS = HS + stochastics
aU i
distributed hybrid sys. %”
DHS = HS + distributed

G
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Outline (Modeling CPS)

e Differential Dynamic Logic
@ Syntax
@ Semantics
@ Example: Car Control Design
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Dynamic Logics for Dynamical Systems

quantified differential DL
QdL = FOL + DL+ QHP
JAR'08,CADE’11,LMCS'12,LICS'12,LICS 12 TOCL15,CADE’15,JAR17,TOCL17
André Platzer (CMU) MOD'17 7/59



http://www.cs.cmu.edu/~aplatzer/
http://dx.doi.org/10.1007/s10817-008-9103-8
http://dx.doi.org/10.1007/978-3-642-22438-6_34
http://reports-archive.adm.cs.cmu.edu/anon/2013/CMU-CS-13-100R.pdf
http://dx.doi.org/10.2168/LMCS-8(4:17)2012
http://doi.org/10.1007/s10817-008-9103-8
http://doi.org/10.1007/978-3-642-22438-6_34
http://doi.org/10.2168/LMCS-8(4:17)2012
http://doi.org/10.1109/LICS.2012.64
http://doi.org/10.1109/LICS.2012.13
http://doi.org/10.1145/2817824
http://doi.org/10.1007/978-3-319-21401-6_32
http://doi.org/10.1007/s10817-016-9385-1
http://doi.org/10.1145/3091123
http://lfcps.org/

Logical Trinity

Axiomatics

Syntax Semantics

Syntax defines the notation
What problems are we allowed to write down?
Semantics what carries meaning.
What real or mathematical objects does the syntax stand for?
Axiomatics internalizes semantic relations into universal syntactic trafo.

How does the semantics of A relate to semantics of AA B,
syntactically? If Ais true, is AA B true, too? Conversely?
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CPS Analysis

Concept (Differential Dynamic Logic) (JAR’08,LICS’12)
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CPS Analysis

Concept (Differential Dynamic Logic) (JAR’08,LICS’12)
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CPS Analysis
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CPS Analysis

Concept (Differential Dynamic Logic) (JAR’08,LICS’12)
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CPS Analysis

Concept (Differential Dynamic Logic) (JAR’08,LICS’12)

ODE
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CPS Analysis

Concept (Differential Dynamic Logic) (JAR’08,LICS’12)
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CPS Analysis

Concept (Differential Dynamic Logic) (JAR’08,LICS’12)
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CPS Analysis

Concept (Differential Dynamic Logic) (JAR’08,LICS’12)

. sed.
compose
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CPS Analysis

Concept (Differential Dynamic Logic) (JAR’08,LICS’12)
o
o] O:Cfa> ¢
L seq. nondet.

compose repeat

((if(SB(X,m)) a:=->b); X =v,V = a)*
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CPS Analysis

Concept (Differential Dynamic Logic) (JAR’08,LICS’12)
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CPS Analysis

Concept (Differential Dynamic Logic) (JAR’08,LICS’12)
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CPS Analysis

Concept (Differential Dynamic Logic) (JAR’08,LICS’12)
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CPS Analysis

Concept (Differential Dynamic Logic) (JAR’08,LICS’12)
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CPS Analysis

Concept (Differential Dynamic Logic) (JAR’08,LICS’12)

o %) 2 m
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Differential Dynamic Logic dL: Syntax

Definition (Hybrid program «)
x:=f(x)]?7Q| X' =f(x)&Q|aUB | ;B | a*

Definition (dL Formula P)

e>eée|-P|PAQ|VxP|3xP|[a]P]| ()P

JAR08,LICS’12,JAR’17

André Platzer (CMU) MOD'17 10/59


http://www.cs.cmu.edu/~aplatzer/
http://doi.org/10.1007/s10817-008-9103-8
http://doi.org/10.1109/LICS.2012.13
http://doi.org/10.1007/s10817-016-9385-1
http://lfcps.org/

Differential Dynamic Logic dL: Syntax

Differential
Equation

Discrete
Assign

Test
Condition

Definition (Hybrid program «)

x:=f(x)]?7Q| X' =f(x)&Q|aUB | ;B | a*

Definition (dL Formula P)

e>eée|-P|PAQ|VxP|3xP|[a]P]| ()P

R I
All Some] |All Som
IReaIsl IReaIsI IRunsl I Runsl

JAR'08,LICS’12,JAR’17

André Platzer (CMU) MOD’17 10/59



http://www.cs.cmu.edu/~aplatzer/
http://doi.org/10.1007/s10817-008-9103-8
http://doi.org/10.1109/LICS.2012.13
http://doi.org/10.1007/s10817-016-9385-1
http://lfcps.org/

Differential Dynamic Logic dL: Semantics

Definition (Hybrid program semantics) ([-]: HP — p(.7 x .¥))

[x:=¢€] = {(w,v) : v=oexcept v[x] = o[e]}
[’Q] = {(0,0) : ®<[Q]}
¥ =f(x)] = {(¢(0),9(r)) : ¢ E x' = f(x) for some duration r}
[euB] = [e]UIB]
[o: B] = [a] < [B]

_ * n
[e] = [o] = UN[[O‘ ] compositional semantics
ne

Definition (dL semantics) ([-]: Fml — (7))

[e>€] = {0 : ofe] > o[e]}

-] = [PF
[PAQ] = [PIN[Q]
[(e)P] = [e] oc[P]l={w : ve[P]forsomev: (w,v) < [a]}
[[e]P] = [(a)=P]={w@ : ve[P]foralv: (o,v) < [a]}
[ExP] = {o : o] < [P] for somere R}
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Differential Dynamic Logic dL: Semantics

- v if v
X=e |7 : \) ]Lz)forz;éx
. t
0
x
: X' =f(x)&Q :
0 , ’ t
20 5 ) x' =f(x)&Q
foela] fog[a] e o no change if w € [Q]
otherwise no transtltlon
0
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Differential Dynamic Logic dL: Semantics

X
._ v if v(x) = ofe
xX=e | * Y an (2) =[[a)]lz) for z # x
0]
} t
: X' =f(x)&Q :
t
Q Yy
foela] fog[a] e o no change if w € [Q]
otherwise no transtition

0
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Differential Dynamic Logic dL: Semantics

Q

2
v/ N X
foela] fog[a] e o no change if w € [Q]
otherwise no transtltlon
0
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Differential Dynamic Logic dL: Semantics

o, r
20 5 ) x' =f(x)&Q
foela] fog[a] e o no change if w € [Q]
otherwise no transtltlon
0
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Differential Dynamic Logic dL: Semantics

9 0. 000 N
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Differential Dynamic Logic dL: Semantics

o 0. 000 N
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Differential Dynamic Logic dL: Semantics
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Differential Dynamic Logic dL: Semantics

Definition (dL Formulas)
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Differential Dynamic Logic dL: Semantics

Definition (dL Formulas)
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Differential Dynamic Logic dL: Semantics

Definition (dL Formulas)

o-span
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Differential Dynamic Logic dL: Semantics

Definition (dL Formulas)

o-span
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Differential Dynamic Logic dL: Semantics

Definition (dL Formulas)

o-span
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Differential Dynamic Logic dL: Semantics

Definition (dL Formulas)

compositional semantics = compositional proofs!
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Ex: Car Control Programs

Repeat control decisions 8

Example ( Single car cars)
((a:==A va:=-b); {xX' =v,vV =a})’ J

0.5 -
0.0 I
4 5 6
=05
-1.0
-5
=2,
1 2 3 4 5 6 7t

=25 -2 -2
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Ex: Car Control Programs

o

How does this model brake?

Example ( Single car cars)
((a:==A va:=-b); {xX' =v,vV =a})’ J

a 6v X
05 - o
00 3 4 5 6 7t 4 8 "
-05 6
-10 2 4
-5 N ‘ | ) ‘ ‘ ‘ ‘l‘ 2
2, 1 2 3 \ 5 6 7° t
1 2 3 4 5 6 \ 7
-2.5 -2 -2

André Platzer (CMU) MOD'17 14/59


http://www.cs.cmu.edu/~aplatzer/
http://lfcps.org/

Ex: Car Control Programs

o

Velocity bound v > 0 in evolution domain

Example (€» Single car cars)
((a:=A ua:=-b); {xX' =v,vV =a&v>0})" J

a v x
05 - o
00 3 4 5 6 7t 4 8 "
-05 p
-10 2 4
-15 ; ;2
L, T2 3 4 s 6 b ¢
T 2 3 4 5 6 7
-25 -2 -2
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Ex: Car Control Programs

Acceleration not always safe B

Example (€» Single car cars)
((a:=A Ua:=-b); {xX' =v,V =a&v>0}) J

0.5 -
0.0 I
4 5 6
=05
-1.0
-5
=2,
1 2 3 4 5 6 7t

=25 -2 -2
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Ex: Car Control Programs

o

Acceleration condition 7Q

Example ( Single car cars)
(C@a:=A)Ua:=—b); {X' =v,V =a&v>0})" J

a X

05 o

oot 1 iz
-05 p
-10 4
-15 P
. 56 7t t

1 23 4 56 7

-25 -2 -2
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Ex: Car Control Properties time-triggered

Q
Il

Example (Single car car, time-triggered)
(C@a=A)Ua:=—b);t:=0;{x' =v,V =a,{ =1&v>0At<e})"

Example (€@» Safely stays before traffic light m)

A>0Ab>0—[carg]x<m

a X

05 o

00 1. [ iz
-05 P
-1.0 4
-15 2

5 3 51
-2, 0 t
1 2 3 4 5 6 7

25 -2 -2
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Ex: Car Control Properties time-triggered

J

Example (Single car car, time-triggered)
(C@a=A)Ua:=—b);t:=0;{x' =v,V =a,{ =1&v>0At<e})"

Example (€@» Safely stays before traffic light m)

v2 <2b(m—x)AA>0Ab>0— [car]x <m

a X
05 o
00 v N e | L
-05 6
-1.0 4
-15 P 2
L, 5 3 7t t
1 2 3 4 5 6 7
25 -2 -2
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Ex: Car Control Properties time-triggered

v

Q=2b(m—x) > v?+ (A+Db)(Ae? +2¢v) /R

m

Example (Single car car, time-triggered)
(C@a=A)Ua:=—b);t:=0;{x' =v,V =a,{ =1&v>0At<e})"

Example (€@» Safely stays before traffic light m)

v2 <2b(m—Xx)ANA>0Ab>0— [care]x <m
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Ex: Car Control Properties time-triggered

Q=2b(m—x) > v?+ (A+Db)(Ae? +2¢v)

Example (Single car car, time-triggered)

(P@a:=A)Ua:=—b);t:=0;{x' =v,V =a,{ =1&v>0At<e})"

Example (@ Live, can move everywhere)

€>0NA>0Ab>0—Vp3Im(cars)x >p

André Platzer (CMU)
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Branching Transition Structure in Hybrid Programs

car = (ctrl; drive)”
ctrl = (?7Qa; a:=A)
U(?Qp;a:=—b)
drive=t:=0;{x'=v,vV =a,t =1&v>0At<¢}
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Branching Transition Structure in Hybrid Programs

& v>0Nt<e

car = (ctrl; drive)”
ctrl = (?7Qa; a:=A)
U(?Qp;a:=—b)
drive=t:=0;{x'=v,vV =a,t =1&v>0At<¢}
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Branching Transition Structure in Hybrid Programs

& v>0Nt<e

car = (ctrl; drive)”
ctrl = (?7Qa; a:=A)
U(?Qp;a:=—b)
drive=t:=0;{x'=v,vV =a,t =1&v>0At<¢}

André Platzer (CMU) MOD17 17 /59


http://www.cs.cmu.edu/~aplatzer/
http://lfcps.org/

Branching Transition Structure in Hybrid Programs

& v>0Nt<e

car = (ctrl;drive)”
ctrl = (?7Qa; a:=A)
U(?Qp;a:=—b)
drive=t:=0;{x'=v,vV =a,t =1&v>0At<¢}
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Branching Transition Structure in Hybrid Programs

& v>0Nt<e

car = (ctrl;drive)”
ctrl=(?Qqa:=A)
U(?Qp;a:=—b)
drive=t:=0;{x'=v,vV =a,t =1&v>0At<¢}
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Branching Transition Structure in Hybrid Programs

& v>0Nt<e

car = (ctrl;drive)”
ctrl=(?Qa;a:=A)
U(?Qp;a:=—b)
drive=t:=0;{x'=v,vV =a,t =1&v>0At<¢}
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Branching Transition Structure in Hybrid Programs

t'=1
& v>0Nt<e

2Qp e

car = (ctrl;drive)”
ctrl = (?7Qa; a:=A)
U(?Qp;a:=—b)
drive=t:=0;{x'=v,vV =a,t =1&v>0At<e}
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Branching Transition Structure in Hybrid Programs

t=1
&v>0At<e

car = (ctrl;drive)”
ctrl = (?7Qa; a:=A)
U(?Qp;a:=—b)
dive=t:=0;{x'=v,vV =at =1&v>0At<e}
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Branching Transition Structure in Hybrid Programs

& v>0At<e

car = (ctrl; drive)”
ctrl = (?7Qa; a:=A)
U(?Qp;a:=—>b)
drive=t:=0;{x'=v,vV =a,t =1&v>0At<¢}
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Ex: The Acrophobic Bouncing Ball

Example (& Bouncing Ball)
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Example (& Bouncing Ball)
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Ex: The Acrophobic Bouncing Ball

Example (& Bouncing Ball)
X' =v,v =—g&x>0};

if(x=0)v:i=—cv
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Ex: The Acrophobic Bouncing Ball

Example (& Bouncing Ball)

André Platzer (CMU)
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Ex: The Ball Discovered a Crack in the Fabric of Time

*J
\

Pren A
R,
\/J/ e tz

Example (O Bouncmg Ball)
({x¥' =v,v =—g&x>0};

if(x=0)v:=—cv)"
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Ex: The Ball Discovered a Crack in the Fabric of Time

T

J .
12 —eo
.
. 710 o—e
VAN, P o
8 —se
WiV .
6 —e
5 °
4 —e
4 3 o
| 2 S
2 1 .
t t t t ——+— ¢
to t2 ty  t 15t ty ty ty t3 ty ts g

Example (@ Bouncing Ball)
x=H>0A...— [({¥' =v,vV = —g&x >0};
if(x =0)v:= —cv)*] 0<x<H
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Ex: Runaround Robot
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Ex: Runaround Robot

Example ( Runaround Robot)
((w:=—1 Uo:=1Uw®:=0);
X =vy=wVv=0ww=-0v})
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Ex: Runaround Robot

Example ( Runaround Robot)
(x.y)#o0—= [((@:=—1Uw:=1Uw:=0);
X =vy=wv=0ww=-0v})](xy) #o0
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Ex: Runaround Robot

Example ( Runaround Robot)
(x.y)#o0— [((?Q-1;0:=—1U?Q;;@:=1U?Qy; ®:=0);
X =vyy=wv=0ww=-0v})](xy)#0
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Ex: Car Control Design Logical MPC

Example (@» dL-based model-predictive control design)
AV>ONA>0Ab>0—

[((

@ ;
a:=A)

Ua:=-b);

t:=0; (X =v,V=a=1&v>0At<e})|x<m

a v x
6
05 -
00 T N e | t m
s 6 7ty s
~05 p
-1.0 2 4
-5 ;2
5 T2 3 4 5 6 7" ¢
T2 3 4 5 6 7
-25 -2 -2
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Ex: Car Control Design Logical MPC

Example (@» dL-based model-predictive control design)
77 AV>ONA>0Ab>0—

[((

@ ;
a:=A)

Ua:=-b);

t:=0; (X =v,V=a=1&v>0At<e})|x<m

a v x
6
05 -
00 T N e | t m
s 6 7ty s
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Ex: Car Control Design Logical MPC

Example (@» dL-based model-predictive control design)
X =v,V==bx<mMAV>0ANA>0Ab>0—

[((

@ ;
a:=A)

Ua:=-b);

t:=0; (X =v,V=a=1&v>0At<e})|x<m

a v x
6
05 -
00 T N e | t m
s 6 7ty s
~05 p
-1.0 2 4
-5 ;2
5 T2 3 4 5 6 7" ¢
T2 3 4 5 6 7
-25 -2 -2

André Platzer (CMU) MOD'17 20/59


http://www.cs.cmu.edu/~aplatzer/
http://web.keymaeraX.org/show/lics/lics7-MPC.kya
http://lfcps.org/

Ex: Car Control Design Logical MPC

Example (@» dL-based model-predictive control design)
X =v,V==bx<mAV>0NA>0AbL>0—

[(C

@ :
a:=A)
Ua:=-b);

t:=0; (X =v,V=a=1&v>0At<e})|x<m

a v X
6
05 -
0.0 ] [ ] t m
s 6 7ty 8
-05 p
-1.0 2 4
-15 ;2
_2 T2 3 4 5 6 7" ¢
7 2 3 4 5 6 7
-2 -2 -2
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Ex: Car Control Design Logical MPC

Example (@» dL-based model-predictive control design)
X =v,V==bx<mAV>0NA>0AbL>0—

[((¢

P[t:=0;x=v,V=At =1&v>0Nt<€|[xX =v,V ==b]x<m :
a:=A)

Ua:=-b);

t:=0; (X =v,V=a=1&v>0At<e})|x<m
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Ex: Car Control Design Logical MPC

Example (@» dL-based model-predictive control design)
X =v,V==bx<mMAV>0ANA>0Ab>0—

[(C

([t:=0;x"=v,V=At =1&v>0At<g|[xX =v,V=—blx<m ;
a:=A)

Ua:=-b);

t:=0; (X =v,V=a=1&v>0At<e})|x<m
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Ex: Car Control Design Logical MPC

Example (@» dL-based model-predictive control design)
v2<2b(m—x)Av>0AA>0Ab>0—

[(C

([t:=0;x"=v,V=At =1&v>0At<g|[xX =v,V=—blx<m ;
a:=A)

Ua:=-b);

t:=0; (X =v,V=a=1&v>0At<e})|x<m
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Ex: Car Control Design Logical MPC

Example (@» dL-based model-predictive control design)
v2<2b(m—x) Av>0ANA>0Ab>0—

[((¢

P[t:=0;x=v,V=At =1&v>0Nt<€|[xX =v,V ==b]x<m :
a:=A)

Ua:=-b);

t:=0; (X =v,V=a=1&v>0At<e})|x<m
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Ex: Car Control Design Logical MPC

Example (@» dL-based model-predictive control design)
v2<2b(m—x) Av>0ANA>0Ab>0—

[(C
(72b(m—x) > v2 + (A+ b) (Ae® +2¢v) ;
a:=A)
Ua:=-b);

t:=0; (X =v,V=a=1&v>0At<e})|x<m
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Outline (Proving CPS)

e Dynamic Axioms for Dynamical Systems
@ Axiomatics
@ Example: Safe Car Control
@ Soundness and Completeness

André Platzer (CMU) MOD’17 20/59


http://www.cs.cmu.edu/~aplatzer/
http://lfcps.org/

Differential Dynamic Logic: Axiomatization

[:=] [x:=€]P(x) <> P(e)

71 [PQP < (Q—P)

[ X' = f(0)]P < V=0 [x:=y(1)]P () =f(y))
(U] [« UBIP < [a]PAIB]P

i) [os 1P < [][B]P

'] [e]P < PA[a][a"]P

Ka](P— Q)— ([a]P— [a]Q)
| [a*]P <> PA[a*](P — [@]P)
C [a*]Vv>0(P(v) — (o) P(v—1)) = YV (P(v) — (o*)3v<0P(v))
LICS12,JAR'17
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Dynamic Axioms for Dynamical Systems

[=] [x:=elp(x) <
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Dynamic Axioms for Dynamical Systems

[=] [x:=elp(x) < p(e) bo! o0
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Dynamic Axioms for Dynamical Systems

[=] [x:=elp(x) < p(e)

p(e) p(x)
x' = f(x)
(] IX = () O po(x)
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Dynamic Axioms for Dynamical Systems

[=] [x:=elp(x) < p(e)

x' = f(x)
1= lp0) ¢ e=y(Blp(x) @ ®)

André Platzer (CMU) MOD'17 22/59


http://www.cs.cmu.edu/~aplatzer/
http://lfcps.org/

Dynamic Axioms for Dynamical Systems

[=] [x:=elp(x) < p(e)

x' = f(x)
1] [ = f(x)]p(x) < YE=01[x = y(£)]p(x) H
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Dynamic Axioms for Dynamical Systems

[=] [x:=elp(x) < p(e)

x' = f(x)
[T [¥" = f()]p(x) > V=0 [x:=y(1)]p(x) : :)

[T X' = f(x) & q(x)]p(x) > V=0 ([x:=y(1)]p(x))
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Dynamic Axioms for Dynamical Systems

[=] [x:=elp(x) < p(e)

x' = f(x)
[ X" = 1(x)lp(x) < VE=0[x:= y(t)]p(x) : :)

[T ¥ = () &a(x)]p(x) > V10 (V0<s<tq(y(s)) = [x:= y(1)]p(x))
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Dynamic Axioms for Dynamical Systems

[=] [x:=elp(x) < p(e)

x' = f(x)
[ X" = 1(x)lp(x) < VE=0[x:= y(t)]p(x) : :)

1 ¥ = 1(x) &a(x)]p(x) <> ¥t=0 (V0<s<tq(y(s)) = [x:= y(1)]p(x))

Q

7 palp o @ foeal
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Dynamic Axioms for Dynamical Systems

[=] [x:=elp(x) < p(e)

x' = f(x)
[ X" = 1(x)lp(x) < VE=0[x:= y(t)]p(x) : :)

1 ¥ = 1(x) &a(x)]p(x) <> ¥t=0 (V0<s<tq(y(s)) = [x:= y(1)]p(x))

Q

7 [2alP 5 (@ P) @ foeal

André Platzer (CMU) MOD'17 22/59


http://www.cs.cmu.edu/~aplatzer/
http://lfcps.org/

Dynamic Axioms for Dynamical Systems

compositional semantics = compositional proofs
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Dynamic Axioms for Dynamical Systems

U] [0 UB]P <
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Dynamic Axioms for Dynamical Systems

U] [« UBIP < [a]PA[BIP

André Platzer (CMU) MOD'17 23/59


http://www.cs.cmu.edu/~aplatzer/
http://lfcps.org/

Dynamic Axioms for Dynamical Systems

U] [« UBIP < [a]PA[BIP

[] [o; BIP ¢
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Dynamic Axioms for Dynamical Systems

U] [« UBIP < [a]PA[BIP

i) [oc: 1P < [][B]P
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Dynamic Axioms for Dynamical Systems

U] [« UBIP < [a]PA[BIP

[ [e; B]P < [a][B]P 14
P
[] [o*]P O\
o o hd o k
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Dynamic Axioms for Dynamical Systems

U] [« UBIP < [a]PA[BIP

] [ )
L] [o; B]P < [a][B]P o j——{# ; v
[e][B]P [BTP P
a*
[*]P
'] [a]P < PA[a][a"]P O
° o a 7 «a ’
PAlo][e*]P o i
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Dynamic Axioms for Dynamical Systems

U] [« UBIP < [a]PA[BIP

(] [ B]P < [a][B]P v
P
P
| [@*]P < PA a a Q ¢ >
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Dynamic Axioms for Dynamical Systems

U] [« UBIP < [a]PA[BIP

(] [ BIP < [][B]P v
P
P
| [ ]P< PN  (P—[a]P) o * o %%
I
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Dynamic Axioms for Dynamical Systems

U] [« UBIP < [a]PA[BIP

L] [ BIP < [a][B]P v
P
P
| [0*]P < PA[o*](P — [a]P) o P o o™
I
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Dynamic Axioms for Dynamical Systems

U] [« UBIP < [a]PA[BIP

L] [ BIP < [a][B]P v
P
P
| [0*]P < PA[o*](P — [a]P) o P o o™
I
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Dynamic Axioms for Dynamical Systems

U] [« UBIP < [a]PA[BIP

L] [ BIP < [a][B]P v
P
P
| [0*]P < PA[o*](P — [a]P) a P« 5 a

André Platzer (CMU) MOD’17 23/59


http://www.cs.cmu.edu/~aplatzer/
http://lfcps.org/

Dynamic Axioms for Dynamical Systems

U] [« UBIP < [a]PA[BIP

L] [ BIP < [a][B]P v
P
P
| [0*]P < PA[o*](P — [a]P) a P o P o™~
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Dynamic Axioms for Dynamical Systems

U] [« UBIP < [a]PA[BIP

L] [ BIP < [a][B]P v
P

P P

| [0*]P < PA[o*](P — [a]P) o P o P o™~
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Dynamic Axioms for Dynamical Systems

U] [« UBIP < [a]PA[BIP

1 e (1))
] [o; BIP < [a][B]P 0 F— H#J ; v
[o][B]P [B]P P
a*
P P

| [o*]P > PA[o*](P — [@]P) ° « o Q ¢ >
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Proof Rule: Loop Invariants

P—Q

| [a*]P <> PA[a*](P — [a]P) M[] []P = [a]Q

© [P

Lemma (Loop invariant rule is derived)

M-J,A Jk[a)d JFP

foop - [o]P, A
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Proof Rule: Loop Invariants

P—Q

* * M
G —— [a]P | [o*]P <> PA[o*](P — [a@]P) ['] —[a]P—> [o]Q
Lemma (Loop invariant rule is derived)
l rEJ,A Jk[ald JEP
oop MF[o]P,A
Proof (Derived rule).
JF [o]d
U IN[a](J = [0]Y) JEP
rcd,A  'Ur[a]y M| F [a]P
eut e [a*]P,A
—
O

André Platzer (CMU) MOD’17 24/59


http://www.cs.cmu.edu/~aplatzer/
http://lfcps.org/

Proof Rule: Loop Invariants

P—Q

* * M
G —— [a]P | [o*]P <> PA[o*](P — [a@]P) ['] —[a]P—> [o]Q
Lemma (Loop invariant rule is derived)
l rEJ,A Jk[ald JEP
oop MF[o]P,A
Proof (Derived rule).
JF [o]d
CUF IN[e](J = [0]Y) JEP
rcd,A  'Ur[a]y MUl | F [o]P
eut e [a*]P,A
—
O

Finding invariant J can be a challenge.
Misplaced [a*] suggests that J needs to carry along info about o* history.
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Variants & Invariants

The lion’s share of understanding comes from understanding what does
change (variants/progress measures) and what doesn’t change (invariants).

Invariants are a fundamental force of CS

Variants are another fundamental force of CS
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Example Proof: Safe Braking

J(x,v)=x<m

U u(x,v)F lai=—b; (X' = v,V = a)]J(x,v)

@ I+ A shape of conjecture to prove sequent
@ T is list of all available assumptions antecedent
@ A disjunction needs to be proved from assumptions I succedent

© Proof reduces desired conclusion (at the bottom)
to premises with remaining subgoals (top) until no more subgoals (x)
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Example Proof: Safe Braking

J(x,v)=x<m

lax,v) F lai=—b][X = v,V = a]J(x, V)
D u(x,v)F lai=—b; (X' = v.v = a)]J(x,v)

@ I+ A shape of conjecture to prove sequent
@ T is list of all available assumptions antecedent
@ A disjunction needs to be proved from assumptions I succedent

© Proof reduces desired conclusion (at the bottom)
to premises with remaining subgoals (top) until no more subgoals (x)

André Platzer (CMU) MOD'17 26/59


http://www.cs.cmu.edu/~aplatzer/
http://web.keymaeraX.org/show/lics/lics4a-time-safe.kya
http://lfcps.org/

Example Proof: Safe Braking

J(x,v)=x<m

Ty, v) F X = v,v/ = —blJ(x,v)
l(x,v) F lai=—bl[X = v,V = alJ(x,v)
D, v) F [ai=—b; (X = v,V = a)]J(x,v)

@ I+ A shape of conjecture to prove sequent
@ T is list of all available assumptions antecedent
@ A disjunction needs to be proved from assumptions I succedent

© Proof reduces desired conclusion (at the bottom)
to premises with remaining subgoals (top) until no more subgoals (x)

André Platzer (CMU) MOD'17 26/59
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Example Proof: Safe Braking

J(x,v)=x<m

Fld(x,v) F V=0 [x = — 222+ vi+x]J(x,v)
J(x,v) F [xX' = v,V = —b|J(x,V)
)

lg(x,v) F [ai=—b][X = v,V = a]J(x, V)

U u(x,v) F lai=—b; (X' = v,V = a)]J(x,v)
@ I+ A shape of conjecture to prove sequent
@ T is list of all available assumptions antecedent
@ A disjunction needs to be proved from assumptions I succedent

© Proof reduces desired conclusion (at the bottom)
to premises with remaining subgoals (top) until no more subgoals (x)
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Example Proof: Safe Braking

J(x,v)=x<m

“J(x,v) EVE>0(— 2+ vi+x < m)
T(x,v) F V0 [x = — B2 v+ x]d(x, v)
[/] J(x,v) F [xX = v,v = —b|J(x,V)
(x,v)
(

lg(x,v) F [ai=—b][X = v,V = a]J(x, V)
U (x, v) F[a:=—b; (X' = v,V = a)|J(x, V)

@ I+ A shape of conjecture to prove sequent
@ T is list of all available assumptions antecedent
@ A disjunction needs to be proved from assumptions ' succedent

© Proof reduces desired conclusion (at the bottom)
to premises with remaining subgoals (top) until no more subgoals (x)
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Example Proof: Safe Braking

J(x,v)=x<m

J(x,v) F v2 <2b(m—x)
O J(x,v) F V>0 (—B2 + vt +x < m)
Flu(x, v) V0 [x = — 22 4 vt 4 x]J(x, V)
)
)

() J(x,v) F [xX' =v,v = —b|J(x,V)

lg(x,v) F [ai=—b][X = v,V = a]J(x, V)

U u(x,v)F lai=—b; (X' = v,V = a)]J(x,v)
@ I+ A shape of conjecture to prove sequent
@ T is list of all available assumptions antecedent
@ A disjunction needs to be proved from assumptions I succedent

© Proof reduces desired conclusion (at the bottom)
to premises with remaining subgoals (top) until no more subgoals (x)
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Example Proof: Safe Braking

J(x,v) = v2 < 2b(m— x) v

Fv2 < 2b(m— x)
FVE=0(—28 + vi+x < m)
FVE>0[x:=—2 4+ vi+ x]J(x,V)

(x,v)
(x,v)
Ta0y)
I J(x,v) F [xX' = v,v = —b]J(x,V)
(x,v)
(x,v)

Fla:=—b][x' = v,V = alJ(x,v)
Fla:=—b; (X' = v,V =a)|J(x,v)
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Example Proof: Safe Acceleration

J(x,v) = v2 <2b(m—x) v

[l J(x,v) F [?=SB;a:=A; (X' = v,V =a,t/ =1&t < €)]J(x,V)
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Example Proof: Safe Acceleration

J(x,v) = v2 <2b(m—x) v

U (x,v) F [2-SB][a:=A; (X = v,V = a,t =1&t < €)]J(x,v)
[l J(x,v) F[?-SB;a:=A; (X' = v,V = a,t' = 1&t < €)]J(x,V)
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Example Proof: Safe Acceleration

J(x,v) = v2 < 2b(m— x) v

vy F =SB [ai=A (X = v,V =a,t =1&t < €)]J(x,V)
U (x,v) F [7-SB][ai=A; (X = v,V = a,t =1&t < €)]J(x,v)
[l J(x,v) F [?=SB;a:=A; (X' = v,V =a,t/ =1&t < €)]J(x,V)

André Platzer (CMU) MOD'17 26/59


http://www.cs.cmu.edu/~aplatzer/
http://web.keymaeraX.org/show/lics/lics4a-time-safe.kya
http://lfcps.org/

Example Proof: Safe Acceleration

J(x,v) = v2 < 2b(m— x) v

[ ]J(x, V)F =SB — [a:=A|X =v,V =a,t =1&t < €]J(x,V)
v F =SB [a=A (X = v,V =at =1&t < £)]J(x, )
W J(x, V) [7-SB][a:=A; (X = v,V =a,t =1&t < &)]J(x, V)
(x V) F [?-SB;a:=A; (X' =v,v =a,t =1&t < ¢g)]J(x,v)
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Example Proof: Safe Acceleration

J(x,v) = v2 < 2b(m— x) v

]J(x,v) F-SB—[x'=v,V=At=1&t<e]J(x,v)

vy F =SB = [a=AllX = v,V = a, ' = 1&t < e]J(x, V)
v F =SB [ai=A (X = v,V =a,t =1&t < €)]J(x,V)
D J(x,v) F [2-SB][a:=A; (X = v,V =a,t =1&t < &)]J(x,V)
DU, v)F [2-SBiai=A (X = v,V =a,t =1&t < £)]J(x,v)
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Example Proof: Safe Acceleration

J(x,v) = v2 < 2b(m— x) v

Fly(x,v) F =SB = V0 (t < & — [x:= 422 + vt + x]J(x,v))
Fux,v) F ﬁSB—>[x—vv_At’_1&t<£]J(xv)
lIx,v)F-SB = [ai=AlX = v,V = a, ' =1&t < €]J(x, V)
DU, v)F =SB [ai=A (X = v,V =a,t =1&t < €)]J(x,V)
LJ(x,v)

(x,v)

Ty, v) F [2-SBl[a:=A; (X = v,V = a,f =1&t < €)]J(x,V)
[l [?7-SB;a:=A; (X' =v,vV =at =1&t <¢€)]J(x,v)

J
J
J(x,v
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Example Proof: Safe Acceleration

J(x,v) = v2 < 2b(m— x) v

J(x,v) F =SB = Vt>0(t < & — J(51° + vi+ x,At +V))
Fly(x,v) F =SB = V>0 (t < & — [x:= 42 + vt + x]J(x,v))
LU, v)F =SB X = v,V =A t'—1&t<8]J(x V)

[ ]J(x,v)I—ﬁSB—>[a —AX =v,vV =at =1&t < e]J(x,v)
)
)
)+

o

J(x,v F-SB—[a:=A (X =v,V =at/ =1&t<¢)]|J(x,v)
J(x, v)F [?-SB]la:=A; (X = v,V =a,t =1&t < ¢€)]J(x,V)
R [?7-SB;a:=A; (X' =v,vV =at =1&t <¢€)]J(x,v)

X,V
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Example Proof: Safe Acceleration

J(x,v) = v? < 2b(m— x) v
l’\ )
m
“CJ(x,v) - =SB = Vt>0(t < & — (At +v)? < 2b(m— 21> — vt — X))

J(x,v) F =SB = Vt>0(t < & — J(51°+ vi+ x,At+V))
X, V) =SB = Vt>0(t<e—[x:= t2—|—vt-|-x],_j(x v))
) F —|SB—>[X—VV—AtI—1&t<8]J(XV)

AAAA/E\AAA
<

[ ]J x,V)F =SB — [a:=A|[x =v,V =a,t =1&t < e]J(x,V)
Jx,v)l——|SB—>[a =A X =v,V=at =1&t<e)|J(x,v)
TI(x,v)F [1-SBl[a:=A; (X = v,V = a,t =1&t < €)]J(x,V)
T, V)E[?-8SB;a:=A; (X' = v,V =a,t =1&t < ¢)]J(x,V)
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Example Proof: Safe Acceleration

J(x,v) = v2 < 2b(m— x) v
l’\ )
m
J(x,v) F =SB — (Ae +v)? < 2b(m— 4e2 — ve — x)
“Cu(x,v) F ﬁSB—>Vt>O(t<£—>(AH— ) <2b(m— 22 — vt —x))

J(x,v) F =SB = Vt>0(t < & — J(5°+ vi+ x,At+V))
) F =SB = Vi>0(t < & — [x:= 42+ vt+x]J(x,V))
JE=SB—=[xX'=v,V=A t’—1&t<8]J(x v)

f:
x
<

[
AA/_\AA/_\AAA
>
<

]J x,v)F =SB —[a:=A|[x =v,V =at =1&t < e]J(x,V)
Jx,v)l——|SB—>[a =A X =v,V=at =1&t<e¢)|J(x,v)
TI(x,v) F [1-SBl[a:=A; (X = v,V = a,t =1&t < €)]J(x,V)
T, V)E[?-8SB;a:=A; (X' = v,V =a,t =1&t < ¢)]J(x,V)
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Example Proof: Safe Acceleration

J(x,v) = v2 < 2b(m— x) v

SB =2b(m— x) < v? + (A+ b)(Ae? +2¢v) /]\
T > X

m

J(x,v) F =SB — (Ag +v)? < 2b(m— 5€* —ve — X)
J(x,v) - ﬁSB—>Vt>O(t<£—>(At+v)2§2b(m—§t2—vt—x))
J(x,v) F =SB = Vt>0(t < & — J(5°+ vi+ x,At+V))
Fly(x,v) F =SB = V>0 (t < & — [x:= A2 + vt + x]J(x,v))
JE=SB— [xX'=v,v =A t’—1&t<8]J(x V)
)
)
)
) F

F—=SB—[a:=A|[xX'=v,V =at =1&t < e]J(x,v)
F-SB—[a:=A (X =v,V =at/ =1&t<¢)]|J(x,v)
x,v F[?-SBlla:=A; (X = v,V =a,t/ =1&t < ¢€)]J(x,V)
[?7-SB;a:=A;(xX' =v,v =at =1&t <¢)]J(x,v)

x
<

x
<

[
AA/_\AA/_\AAA
>
<
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Example Proof: Safe Driving

J(x,v) = v2 <2b(m—x) v

SB =2b(m—x) < v+ (A+ b)(Ae? +2¢v) /l\
T > X

m

°%J(x,v) F [((a:=—bU7-SB;a:=A);x" = a,t = 1&t < £)*]J(x,v)
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Example Proof: Safe Driving

J(x,v) = v2 < 2b(m— x) v

SB =2b(m—x) < v+ (A+ b)(Ae? +2¢v) /l\
T > X

m

U, v) F[(ai=—bU?-SB;a:=A);x" = a,t =1&t < €]J(x, )
°PJ(x,v) F [((a:=—bU?-SB;a:=A);x" = a,t =1&t < €)']J(x,v)
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Example Proof: Safe Driving

J(x,v) = v2 < 2b(m— x) v

SB =2b(m—x) < v+ (A+ b)(Ae? +2¢v) /l\
T > X

m

a:=—bU?-SB;a:=A|[x" =a,t =1&t < g]J(x,v)
(a:=—bU?-SB;a:=A);x" = a,t =1&t < ]J(x,V)
((a:i=—bU?-SB;a:=A);x" =a,f = 1&t < ¢)*]J(x,V)
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Example Proof: Safe Driving

J(x,v) = v2 < 2b(m— x) v

SB =2b(m—x) < v+ (A+ b)(Ae? +2¢v) /]\
T > X

m

a=—b][x"=a. |J(x,v) A[7-SB;a=A][x" = a. ]J(x,v)
a:=—bU?-SB;a:=A|[x' = a,t =1&t < g]J(x,V)
(a:=—bU?-SB;a:=A);x" =a,t' =1&t < g]J(x,V)
((a:=—bU?-SB;a:=A);x" = a,t' = 1&t < £)*]J(x,V)

André Platzer (CMU) MOD'17 26/59


http://www.cs.cmu.edu/~aplatzer/
http://web.keymaeraX.org/show/lics/lics4a-time-safe.kya
http://lfcps.org/

Example Proof: Safe Driving

J(x,v) = v2 < 2b(m— x) v

SB =2b(m— x) < v? + (A+ b)(Ae? +2¢v) /]\
T > X

m

R previous proofs for braking and acceleration

J(x,v) F[a:=—b][x" = a..]J(x,v) A [?-SB; a:=A][x" = a..]J(x, V)
[U] J(x, v)F[a:=—bU?-SB;a:=A|[x" = a,t/ =1&t < g]J(x, V)

P, v) F [(ai=—bU7-SB;a:=A);x" = a,t =1&t < €]J(x, )
'°°pJ(x, v)F[((a:i=—bU?-SB;a:=A);x" = a,t =1&t < €)*]J(x,v)
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Example Proof: Safe Driving

J(x,v) = v2 < 2b(m— x) v
SB =2b(m— x) < v2+ (A+ b)(Ae? + 2¢v)

*
previous proofs for braking and acceleration

J(x,v) F[a:=—=b][x" = a..]J(x,v) A [?-SB; a:=A|[x" = a..]J(x, V)
] J(x,v) F [a:=—bU?-8SB;a:=A|[x" = a,t =1&t < g]J(x, V)
U, v) F[(ai=—bU?-SB;a:=A);x" = a,t =1&t < €]J(x,v)
%J(x,v) F [((a:i=—bU?-SB;a:=A);x" = a,t =1&t < €)*]J(x,v)

R

@ Proof is deterministic “follow your nose”.

@ Synthesize invariant J(x, v) and parameter constraint SB.

Q J(x,v) is a predicate symbol to prove only once and instantiate later.
© First looking at proofs of smaller pieces is often effective.
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Ex: The Ball Discovered a Crack in the Fabric of Time

T

J .
12 —eo
.
. 710 o—e
VAN, P o
8 —se
WiV .
6 —e
5 °
4 —e
4 3 o
| 2 S
2 1 .
t t t t ——+— ¢
to t2 ty  t 15t ty ty ty t3 ty ts g

Example (@ Bouncing Ball)
x=H>0A...— [({¥' =v,vV = —g&x >0};
if(x =0)v:= —cv)*] 0<x<H
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Ex: The Ball Discovered a Crack in the Fabric of Time

T

\
i -~
At A o
WL =
| N AT A —
\/J/ Vg 2 % —

t + + + ——t t
to ta ts  ta t5 f to ty ty t3 ty ts g

Example (@ Bouncing Ballifg >0A1>c¢c>0Av =0)
x=H>0A...— [({X' =v,vV = —g&x >0}
if(x:O)v::—cv)*] 0<x<H
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Ex: Runaround Robot

Example ( Runaround Robot)
(x.y)#o0— [((?Q-1;0:=—1U?Q;;@:=1U?Qy; ®:=0);
X =vyy=wv=0ww=-0v})](xy)#0
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Ex: Runaround Robot

Qo= (x+2 —0) 4+ (y— = —0,) £ 12+ w?

Qo = (ox—x)w # (0, —y)v

@ Obstacle not on tangential circle
@ Obstacle not onray (x,y)+R(v,w)

Example (€» Runaround Robot)
(x.y)#o0— [((?Q-1;0:=—1U?Q;;0:=1U?Qp; ®:=0);
X =vy=wv=0ww=-0v})](xy)#o0
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Complete Proof Theory of Hybrid Systems

Theorem (Sound & Complete) (JAR'08, LICS’12, JAR'17)

dL calculus is a sound & complete axiomatization of hybrid systems relative
to either differential equations or to discrete dynamics.

Corollary (Complete Proof-theoretical Bridge)

proving continuous = proving hybrid = proving discrete

E P iff FODE k4. P
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Complete Proof Theory of Hybrid Systems

Theorem (Sound & Complete) (JAR'08, LICS’12, JAR'17)

dL calculus is a sound & complete axiomatization of hybrid systems relative
to either differential equations or to discrete dynamics.

Corollary (Complete Proof-theoretical Bridge)

proving continuous = proving hybrid = proving discrete

Hybrid

Continuous Discrete
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Complete Proof Theory of Hybrid Systems

Theorem (Sound & Complete) (JAR'08, LICS’12, JAR'17)

dL calculus is a sound & complete axiomatization of hybrid systems relative
to either differential equations or to discrete dynamics.

Corollary (Complete Proof-theoretical Bridge)

proving continuous = proving hybrid = proving discrete

gontin. Hybrid)_, Discret
heor Thelor Theory

Hybrid

Continuous Discrete
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Complete Proof Theory of Hybrid Systems

Theorem (Sound & Complete) (JAR'08, LICS’12, JAR'17)

dL calculus is a sound & complete axiomatization of hybrid systems relative
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proving continuous = proving hybrid = proving discrete
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Complete Proof Theory of Hybrid Systems

Theorem (Sound & Complete) (JAR'08, LICS’12, JAR'17)

dL calculus is a sound & complete axiomatization of hybrid systems relative
to either differential equations or to discrete dynamics.

Corollary (Complete Proof-theoretical Bridge)

proving continuous = proving hybrid = proving discrete

gontin. Hybrid)_, Discret
heor Thelor Theory

Hybrid

Continuous Discrete

André Platzer (CMU) MOD’17 29/59


http://www.cs.cmu.edu/~aplatzer/
http://dx.doi.org/10.1007/s10817-008-9103-8
http://dx.doi.org/10.1109/LICS.2012.64
http://dx.doi.org/10.1007/s10817-016-9385-1
http://lfcps.org/

Complete Proof Theory of Hybrid Systems

Theorem (Sound & Complete) (JAR'08, LICS’12, JAR'17)

dL calculus is a sound & complete axiomatization of hybrid systems relative
to either differential equations or to discrete dynamics.

Corollary (Complete Proof-theoretical Bridge)

proving continuous = proving hybrid = proving discrete

gontin. Hybrid)_, Discret
heor Thelor Theory

Hybrid
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Complete Proof Theory of Hybrid Systems

Theorem (Sound & Complete) (JAR'08, LICS’12, JAR'17)

dL calculus is a sound & complete axiomatization of hybrid systems relative
to either differential equations or to discrete dynamics.

Corollary (Complete Proof-theoretical Bridge)

proving continuous = proving hybrid = proving discrete
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Complete Proof Theory of Hybrid Systems

Theorem (Sound & Complete) (JAR'08, LICS’12, JAR'17)

dL calculus is a sound & complete axiomatization of hybrid systems relative
to either differential equations or to discrete dynamics.

Corollary (Complete Proof-theoretical Bridge)

proving continuous = proving hybrid = proving discrete

Theorem (Equi-expressibility) (LICS12)

YW edLIP € FODE = P+ P
YWYedt P#eDL EP+ P#

Theorem (Relative Decidability) (LICS'12)

Validity of dL sentences is decidable relative to FOD or DL.
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KeYmaera X aXiomatic Tactical Theorem Prover for CPS

f Proof search —— 8 ™
KeYmaera X

Proof B Auto  # Normalize 'O Step back =

Propositional -  Hybrid Programs -~  Differential Equations ~

£5 Base case 4 Z|Usecase 5 £ Induction step 6

TR0 e et v R0 faspe A
2z v20
oo

Px20v20 = [{=x+1; o {(x'=v)}] x20

P

4 = x20av20 — [{x:=x+1; u {x'=vatrue}}] x=0
\ generates proofs
ModelPlex proof —

Flexible
Proof automation
Interactive Ul

Programmable

Customizable
Scala+Java API
Command line

REST API

Uniform substitution
Sound & complete
Small core: 1700 LOC
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KeYmaera X Small Kernel for Soundness 1700 LOC

100,000

75,000

50,000

25,000

Disclaimer: Self-reported estimates of the soundness-critical lines of code + rules
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Uniform Substitution

Theorem (Soundness) replace all occurrences of p(-)

¢
S ——
o(9)
provided FV(c 5 (9)) N BU(®(-)) = @ for each operation 2(0) in ¢

U

i.e. bound variables U = BV(®(-)) of operator ®
are not free in the substitution on its argument 6 (U-admissible)

[aUbJp(X) < [p(X) A [b]p(%)
US[x::x—|—1 Ux'=1]x>04 [x:=x+1]x >0A[xX' =1]x>0
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Application Highlights

Obstacle Avoidance + Ground Navigation Train Control Brakes

BOSCH SIEMENS @

APPLIED PHYSICS LABORATORY
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Outline (Proving ODEs in CPSs)

@ Differential Invariants for Differential Equations
@ Differential Axioms
@ Example: Differential Ghosts
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Complete Proof Theory of Hybrid Systems

Theorem (Sound & Complete) (JAR'08, LICS’12, JAR'17)

dL calculus is a sound & complete axiomatization of hybrid systems relative
to either differential equations or to discrete dynamics.

Corollary (Complete Proof-theoretical Bridge)
proving continuous = proving hybrid = proving discrete

Continuous Discrete
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Complete Proof Theory of Hybrid Systems

Theorem (Sound & Complete) (JAR'08, LICS’12, JAR'17)

dL calculus is a sound & complete axiomatization of hybrid systems relative
to either differential equations or to discrete dynamics.

Corollary (Complete Proof-theoretical Bridge)

proving continuous = proving hybrid = proving discrete

Theorem (Equi-expressibility) (LICS12)

YW edL P € FODE = P+ P
YedLP#*cDL E P« P*

Theorem (Relative Decidability) (LICS'12)

Validity of dL sentences is decidable relative to FOD or DL.
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Global Descriptive Power of Local Differential Equations

Descriptive power of differential equations

@ Simple differential equations describe complex physical processes.
@ Solution is a global description of the system evolution.

© ODE is a local characterization.

© Complexity difference between local description and global behavior.
@ Let’s exploit that phenomenon for proofs!

© Reason locally about global behavior.

" . (S S LA &
X =—X haSX(t):Sln(t):t—g-l-ﬁ—ﬁ-i-&—
X'(t) = e has no elementary closed-form solution
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Intuition for Differential Invariants

: . . AV B U N N NN
Differential Invariant I I N SN
MJ,A JF272 JFP SO BN
’ e YN NN
rl—[X’=f(X)]P,A ,;/!1\\\\\&,/‘//
*/If¥\\\\«(////
»4#4*\\‘%(/////

[ T T N
>4A\\‘<,‘_//’;//’//
A
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<V¥‘<—‘i}f*¢¥\~\‘\
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Intuition for Differential Invariants

Differential Invariant
Fr=J,A JE?7277d JEP
e [x' =f(x)]P,A
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Intuition for Differential Invariants

Differential Invariant -

FFJd,A JF?222d JFP
e [x' =f(x)]P,A
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Intuition for Differential Invariants

Differential Invariant -

FFJ,A JE?22J JEP -
e [x' =f(x)]P,A . -

Want: formula J remains true
in the direction of the dynamics

@ —
—|F -

[1 X' = f()]P < VI=0[x:=y(t)]P  (v'=i(y), y(0)=x)

Next step is undefined for ODEs. But don’t need to know where exactly the
system evolves to. Just that it remains somewhere in J.
Show: only evolves into directions in which formula J stays true.
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Guiding Example

VAwr=r [V =w,w = —v]VP+wlP=r>?
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Guiding Example: Rotational Dynamics

VAwr=r [V =w,w = —v]V¥+wP=r>?

rcos

w =
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Guiding Example: Rotational Dynamics

VAwr=r [V =w,w = —v]V¥+wP=r>?

R Fv24+w2—r?=0 — [V = w,w' = —v]v*+w?—r?=0
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Guiding Example: Rotational Dynamics

ViwP=rP [V =w,w =—v]V2+wP=r?
TViwr P00k [V =w,wW =—v]V¥+wP—r2=0
R Fv24w2—r?=0 — [V = w,w' = —v] v*+w?—r?=0
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Guiding Example: Rotational Dynamics

ViwP=rP [V =w,w =—v]V2+wP=r?

=] F [V i:=w][w:=—v]2vV' +2ww —2rr' =0

TV W P=0F [V =w,wW =—v]VB+wP—r2=0

R Fv24w2—r2=0 — [V = w,w' = —v]v*+w?—r?=0
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Guiding Example: Rotational Dynamics

iwP=rr 5[V =w,w = —v]V24+w? =r?

R Fav(w)+2w(—v)=0

(=l F [V i=w][w:=—v]2vV +2ww —2rr" =0

TV W P=0F [V =w,wW =—v]VB+wP—r2=0

R Fv24w2—r2=0 — [V = w,w' = —v]v*+w?—r?=0
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Guiding Example: Rotational Dynamics

ViwP=rP [V =w,w =—v]V2+wP=r?
*
R Fav(w)+2w(—v)=0
(=] F [V i:=w][w:=—v]2vV +2ww' —2rr" =0
TVviwr P00k [V =w,w =—v]V¥+wP—r2=0
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Differential Invariants for Differential Equations

Differential Invariant Differential Cut Differential Ghost
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JLogComput’10,FMSD’09,LMCS’12,LICS’12,ITP’12,JAR’17,LICS’18
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Differential Invariants for Differential Equations

Differential Invariant Differential Cut Differential Ghost
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Differential Invariants for Differential Equations

Differential Invariant Differential Cut Differential Ghost
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Differential Invariants for Differential Equations

Differential Invariant
QF [ :=f(x)](P)
Pk [x' =f(x)&Q]P

P [x' =f(x)&Q]C Pk [x' =f(x)& QAC]P
PF ¥ =f(x)&Q]P

P+ 3dyG Gk [xX =1f(x),y =9(x,y)&Q|G
PE [x' =f(x)&Q]P

deductive power adds DI < DC < DG

JLogComput’'10,LMCS’12, LICS’12,JAR’17,LICS’18
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Differential Invariants for Differential Equations

Differential Invariant
QF [ :=f(x)](P)
Pk [x' =f(x)&Q]P

P [x' =f(x)&Q]C Pk [x' =f(x)& QAC]P
PF ¥ =f(x)&Q]P

P+ 3dyG Gk [xX =1f(x),y =9(x,y)&Q|G
PE [x' =f(x)&Q]P

if new y’ = g(x, y) has long enough solution

JLogComput’'10,LMCS’12, LICS’12,JAR’17,LICS’18
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Differential Invariants for Differential Equations

0?x°+y2< X =y,y = —0?x —2dwy & ©>0 A d>0] w2x2+y?<c?
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Differential Invariants for Differential Equations

©>0Ad>0F [X':=y][y:=—w’x — 2dwy] 20?xx’ +2yy’ <0
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Differential Invariants for Differential Equations

®>0Ad>0F 202xy +2y(—w?x —2dwy) <0
®O>0ANd>0F [x:=y][y:=—0’x — 2dwy]20%xx +2yy’ <0
0?x°+y2<? X =y,y = —0*x —2dwy & ©>0 A d>0] w?x?+y?<c?
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Differential Invariants for Differential Equations
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Differential Invariants for Differential Equations

*

®>0Ad>0F 202xy +2y(—w?x —2dwy) <0

©>0Ad>0F [X:=y][y:=—w?x — 2dwy] 20?xx' +2yy’ <0

0?x°+y2<c? X =y,y = —0*x —2dwy & ©>0 A d>0] w?x?+y?<c?
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Differential Cuts for Differential Equations

0?x2+y2<P X =y,y = —0*x—2dwy,d =7 & ©>0] ®*x*+y><c?
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Differential Cuts for Differential Equations

0?X°+yP<P X =y, y = —0*x—2dwy,d =7 & ©>0] ®*x*+y><c?
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Differential Cuts for Differential Equations
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Differential Cuts for Differential Equations

0?x2+y2<PF [X = y,y = —0*x—2dwy,d' =7 & ©>0Nd>0] ©>x2+y?<c?
0°X°+yP<P X =y,y = —0*x—2dwy,d =7 & ©>0] of x*+y><c?

ask

d>0F [xX' =y,y = —w?x —2dwy,d'=7& ©>0] d>0

increasingly damped oscillator
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Differential Cuts for Differential Equations

0?x2+y2<PF [X = y,y = —0?x—2dwy,d' =7 & ©>0Nd>0] ©>x2+y?<c?
0°X°+yP<P X =y,y = —0?x—2dwy,d =7 & ©>0] ®*x*+y><c?

®>0F [d:=7]d'>0
d>0F [xX' =y,y = —w?x —2dwy,d'=7& ©>0] d>0
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Differential Cuts for Differential Equations

0?x2+y2<PF [X = y,y = —0?x—2dwy,d' =7 & ©>0Nd>0] ©>x2+y?<c?
0°X°+yP<P X =y,y = —0?x—2dwy,d =7 & ©>0] ®*x*+y><c?

w>0F7>0
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Differential Cuts for Differential Equations

0?x2+y2<PF [X = y,y = —0*x—2dwy,d' =7 & ©>0Nd>0] ©>x2+y?<c?
0°X°+yP<P X =y,y = —0?x—2dwy,d =7 & ©>0] * XX +y><c?
DC

*
w>0+F7>0

©>0+ [d:=7]d'>0
d>0F [xX' =y,y = —0?x —2dwy,d'=7 & ©>0] dz'o

increasingly damped oscillator
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Differential Cuts for Differential Equations

0>0Ad>0 F [x:=y][y":=—0’x — 2doy]20°xx’ +2yy' <0

0?x2+y2<PF [X = y,y = —0*x—2dwy,d' =7 & ©>0Nd>0] ©>x2+y?<c?
0?x2+y?<c? X = y,y = —0*°x—2dwy,d =7 & ®>0] 0> x> +y?<c?
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Differential Cuts for Differential Equations

®>0Nd>0 F 202Xy +2y(—w’x —2dwy) <0
©0>0Ad>0 F [x:=y]ly"=—0’x —2dwy]20°xx’ +2yy' <0

0?x2+y2<PF [X = y,y = —0*x—2dwy,d' =7 & ©>0Nd>0] ©>x2+y?<c?
0?x2+y?<c? X = y,y = —0*°x—2dwy,d =7 & ®>0] 0> x> +y?<c?

*
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Differential Cuts for Differential Equations

*

®>0Nd>0 F 202Xy +2y(—w?x —2dwy) <0

©0>0Ad>0 F [x:=y]ly":=—0°x —2dwy]20°xx' +2yy' <0

0?x2+y2<PF [X =y,y = —0*x—2dwy,d' =7 & ©>0Nd>0] ©>x2+y?<c?
0°x°+y?<c? X = y,y = —0*x—2dwy,d =7 & ®>0] 0> x> +y?<c?

*
w>0F7>0
©>0F [d':=7]d">0

d>0F [xX' =y,y = —w?x —2dwy,d'=7& ©>0] d>0

increasingly damped oscillator
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Differential Cuts for Differential Equations

*

®>0Nd>0 F 202Xy +2y(—w?x —2dwy) <0

©0>0Ad>0 F [x:=y]ly":=—0°x —2dwy]20°xx' +2yy' <0

0?x2+y2<PF [X =y,y = —0*x—2dwy,d' =7 & ©>0Nd>0] ©>x2+y?<c?
0°X°+y?<? X = y,y = —0*x—2dwy,d =7 & ®>0] 0> x> +y?<c?

init *

w>0F7>0
©>0F [d':=7]d">0

d>0F [xX' =y,y = —w?x —2dwy,d'=7& ©>0] d>0

Could repeatedly diffcut in formulas to help the proof
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BIEICERIES

ou=x| X |c|otk|o k] (e)
ol(e)1 -
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BIEICERIES

ou=x| X |c|otk|o k] (e)
dofe]

ol(e)1=—4
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BIEICERIES

ex=x|x|c|etk|ek|(e)
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BIEICERIES Differential Forms

N
Syntax ex=x|x|c|letkl|e-k|(e) A A
a|[]| A A |
e A
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BIEICERIES Differential Forms

e,
e1==X|X’|C|e+k|e-k|(e)’ Ty
Ile] R
e O

@=Ll @) ceiiiy R
LA A T T N NN
SN
(e+k) =(e) + (k) o

: (e-k) =(e) -k+e-(k)
(C())IZO

(X)/ _ X/

for constants/numbers c¢()
for variables x € ¥
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BIEICERIES Differential Forms

\«(///’/’

CIEW o=~ ¥ [cletk|e-k|(e) Ty

Ile] R

e S A A T
w[[(e)]]—Zw) L (@) sy R

LA T T

NN

(e+k) =(e) + (k) o

e k) =(e) -k+e-(k)
e e

(c())' =0 for constants/numbers c¢()
for variables x € ¥

[¥ = f(x)& Q] = {(¢(0),0(r) : ¢ = X' = f(x) AQ
ODE for some ¢ : [0,r] — ., some r € R}

o(2)(x) = 220 )
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Differential Substitution Lemmas

Lemma (Differential lemma) (Differential value vs. Time-derivative)
If = x' = f(x) A Q for duration r>0, then for all 0<z<r, FV(e) C {x}:

o(@)l(ey] = 22 )

Lemma (Differential assignment) (Effect on Differentials)
Ifol=x"=f(x)ANQthen @ = P+ [x :=f(x)]P

Lemma (Derivations) (Equations of Differentials)
(e+k) =(e) +(k)

(e-k) = (e)’ k+e- (k)
(c()) = for constants/numbers c()
(x) = for variables x € ¥
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Differential Substitution Lemmas

Lemma (Differential lemma) (Differential value vs. Time-derivative)
If = x' = f(x) A Q for duration r>0, then for all 0<z<r, FV(e) C {x}:

ISREEIEP— () (oy1 = 22100 () <R

Lemma (Differential assignment) (Effect on Differentials)
Ifol=x"=f(x)ANQthen @ = P+ [x' :=f(x)]P

Lemma (Derivations) (Equations of Differentials)
(e+k) =(e) +(k)
(e-k) = (e)’ k+e-(k)
(c()) = for constants/numbers c()
(x) = for variables x € ¥

André Platzer (CMU) MOD’17 43/59


http://www.cs.cmu.edu/~aplatzer/
http://lfcps.org/

Differential Substitution Lemmas ~ Proofs

Lemma (Differential lemma) (Differential value vs. Time-derivative)
If = x' = f(x) A Q for duration r>0, then for all 0<z<r, FV(e) C {x}:

o(@)l(ey] = 22 )

Lemma (Differential assignment) (Effect on Differentials)
DE [xX' = f(x) & Q]P + [x' = f(x) & Q][x" :=f(x)]P

Lemma (Derivations) (Equations of Differentials)

+/ (e+k) = (e) + (k)

J

(e-k) = (e) -k+e- (k)
¢ (c()y =0
(

X)/ — Xl
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Differential Substitution Lemmas ~ Proofs

Lemma (Differential lemma) (Differential value vs. Time-derivative)
If = x' = f(x) A Q for duration r>0, then for all 0<z<r, FV(e) C {x}:

o(@)l(ey] = 22 )

Lemma (Differential assignment) (Effect on Differentials)
Ifol=x"=f(x)ANQthen @ = P+ [x :=f(x)]P

Axiomatics

DE [x' = f(x)& Q]P + [x' = f(x) & Q|[x" :=f(x)]P
DI ([x' =f(x)&Q]e >0+ [?Qe >0) + [x' =f(x)&Q](e)’ >0
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Differential Equation Axioms & Differential Axioms

DW [x' = f(x)& Q]Q
e ([x' = f(x) & QP + [ = f(x) & Q\C]P)
— X' =f(x)&Q]C

DE [x' = f(x) & Q]P «+ [x' = f(x) & Q|[x :=f(x)]P

DI ([x' = f(x) & QP <+ [?Q]P) <+ [x' = f(x) & Q](P)’
DG [X = f(x)&Q]P + Ty [x' = f(x),y’ = a(x)y + b(x) & Q]P
DS [x' = ¢() & Q)P +» V>0 ((VO<s<tq(x+c()s)) — [x :=x-+c()1]P)
+' (e+k) = (e) + (k)

(e k) = (e) -k+e-(k)

o' [y:=gIlly":=1]((f(9(x)))" = (£(y))'- (9(x))’)

JAR'17

MOD'17 44/59
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Differential Equation Axioms »

Axiom (Differential Weakening) (JAR’17)

DW [¥' = f(x)& Q]Q

r
X' =f(x)&Q

Differential equations cannot leave their evolution domains. Implies:
[X' = f(x)&Q|P > [x' = f(x) & Q](Q — P)
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Differential Equation Axioms

Axiom (Differential Cut) (JAR’17)

e ([x' = f(x)& QP + [x' = f(x) & QAC]P)
+— ¥ =f(x)&Q]C

........

|0 r
X' =f(x)&Q TIIIIIUUIOIN

DC is a cut for differential equations.
DC is a differential modal modus ponens K.
Can’t leave C, then might as well restrict state space to C.
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Differential Equation Axioms

Axiom (Differential Invariant) (JAR’17)
DI ([x' = f(x) & Q]P +» [?7Q]P) « [x' = f(x) & Q](P)’

\\\\\\

[
X =fx)&Q@ Iiiiiiiin

D RN,

Differential invariant: if P true now and differential (P)’ true always
What's the differential of a formula???
What's the meaning of a differential term .. .in a state???
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Differential Equation Axioms

Axiom (Differential Effect) (JAR’17)
DE [X' =f(x)&Q]P + [x' = f(x) & Q][x" :=f(x)]P

Effect of differential equation on differential symbol x’
[x":=f(x)] instantly mimics continuous effect [x’ = f(x)] on x’
[x":=f(x)] selects vector field x’ = f(x) for subsequent differentials
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Differential Equation Axioms

Axiom (Differential Ghost)
DG [X' =f(x)&Q]P + Ty [x' = f(x),y’ = a(x)y + b(x) & Q]P

o)
\(S)’\
\//Q
" )
inv
t
\(x)&o sy

y' =a(x)y+b(x) 0 t

Differential ghost/auxiliaries: extra differential equations that exist
Can cause new invariants
“Dark matter” counterweight to balance conserved quantities
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Example: Differential Ghosts »

Example (@ Differential ghost proof)

ne x>0F[X=—x]x>0

X —
= —x
0 - t
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Example: Differential Ghosts »

Example (@ Differential ghost proof)

WA x>0F3y[x=—xy' =C"x>0
ne x>0F[xX=-x]x>0

X —
= —x
0 - t
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Example: Differential Ghosts »

Example (@ Differential ghost proof)

Exy2=1F x>0 " x>0F Iy[x = —x,y’ = Dxy? =1
VA x>0F3y[x =—xy =Cx>0
ne x>0F[xX=—x]x>0

X —
= —x
0 - t
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Example: Differential Ghosts »

Example (@ Differential ghost proof)

*
Bxy2=1t x>0 " x>0k 3y[x = —x,y = Dxy? =1

VA x>0F3y[x =—xy =Cx>0

ne x>0F[xX=—x]x>0

X —
= —x
0 - t
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Example: Differential Ghosts »

Example (@ Differential ghost proof)

* 4 xyP=1F [ = —x,y’ = xy2 =1
Bxy2=1t x>0 " x> 0F3y[x = —x,y = Colxy? =1
VA x>0F3y[x =—xy =Cx>0

ne x>0F[xX=—x]x>0

X —
= —x
0 - t
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Example: Differential Ghosts »

Example (@ Differential ghost proof)

[:=] =A== y? 4 x2yy = 0

* 4 xyP=1F [ = —x,y’ = xy2 =1
Exy2=1t x>0 " x>0k Iy[¥ = —x,y = Colxy? =1
VA x>0F3y[x =—xy =Cx>0

ne x>0k [x'==x]x>0

X —
= —x
0 - t
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Example: Differential Ghosts »

Example (@ Differential ghost proof)
R F—xy?+2xy =0
[:=] F X =—x]ly:=C"DIxy2 +x2yy' =0
* 4 xyP=1F [ = —x,y’ = Dxy? =1
Bxy2=1t x>0 " x> 0F3y[x = —x,y = Colxy? =1
VA x>0F3y[x =—xy =C"x>0
ne x>0k [x'=—=x]x>0

X —
= —x
0 - t
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Example: Differential Ghosts »

Example (@ Differential ghost Eroof)
R F—xy?+2xy =0
[:=] F X ==x]ly:=C DIxy? + x2yy' =0
* 4 xyP=1F [x = —x,y’ = Dxy? =1
Bxy2=1t x>0 " x>0k 3y[x = —x,y = Colxy? =1
VA x>0F3y[x =—xy =Cx>0
ne x>0k [x'=—=x]x>0

X —
= —x
0 - t
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Example: Differential Ghosts »

Example (@ Differential ghost Eroof)

B F—xy2+2xyt =0
- F=—Aly =5 Xy +xeyy =0
* T xR =—xy =L IxP=1
FxyP=1F x>0 " x>0y =—xy =L |xP=1
VR x>0F3y[xX=—x,y)=% ]x>0
e x>0k [x'=—x]x>0
X
Xo
X =

X
0 -
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Example: Differential Ghosts »

Example (@ Differential ghost Eroof)

R F—xy?+2xy{ =0
L Fle=AlY =) W b xeyy =0
* T xR =—xy =L IxP=1
Bxy2=1t x>0 "

x>0F3y[x' =—x,y =%
MR

Jxy% =1

x>0F3y[xX=—x,y)=% ]x>0
DG

x>0k [x'=—x]x>0
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Example: Differential Ghosts »

Example (@ Differential ghost Eroof)

" F—xy?+2xy{ =0
L Fle=AlY =) W b xeyy =0
* T xR =—xy =L IxP=1
Bxy2=1F x>0 " x>0k 3Jy[x' = —x,y = 2 Ixy=1
VR x>0F3y[xX=—x,y)=% ]x>0
e x>0k [x'=—x]x>0
)
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Ex: Parachute Open or Keep Closed »

20
15

10
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Ex: Parachute Open or Keep Closed »

20
15

10

Example (€» Parachute)
((?(QAr=a)ur:=p);t:=0;
(X=v,vV=—g+n?{=1&t<TAXx>0Av<0})"
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Ex: Parachute Open or Keep Closed »

20
15

10

Example (€» Parachute)
=[((?(QAr=a)ur:=p); t:=0;
X=v,vV=—g+n?{=1&t<TAx>0Av<0})"]
(x=0—v>m)
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Ex: Parachute Open or Keep Closed »

20
15

10

Example (€@» Parachute)
=[((?(QAr=a)ur:=p);t:=0;
{(X=v,V=—g+n{ =1&t<TAXx>0Av<0})]
(x=0—v>m)
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Ex: Parachute Open or Keep Closed »

20
Q=v-9gT>—/g/p
15
Conservatively bounded next velocity

above parachute’s limit velocity.

Example (€@» Parachute)
m<—/a/p—~[((A(QAr=a)Ur:=p);t:=0;
{(X=v,V=—g+n{ =1&t<TAXx>0Av<0})]
(x=0—v>m)
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Ex: Parachute Open or Keep Closed »

X
20

Q=v-gT>-g/p
15
Conservatively bounded next velocity
above parachute’s limit velocity.
Limit by differential ghost: 5

Y ==2(—alp) y(v+glp)=1"
>0

Example (€@» Parachute)
m<—/a/p—[((2(QAr=a)Ur:=p);t:=0;
{(X=v,V=—g+n{ =1&t<TAXx>0Av<0})]
(x=0—v>m)
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Ex: Parachute Open or Keep Closed »

X
20

Q=v-gT>-g/p
15
Conservatively bounded next velocity
above parachute’s limit velocity.
Limit by differential ghost: 5

Y ==2(—alp) y(v+glp)=1"
>0

v > old(v) — gt if closed
Example (€» Parachute)
m<—/a/p—[((2(QAr=a)Ur:=p);t:=0;
{(X=v,V=—g+n{ =1&t<TAXx>0Av<0})]
(x=0—v>m)

André Platzer (CMU) MOD'17 47/59


http://www.cs.cmu.edu/~aplatzer/
http://web.keymaeraX.org/show/dlds/parachute.kya
http://lfcps.org/

Outline (CPS Application Highlights)

6 Applications
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Airborne Collision Avoidance System ACAS X: Verify

@ Developed by the FAA to replace current TCAS in aircraft

@ Approximately optimizes Markov Decision Process on a grid

@ Advisory from lookup tables with numerous 5D interpolation regions

h(ft) delay §
200

-100
0 2000 4000 6000 8000 (ft)
@ Identified safe region for each advisory symbolically o
© Proved safety for hybrid systems flight model in KeYmaera X

STTT17
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Airborne Collision Avoidance System ACAS X: Compare

ACAS X table comparison shows safe advisory in 97.7% of the
648,591,384,375 states compared (15,160,434,734 counterexamples).
11400 - |—ownship (coming trom left, within RA limits) .
11200 - |[—intruder (coming from right) e .
L1000 |~ ~ original ownship path PP
--NMAC box around ownship | _.--""
g ——————————————— .-
o 10600 --7
=
£ 10400
% 10200
10000
9800
9600 1 1 1 1 1 1 1 ]
-20 15 10 -5 0 75 10 15 20
ACAS X issues DNC advisory, which induces collision unless corrected J
STTT17
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Airborne Collision Avoidance System ACAS X: Refine

@ Conservative, so too many counterexamples
@ Settle for: safe for a little while, with safe future advisory possibility
@ Safeable advisory: a subsequent advisory can safely avoid collision

strengthening

0 1000 2000 3000 4000 ()
@ Identified safeable region for each advisory symbolically o
@ Proved safety for hybrid systems flight model in KeYmaera X

STTT17
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Airborne Collision Avoidance System ACAS X: Compare

ACAS X table comparison shows safeable advisory in more of the
648,591,384,375 states compared (~899 108 counterexamples).

Counterexample: Action Issued = Maintain
Followed by Most Extreme Up/Down-sense Advisory Available

10400 y\
10200 -
Il
10000 h
g \
% 9800 - \R _____________________
2 :
T 9600 [ yiatuiyivie ~plelubigioblglataty
J— hi ing fi left
Eacicl R R S s> Gt Nitababably intruder (E:%)r:: hl,gfr?r? rige;h)t)
oo
- del
9200 |- - I.\IMXC box arognd ownship )
ACAS X issues Maintain advisory instead of CL1500 J

STTT17
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Airborne Collision Avoidance System ACAS X: Compare

ACAS X table comparison shows safeable advisory in more of the
648,591,384,375 states compared (~899 108 counterexamples).

Safe Version: Action Issued = CL1500
Followed by Most Extreme Up/Down-sense Available

10400 y”i
10200 -
D
10000 - %
)
o 9800
°
2
T 9600 |-
——ownship (coming from left)
9400 ——intruder (coming from right)
.............. delay 1
------- delay 2
9200 - --- NMA¥C box aroqnd ownship )
ACAS X issues Maintain advisory instead of CL1500 J

STTT17
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Application Highlights

Obstacle Avoidance + Ground Navigation Train Control Brakes
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Verified CPS Applications: Trains & Airplanes

RBC

=

T T
far ST neg SB cor MA

7(ft)

1000 2000 3000 4000

-M’'09,JAIS’14,TACAS’15,EMSOFT’15,FM’09,HSCC’11,HSCC’13,TACAS 14, RSSRail'17
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Verified CPS Applications: Cars

= >
- Y e

-

(Les 1) 0

FM'11,LMCS’'12,ICCPS’12,ITSC’'11,ITSC’'13,IJCAR12
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Verified CPS Applications: Robots

L HSEC 13,RSS'13,CADE'12, IURR'17
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Verified CPS Applications: lfcps.org/course/

20
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undergrads in Foundations of Cyber-Physical Systems course
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KeYmaera X aXiomatic Tactical Theorem Prover for CPS

f Proof search —— 8 ™
KeYmaera X

Proof B Auto  # Normalize 'O Step back =

Propositional -  Hybrid Programs -~  Differential Equations ~

£5 Base case 4 Z|Usecase 5 £ Induction step 6

TR0 e et v R0 faspe A
2z v20
oo

Px20v20 = [{=x+1; o {(x'=v)}] x20

P

4 = x20av20 — [{x:=x+1; u {x'=vatrue}}] x=0
\ generates proofs
ModelPlex proof —

Flexible
Proof automation
Interactive Ul

Programmable

Customizable
Scala+Java API
Command line

REST API

Uniform substitution
Sound & complete
Small core: 1700 LOC
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KeYmaera X Small Kernel for Soundness 1700 LOC

100,000

75,000

50,000

25,000

Disclaimer: Self-reported estimates of the soundness-critical lines of code + rules
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Outline (Dynamic Logic for Dynamical Systems)

@ Summary
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Dynamic Logic for Dynamical Systems

Logical foundations make a big difference for CPS, and vice versa
: : : : o~
differential dynamic logic ~
oL = DL+ HP e Og\:% :

@ Multi-dynamical systems

@ Strong analytic foundations
@ Practical reasoning advances @ Combine simple dynamics
© Tame complexity

@ Catalyze many science areas © Complete axiomatization

@ Significant applications

nondet

Numerous wonders remain to be discovered
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Logical foundations make a big difference for CPS, and vice versa

differential dynamic logic ] ,\r/\f
dL = DL+HP oo G @
VL‘:«
KeYmaera X
@ Strong analytic foundations [ Eo e W Ee O

Proof B Auto  # Normalize 'O Step back =

@ Practical reasoning advances

Propositional - Hybrid Programs - Differential Equations -

== Base case 4 = Usecase5 == Induction step 6

@ Significant applications e
x2( oY e=x+l; U {x'=v)] X 1] [aublPo[alPAbIP

s
()
©
c
o
c

* v20

@ Catalyze many science areas

Y x20v=0 + [e=x+1; U {x'=v}}*] x=0

> b x20Av20 - [f=x+T; U {K'=vatruel}] x20

Numerous wonders remain to be discovered
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Future CPS Challenges

Numerous wonders remain to be discovered

Scalable continuous stochastics CADE’11
Concurrent CPS

Real arithmetic: Scalable and verified CADE’09
Verified CPS implementations, ModelPlex FMSD’16
Correct CPS execution

CPS-conducive tactic languages-+libraries ITP17
Tactics exploiting CPS structure/linearity/. ..
Invariant generation FMSD’09 TACAS’14
Tactics & proofs for reachable set computations
Parallel proof search & disprovers

Correct model transformation FM’14
Inspiring applications

S
<
CPSs deserve proofs as safety evidence! ) 2.

[a]
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Logical Foundationsof Cyber-Physical Systems ) Springer

R - —————
e o 22017 630 - 49 Ear, 9 U5, ISEN 953019635
Model Computer & & P -
Checking Algebra eometry
Differential
Algebra
Theorem Lie
Proving Logic Algebra Algebra
Closure Di
Ordinals Equations
Fixpoints - Logical Carathédory
& Lattices . Solutions
Foundations
Algorithms of Analysis
Cyber-Physical Viscosity
Systems PDE Ancé Platzer
Solutions
Decision Dynamical
Procedures Systems
Numerical Numerics Stochastics Doob’s LOglcal AnaIySIS
i Super: f Hybrid Syst
ntegration e of Hybrid Systems
Dynkin’s
Ei
An;;’;s Infinitesimal
Weierstra et Stochastic Generators
eierstraf B : = =
. Differential Differential
LS Inerpolation Equations /| Generators
imation
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ﬂ Differential Invariant Soundness Proof
@ Differential Radical Invariants
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Differential Substitution Lemmas

Lemma (Differential lemma) (Differential value vs. Time-derivative)
If = x' = f(x) A Q for duration r>0, then for all 0<z<r, FV(e) C {x}:

ISREEIEP— () (oy1 = 22100 () <R

Lemma (Differential assignment) (Effect on Differentials)
Ifol=x"=f(x)ANQthen @ = P+ [x' :=f(x)]P

Lemma (Derivations) (Equations of Differentials)
(e+k) =(e) +(k)
(e-k) = (e)’ k+e-(k)
(c()) = for constants/numbers c()
(x) = for variables x € ¥
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Soundness Proof

Lemma (Differential lemma) (Differential value vs. Time-derivative)
If o = x" = f(x) A\ Q for duration r>0, then for all 0<z<r, F\(e) C {x}:

o(@)l(ey1 = 22 )

ol(e)1= Lotx) (@)

Definition (Hybrid program semantics) (['] : HP — (¥ x )

¥ =f(x)& Q] = {(¢(0),9(r)) : 9(2) = x' = f(x) AQforall 0<z<r
fora ¢ : [0,r] — .7 where @(2)(x') & 220 7y}

André Platzer (CMU) MOD’17 61/59


http://www.cs.cmu.edu/~aplatzer/
http://lfcps.org/

Soundness Proof

Lemma (Differential lemma) (Differential value vs. Time-derivative)

If o = x" = f(x) A\ Q for duration r>0, then for all 0<z<r, F\(e) C {x}:

o(@)l(ey1 = 22 )

do(0)le]
@)

ol(e)1= Lotx) (@)

Definition (Hybrid program semantics) ([-]: HP — (.7 x %))

¥ =f(x)& Q] = {(¢(0),9(r)) : 9(2) = x' = f(x) AQforall 0<z<r
fora ¢ : [0,r] — .7 where @(2)(x') & 220 7y}
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Soundness Proof

Lemma (Differential lemma) (Differential value vs. Time-derivative)
If o = x" = f(x) A\ Q for duration r>0, then for all 0<z<r, F\(e) C {x}:

o(@)l(ey1 = 22 )

d(p(t)l[e]l chaln a'[e]] d(P(t)(X)
0 I SUOIES IO

ol(e)1= Lotx) (@)

Definition (Hybrid program semantics) ([-]: HP — (.7 x %))

¥ =f(x)& Q] = {(¢(0),9(r)) : 9(2) = x' = f(x) AQforall 0<z<r
fora ¢ : [0,r] — .7 where @(2)(x') & 220 7y}
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Soundness Proof

Lemma (Differential lemma) (Differential value vs. Time-derivative)
If o = x" = f(x) A\ Q for duration r>0, then for all 0<z<r, F\(e) C {x}:

o(@)l(ey1 = 22 )

d(p(t)l[e]l chaln a'[e]] d(P(t)(X)
0 I Ol

ol(e)1= Lotx) (@)

Definition (Hybrid program semantics) ([-]: HP — (.7 x %))

¥ =f(x)& Q] = {(¢(0),9(r)) : 9(2) = x' = f(x) AQforall 0<z<r
fora @ : [0,r] — . where ¢(z)(x') & 220 ()}
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Soundness Proof

Lemma (Differential lemma) (Differential value vs. Time-derivative)
If o = x" = f(x) A\ Q for duration r>0, then for all 0<z<r, F\(e) C {x}:

o(@)l(ey1 = 22 )

(01l o - 216 90000 _ g 2le] ,
gt LG0T @) = G 00 ()

ol(e)1= Lotx) (@)

Definition (Hybrid program semantics) ([-]: HP — (.7 x %))

¥ =f(x)& Q] = {(¢(0),9(r)) : 9(2) = x' = f(x) AQforall 0<z<r
fora ¢ : [0,r] — . where ¢(z)(x") o %(z)}
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Soundness Proof

Lemma (Differential lemma) (Differential value vs. Time-derivative)
If o = x" = f(x) A\ Q for duration r>0, then for all 0<z<r, F\(e) C {x}:

o(@)l(ey1 = 22 )

(01l o - 216 90000 _ y-0l] ,
gL 0N T @) = £ 00 ()

(1= ¥ o(2)(x) 3 (9(2))

Definition (Hybrid program semantics) ([-]: HP — (.7 x %))

¥ =f(x)& Q] = {(¢(0),9(r)) : 9(2) = x' = f(x) AQforall 0<z<r
fora ¢ : [0,r] — .7 where @(2)(x') & 220 7y}
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Differential Radical Invariants

Theorem (Differential radical invariant characterization)

N—1
h=0— A h) =0
i=1
h=0—[xX=plh=0

characterizes all algebraic invariants, where N = ord/(h), i.e.

WY i) (aeRi) A = [=pl ()
i=0

Corollary (Algebraic Invariants Decidable)

Algebraic invariants of algebraic differential equations are decidable.
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Example: Longitudinal Dynamics of an Airplane

Study (6th Order Longitudinal Flight Equations)

_X - ' '
U = 2 — gsin(6) —gw  axial velocity al
w = % +gcos(6)+qu  vertical velocity o}
x' =cos(0)u+sin(0)w  range 8

Z = —sin(B)u+cos(0)w altitude
0'=q pitch angle

q = % pitch rate |

2 4 6 8 10 12 14

X :thrustalong u Z: thrust along w M : thrust moment for w
g : gravity m : mass lyy - inertia second diagonal

with Khalil Ghorbal TACAS’14
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Result (DRI Automatically Generates Invariant Functions)

with Khalil Ghorbal TACAS’14
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