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How can we design computers that are

guaranteed to interact correctly with the

physical world?

André Platzer (CMU)



Hybrid Systems Analysis: Car Control

Challenge (Hybrid Systems)

Fixed rule describing state
evolution with both
@ Continuous dynamics
(differential equations)

@ Discrete dynamics
(control decisions)
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Hybrid Systems Analysis: Car Control

Challenge (Hybrid Systems)
Fixed rule describing state
evolution with both

@ Continuous dynamics
(differential equations)

@ Discrete dynamics
(contro!/decisions)
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Hybrid Systems Analysis: Car Control

Challenge (Hybrid Systems)
Fixed rule describing state
evolution with both
@ Continuous dynamics
(differential equations)

@ Discrete dynamics
(contro!/decisions)

= — SB — M
[VI\/I 3SB “Car always safe”]
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Hybrid Systems Analysis: Car Control

Challenge (Hybrid Systems)

Fixed rule describing state
evolution with both

@ Continuous dynamics
(differential equations)

@ Discrete dynamics
(control decisions)

“One law to rule them all, and in the darkness bind them”
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Differential Dynamic Logic for Hybrid Systems

differential dynamic logic
dC = DL + HP

André Platzer (CMU) DCFS 5 /36


http://symbolaris.com/andre.html

Differential Dynamic Logic for Hybrid Systems

differential dynamic logic
dC = FOLg

André Platzer (CMU) DCFS 5 /36


http://symbolaris.com/andre.html

Differential Dynamic Logic for Hybrid Systems

differential dynamic logic
dC = FOLg

André Platzer (CMU) DCFS 5 /36


http://symbolaris.com/andre.html

Differential Dynamic Logic for Hybrid Systems

differential dynamic logic
dC = FOLg

André Platzer (CMU) DCFS 5 /36


http://symbolaris.com/andre.html

Differential Dynamic Logic for Hybrid Systems

differential dynamic logic
dC = FOLg

v

1 z

M

André Platzer (CMU) DCFS 5 /36


http://symbolaris.com/andre.html
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differential dynamic logic
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YM3SB ... NX< 2b(M — 2)
V>0 ... ' 5
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differential dynamic logic
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hybrid program
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Differential Dynamic Logic for Hybrid Systems

differential dynamic logic
dC = FOLg + DL + HP

C— [if(z> SB)a:=—b; 7/ =a]v?<2b

Post
condition

-
hybrl program

|t|aI ystem
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Differential Dynamic Logic dZ: Syntax

Definition (Hybrid program «)

x' = f(x) (continuous evolution)

x :=f(x) (discrete jump) _

?H (conditional execution) jump & test
;B (seq. composition)

aup (nondet. choice) Kleene algebra
a* (nondet. repetition)
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Branching Transitions in Hybrid Programs

train = (ctrl; drive)” RBC
ctrl= (?M — z < SB; a:— —b) Q
2 . . — ‘:::::;:5:‘ \\\s\\i\
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drive=7:=0;Z =v,v =a,7 =1 far ST neg  SB cor MA
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Differential Dynamic Logic dZ: Syntax

Definition (dC Formula ¢)
0120 | ~¢|¢AY [ dVY|d—=9 |Vxd|Ix¢|[a]p | (a)¢

with terms 61,6, of nonlinear real arithmetic (+, )

SB>... = [(ctrl;drive)*]z< M

=7 N

I T
far ST neg SB cor MA

All trains respect M
RBC partitions M
= system collision free

André Platzer (CMU) DCFS 8/ 36
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Differential Dynamic Logic dZ: Semantics

Definition (Hybrid program «)

p(x:=0) = {(v,w) : w=vexcept [x], = [6],}
p(PH) = {(v,v) : v H)
p(x' = f(x)) = {(¢(0),¢(r)) : ¢ E x' = f(x) for some duration r}
plaUp) = pla)Up(B)
pla; B) = p(B) o p(a)
pla) = |Jpla
neN

Definition (d€ Formula ¢)

vE 61 >0, iff |[01]]v > I[Hz]]v

v = [a]¢ iff w = ¢ for all w with vp(a)w

vE (a)¢p  iff w i ¢ for some w with vp(a)w

v = Vxo iff w = ¢ for all w that agree with v except for x
vE Ixo iff w = ¢ for some w that agrees with v except for x

o N iff v =¢andyv
André Platzer (CMU) DCFS 9 /36
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Compositionality in Hybrid Systems -
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Proof Calculus for Differential Dynamic Logic

o o9 - ¢
(x=0)¢ :
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Proof Calculus for Differential Dynamic Logic

o o9 - ¢
(x=0)¢ :

x' = f(x)
20 {x 1=y (1)) ®—>@
X' =f(x))o

DCFS 11/ 36
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Proof Calculus for Differential Dynamic Logic

x:=0
=09 ®—’@
x' = f(x)
3t>0 (x := yx (1)) ®—j@
X = ()

x 1= yx(t)

DCFS 11/ 36


http://symbolaris.com/andre.html

Proof Calculus for Differential Dynamic Logic

compositional semantics = compositional rules!

André Platzer (CMU)


http://symbolaris.com/andre.html

Proof Calculus for Differential Dynamic Logic
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Proof Calculus for Differential Dynamic Logic
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Proof Calculus for Differential Dynamic Logic

(v )o
(o] A [l 0

LR aup
[auBle \
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[a][5]¢ - D\ »
[ Blo « Jop
[][B8]6 [81¢

¢ (¢ —la]p)
[a*]¢
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Deduction Modulo Real Arithmetic

RBC

T T
far ST neg SB cor MA

v>0ANz< M= (Z=vvV==bz>M

André Platzer (CMU) DCFS 13 /36


http://symbolaris.com/andre.html

Deduction Modulo Real Arithmetic

RBC

T T
far ST neg SB cor MA

v>0,z<M—=3t>0(z:=—3t°+vt+2)z> M
v>0z<M—=(Z=v,vV==bz>M
v>0ANz<M—=(Z=vvV==byz>M
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Deduction Modulo Real Arithmetic

RBC

T T
far ST neg SB cor MA

[Collins/Tarski QE not applicable!]

v>0,z<M—3t>0(z:= -3t +vi+2)z>M
v>0z<M—=(Z=v,vV==bz>M
v>0ANz< M= (Z=vvV==bz>M
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Deduction Modulo (Side Deduction)

RBC

T T
far ST neg SB cor MA

v20,z<M—>t20/\(z:=—§t2+vt+z>z>M

start
side

v>0,z<M—3t>0(z:=—3t+vt+2z)z> M
v>0z<M—=(Z=v,vV==bz>M
v>0ANz< M= (Z=vvV==bz>M
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Deduction Modulo (Side Deduction)

RBC

Frr T —
far ST neg SB cor MA

v20,z<M—>—’§’t2+vt+z>M
v>0,z< M —=t>0 v>0,z< M—>(2:=—§t2+vt+2)z>M
v20,z<M—>t20/\(z:=—§t2+vt+z>z>M

start
side

v>0,z<M—3t>0(z:=—3t+vt+2z)z> M
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Deduction Modulo (Side Deduction)

RBC

Frr T —
far ST neg SB cor MA

v20,z<M—>—’§’t2+vt+z>M
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Soundness

Theorem (Soundness)

dL calculus is sound, i.e., all provable dC formulas are valid:

F ¢ implies F ¢

What about the converse?
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Soundness

Theorem (Soundness)

dL calculus is sound, i.e., all provable dC formulas are valid:

F ¢ implies F ¢

What about the converse?

(s:=s+2n+1;n:=n+1)" ~ s=n

x' =5 ~  x(t) =5t+xo

x'=x ~  x(t) = xp€’
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Soundness and Completeness

Theorem (Relative Completeness)

dl calculus is a sound & complete axiomatization of hybrid systems
relative to differential equations.
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Soundness and Completeness

Theorem (Relative Completeness)

dl calculus is a sound & complete axiomatization of hybrid systems
relative to differential equations.

Corollary (Proof-theoretical Alignment)

proving hybrid systems = proving dynamical systems!

Corollary (Compositionality)

hybrid systems can be verified by recursive decomposition
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Discrete Completeness

Theorem (Relative Completeness / Continuous)

dC calculus is a sound & complete axiomatization of hybrid systems
relative to differential equations.
E ¢ iff Tautrop = ¢

Theorem (Relative Completeness / Discrete)

dl calculus is a sound & complete axiomatization of hybrid systems
relative to discrete dynamics.
E ¢ iff Tautp; - ¢
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Discrete Completeness

Theorem (Relative Completeness / Continuous)

dC calculus is a sound & complete axiomatization of hybrid systems
relative to differential equations.
E ¢ iff Tautrop = ¢

Theorem (Relative Completeness / Discrete)

dl calculus is a sound & complete axiomatization of hybrid systems
relative to discrete dynamics.
E ¢ iff Tautp; - ¢

Corollary (Complete Proof-theoretical Alignment)

hybrid = continuous = discrete

Corollary (Interdisciplinary Integrability)

“Discrete computer science + continuous control are integrable”
André Platzer (CMU) DCFS 16 / 36
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Proof of “hybrid = continuous = discrete”
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Continuous Dynamics # Discrete Dynamics

i = ZIF
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Continuous Dynamics # Discrete Dynamics

[x = Z]F [(x:=x+hz) |F
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Continuous Dynamics # Discrete Dynamics

[x'=Z]F A [(x:=x+hz) |F

to 4
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Continuous Dynamics # Discrete Dynamics

i = 31F [(x:=x+ ) IF

X

h=2

3.375 + h=4
2.25 +
15+
1 4

} } } t
to 2 4 6
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Continuous Dynamics # Discrete Dynamics

[x = Z]F [(x:=x+hz) |F

X

4.76 -

3.81

3.05 -

2.44

1.95 -
1.56 -

1.2? y

to 1 2 3 4 5 6

André Platzer (CMU) DCFS 18/ 36


http://symbolaris.com/andre.html

Continuous Dynamics # Discrete Dynamics

[x = Z]F [(x:=x+hz) |F

to 1 2 3 4 5 6

André Platzer (CMU) DCFS 18 /36


http://symbolaris.com/andre.html

Continuous Dynamics # Discrete Dynamics

[x = Z]F vs. [(x:=x+ hZ) |F

to 1 2 3 4 5 6

André Platzer (CMU) DCFS 18 /36


http://symbolaris.com/andre.html

Continuous Dynamics # Discrete Dynamics
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Continuous Dynamics # Discrete Dynamics
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Discrete Euler Approximation Axiom A »

K W=
<+ Fho>0V0<h<hg [(x:=x + hf(x))*]F
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Discrete Euler Approximation Axiom A »

N X' = f(x)]F
— 3hy>0Y0<h<hg [(x := x + hf(x))*]F

Example (Insufficient, not global)
Ex24+y?2<1l-[X=y,y=—x]x>+y?><11 }

y Xy
— ——
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Discrete Euler Approximation Axiom A »

«— ¥ =fX)]F
A Ihy>0Y0<h<hy [(x = x + hf(x))]F (closed)
Example (Unsound for open F, only in closure)
Ex=1Ay=0-[x=y,y=—x](x<0—=>x>+y?>1) }
v Xy
/\
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Discrete Euler Approximation Axiom A t'=—1~

= ¥ =f(x)]F
— Vt>03hy>0V0<h<ho [(x := x + hf(x))*](t > 0 — F)
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Discrete Euler Approximation Axiom A t'=—1~

= ¥ =f(x)]F
— Vt>03hy>0V0<h<ho [(x := x + hf(x))*](t > 0 — F)

%
Example (Converse unsound for open F A for closed F)
Fx=1Ay=0=[x=y,y' = -xl(x <0 x*+y*>1)
y Xy
/\
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Discrete Euler Approximation Axiom A t'=—1~

= ¥ =f(x)]F

V0 Tho>0Y0<h<ho [(x = x + hF())](t > 0 — F) (PN
Example (Unsound for closed F, only holds in the limit)
ExX2+y’=1-[x=y,y =—x]x*+y?>=1 }
v Xy
/\
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Discrete Euler Approximation Axiom A t'=—1~

(<—>) X' = f(x)]F
» Vt203>03ho>0V0<h<ho[(x := x+hf(x))*] (t=>0——U.(=F))
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(<—>) X' = f(x)]F
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Discrete Euler Approximation Axiom A t'=—1~

(<—>) X' = f(x)]F
» Vt203>03ho>0V0<h<ho[(x := x+hf(x))*] (t=>0——U.(=F))

Example (Time-uniform Je>0Vt>0 would be incomplete)
ExX2+y’<1loX=y,y=—xx>+y?><11 }
Y Xy
N
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Discrete Euler Approximation Axiom A t'=—1~

(<—>) [x' = f(x)]F (open
» Vt203>03ho>0V0<h<ho[(x := x+hf(x))*] (t=>0——U.(=F))

Example (Insufficient for closed F)
FExX?+y? <1 X =yy =-xx+y*<1 }

Y XYy

— ——
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Discrete Euler Approximation Axiom A t'=—1~

N X' = f(x)]F (open

(&) + Vt>03e>03ho>0V0<h<ho[(x := x+hf (x))*] (t=>0—-U(~F))

Example (Insufficient for closed F)

I=x2—|—y2§1—>[x'=y,y’=—x]x2+y2§1

Y XYy
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<
A Proof: Partial Covering for ,

domain for error bound

100 |-
| covering of neighborhoods
gol  has finite subcovering
- since x([0, t]) compact
60 -
40
20|
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ApNe

A axiom for open F, but F may be closed
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N X' = f(x)]F (open

(&) + Vt>03e>03ho>0V0<h<ho[(x := x+hf (x))*] (t=>0—-U(~F))

Example (Insufficient for closed F)

I=x2—|—y2§1—>[x'=y,y’=—x]x2+y2§1

Y XYy
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Closed Discrete Completeness (derivable) »

() ¢ = F(X)]F < V&0 [x' = F(x)|Us(F) (< B\V,GK)
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Closed Discrete Completeness (derivable) »

(U)X = F(X)]F ¢ VE>0[x = F(x)|Us(F) (< B,V,GK)
Example (Closed ~» Quantified Open)
Fx?+y? <1 =yy =-xx*+y* <1 }
y Xy
/\
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Closed Discrete Completeness (derivable) »

(U)X = F(X)]F ¢ VE>0[x = F(x)|Us(F) (< B,V,GK)
Example (Closed ~» Quantified Open)
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Closed Discrete Completeness (derivable) »

(U) X = f(x)]F © V&>0[x" = f(x)|Us(F) (< B\V,GK)
Example (Closed ~» Quantified Open)
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A axiom for open/closed F, but otherwise?

André Platzer (CMU) DCFS 26 / 36



Locally Closed Discrete Completeness (derivable) »

Example (Locally Closed ~ Open, Closed)
FOANC—[xX=y,y=—x](OAC) }
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Locally Closed Discrete Completeness (derivable) »

(MA) [d(OAC) = [a]OA[a]C (= K)
Example (Locally Closed ~ Open, Closed)
FOANC—[xX=y,y=—x](OAC) }
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Locally Closed Discrete Completeness (derivable) »

(MA) [d(OAC) = [a]OA[a]C (= K)
Example (Locally Closed ~ Open, Closed)
FOANC— X =y,y=-XO0N[X =y,y =—X]C }
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Semialgebraic Discrete Completeness (derivable) »

() ¥ = f(x)])(0VC) e VeEs0[x = F(X)(OVU(C)) (< BV,GK)

André Platzer (CMU) DCFS 28 /36


http://symbolaris.com/andre.html

Semialgebraic Discrete Completeness (derivable) »

() ¥ = f(x)])(0VC) e VeEs0[x = F(X)(OVU(C)) (< BV,GK)

Example ((Open V Closed) ~ Quantified Open)
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Semialgebraic Discrete Completeness (derivable) »

() ¥ = f(x)])(0VC) e VeEs0[x = F(X)(OVU(C)) (< BV,GK)

Example ((Open V Closed) ~ Quantified Open)
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Semialgebraic Discrete Completeness (derivable) »
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Semialgebraic Discrete Completeness (derivable) »

() ¥ = f(x)])(0VC) e VeEs0[x = F(X)(OVU(C)) (< BV,GK)

Example ((Open V Closed) ~ Quantified Open)
FOVC—Ve0[x =y,y = —x](0VU:(C)) }
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Apwa

A axiom for semialgebraic F, but otherwise?
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Discrete Completeness

Theorem (Relative Completeness / Continuous)

dC calculus is a sound & complete axiomatization of hybrid systems
relative to differential equations.
E ¢ implies Tautrop - ¢

Theorem (Relative Completeness / Discrete)

dl calculus + A is a sound & complete axiomatization of hybrid systems
relative to discrete dynamics.
E ¢ implies Tautp, - ¢

Proof Sketch.

Talked about 0-order semialgebraic

Paper proves V,3 ...

Paper proves [a], (o) with hybrid system « ...

Paper proves nesting ... O

Y
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g

dC calculus is a sound & complete axiomatization of hybrid systems
relative to differential equations.

F ¢ implies Tautrop = ¢

A
dC calculus + A is a sound & compld
relative to discrete dynamics.
E ¢ implies

Talked about 0-order semialgebraic
Paper proves V,3 . ..

Paper proves [a], (o) with hybrid syst
Paper proves nesting . ..

Logical Analysis of Hybrid Systems
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Equi-expressibility

Theorem (Equi-expressibility)
dC (constructively) expressible in FOD and in DL:

Vo 3¢’ € FOD E ¢ > ¢
Vo Fo# € DL E ¢ < ¢#

P %
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Equi-expressibility

Theorem (Equi-expressibility)
dC (constructively) expressible in FOD and in DL:
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Relative Decidability

Theorem (Relative Decidability)
Validity of dC sentences is decidable relative to FOD or DL.
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Logical Analysis of Hybrid Systems
differential dynamic logic f\,w proof-theoretical alignment
dC = DL + HP [a]¢O-:Ca;§-*¢ hybrid = continuous = discrete

.

Hybrid

Continuous Discrete
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Logical Analysis of Hybrid Systems

differential dynamic logic
dC = DL + HP

Safety-critical systems
Proof to be sure

Proof to find bugs

Proof to find constraints
Logic for hybrid systems++

Compositional proofs
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Proof (Soundness).

o x' = f(x)
@ Side deductions

@ Free variables & Skolemisation

O
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Theorem (Relative Completeness)

dC calculus is complete relative to first-order logic of differential equations.

E gb iff  Tautpop F (,25

where FOD = FOLg + [x] = 01,...,x,, = 0,]F
M " J_Ll—l_lj_‘ ’ @
continuous discrete repeat
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Cook,Harel: discrete-DL /data P.:  hybrid-dC/differential equations
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E ¢ iff Tautrop F ¢
where FOD = FOLg + [x| = 61,...,x, = 0,]F

Proof (Relative Completeness, 10 pages) « Return

@ Strong invariants and variants expressible in dC

@ dL expressible in FOD

@ valid dL formulas d£-derivable from corresponding FOD axioms

@ finite FOD formula characterising unbounded hybrid repetition

© FOD characterises R-Godel encoding

O First-order expressible & program rendition: V¢ 4F € FOD E ¢ < F
@ Propositionally & first-order complete

@ Relative complete for first-order safety F — [a]G

Q Relative complete for first-order liveness F — (a)G

O
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where FOD = FOLg + [ = 61,...,x, = 0,]F

Proof (R-Godel encoding) « Return |

FOD characterises constructive bijection R — R?

= 0.3132 000

= bi
Z (22:+1 22:+2> O.a1byazby ..
-0

I\J|c~ M|m

—O.b1b2...

O
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where FOD = FOLg + [x| = 01,...,x, = 0,]F
Proof (R-Godel encoding)

< Return |

FOD characterises constructive bijection R — R?

= 0.3132 000

= b
Z (22:+1 22:+2> O.a1byazby ..
7 =0.biby.. -

M|c_- M|m

"=z & (x:=1L7:=0;X=xIn2A7 =1)(t=nAx=2)
In2=z « (x:=17:=0xX=xA7T =1)(x=2AT7=2)
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Verification?
looks correct
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N
\
>
/

Verification?

looks correct NO!
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S
Y2
0
w
T2 %ﬁ €
Il d Il
T Y1
x{ = —vi+vacost + wxp
Xy = va sin v — wxq
W= w—w

Verification?
looks correct NO!
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Air Traffic Control «

3
Y2
0
w
T2 %ﬁ €
1 d 1
T Y1
x| = —Vvi+vacost) + wxo
xé = Vo sin 1 — wxy
¥ = w—w

Example (“Solving” differential equations)

xi(t) = — (Xlww €os tw — Vow cos tw sin ¥ + vow cos tw cos tww sin ¥ — viwo sin tw
ww

+ XoWoT SN tw — Vaw €os 1Y €os oo sin tw — vowV 1 — sin Y2 sin tw
+ vow cos ¥ cos tw sin two + vow sin ¥ sin tw sin tw) ...
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Differential Invariants for Differential Equations

“Definition” (Differential Invariant)

» Details

“Formula that remains true in the direction of the dynamics”
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“Formula that remains true in the direction of the dynamics”
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Differential Induction: Local Dynamics w/o Solutions -

Definition (Differential Invariant) > Details

F closed under total differentiation with respect to differential constraints

André Platzer.
Differential-algebraic dynamic logic for differential-algebraic programs.
J. Log. Comput., 35(1): 309-352, 2010.

André Platzer (CMU) DCFS 15/ 88


http://symbolaris.com/andre.html

Differential Induction: Local Dynamics w/o Solutions -

Definition (Differential Invariant) > Details

F closed under total differentiation with respect to differential constraints

(x — F')

X = F=[xX'=0&x]F

F — [o]F
o T
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Definition (Differential Invariant) > Details

F closed under total differentiation with respect to differential constraints

(x = F) (~FAx— FY)
X = F=[xX'=0&x]F [X =0&—Flx—(xX'=0& x)F
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Definition (Differential Invariant) > Details

F closed under total differentiation with respect to differential constraints

(x = F')_

x = F=[x' =6 F

[Total differential F’ of formulas?]
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» Differential Induction for Aircraft Roundabouts

[Xi = d17 di = - Wd2axé = d27 dé = Wdla “](Xl - }/1)2 + (X2 - }/2)2 > p2
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S T Y N 2 Vg e v R
[x{ = di,df = wdz,Xz = d, dy = wdh, --]( )+ (e — ) >p?

André Platzer (CMU) DCFS 16 / 88


http://symbolaris.com/andre.html
http://symbolaris.com/info/ex/KeYmaera--TRM-essentials2.jnlp

» Differential Induction for Aircraft Roundabouts

Blx—y|P Blx—y|? Blx—y|? 7] 002
S Ty N T VR e iy e o
[x{ = di,d] = wdz,Xz = d, dy = wdh, --]( )+ (e — ) >p?

André Platzer (CMU) DCFS 16 / 88


http://symbolaris.com/andre.html
http://symbolaris.com/info/ex/KeYmaera--TRM-essentials2.jnlp

» Differential Induction for Aircraft Roundabouts

2 2 2 —_vl2 2
T g, I, I g, Tl e, > 0P,
[Xl - d17 dl Wd2,X2 - d27 d2 - Wdla “](Xl - Y1)2 + (X2 - }/2)2 > P2

André Platzer (CMU) DCFS 16 / 88


http://symbolaris.com/andre.html
http://symbolaris.com/info/ex/KeYmaera--TRM-essentials2.jnlp
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» Differential Induction for Aircraft Roundabouts

2(x1 —y1)(di —e1) + 20 — y2)(d2 — &) >0

6||X y||2 3||X I 3||X y||2 Allx=yll op?
d+ 1 e + d+ Oyo 622?0'1 , ,
[Xl - d17 dl Wd2ax2 - d27 d2 - Wdlv -‘](Xl - }’1) + (X2 - }/2) > 1%
Yy
e |
Q
’ d
~c oy
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» Differential Induction for Aircraft Roundabouts
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Yy N
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Q ‘J \\
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» Differential Induction for Aircraft Roundabouts

2(x1 —y1)(—wlxe — y2)) + 202 — y2)w(x1 —y1) > 0
200 —y1)(di —e1) +2(x2 — y2)(d2 — €2) = 0

a||x yII2 3|IX vl 3|IX yll2 Allx=yll op?
d+ yl e+ d+ 6}/2 6226_,;16,1
[X]_ - d17 dl Wd2ax2 - d27 d2 - Wdla “](Xl - Y1)2 + (X2 - }/2)2 > P2
Yy
e <
Q
’ d
—e g
Jd(di— J(di— __ O 0 —
( 81d161) (_UJCIZ) + ( 56161) (_wez) W(gi(g y2) d W(gi/z y2) e2
.. —>[d{ = — wdz, e{ = — wez,xé = d2, d2 = wdl, ..]dl — €61 = —w(XQ — y2)
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» Differential Induction for Aircraft Roundabouts

2(x1 —y1)(—wlxe — y2)) + 202 — y2)w(x1 —y1) > 0
2(x1 — y1)(di —e1) + 202 — yo)(d2 — €2) > 0

6||X yll2 3|IX yl? 3|IX yII2 Alx—ylP? op°
ch+ =5 e+ b+ =5, ezza—'jldl---
[ d17d1 Wd2,X2 d27d2 (.(.)dl,..](X]_ —Y1)2+(X2 —}/2)2 > P2
Y
e |
Q
’ d
ey
—wdy) +wey = —w(dx — &)
o(d1— o(d1— 0 0 —
ANdi—e1) 81d1e1)(—wd2) 4+ Ha—e) 316161)(—44162) w(gfq yQ)d w(gi,z y2)€2
.. —>[d{ = — wdz, e{ = — weg,xé = d2, d2 = wdl, ..]d1 — €1 = —w(XQ — y2)
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» Differential Induction & Differential Cuts

2(x1 —y1)(—wlxe — y2)) + 202 — y2)w(x1 —y1) > 0
2(x1 —y1)(dh —e1) + 20 — y2)(d2 — &) > 0

2 2 2 —_vl2 2
S eI A T P T LN g
[X]_ - d17 dl Wd2ax2 - d27 d2 - Wdla “](Xl - Y1)2 + (X2 - }/2)2 > P2

Proposition (Differential cut saturation)

F differential invariant of [x’ = 6 & H]¢, then
[ =0&H]op iff [x' =0&H A F]o

—wdy + wey = —w(dr — &)

A= A= 3 T (a—
( 81d1e1) (_wd2) + ( 56161) (_wez) W(gi(g y2) d W(gi/z y2) €2
. —=d] = —wdr, 6] = —wex, xh = db,ds = wdi,.]Jdi — e = —w(x2 — y2)

André Platzer (CMU) DCFS 16 / 88
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» Differential Induction & Differential Cuts

2(x1 —y1)(~wlx — y2)) + 20 — y2)w(xs —y1) 20
20 —y1)(di —e1) + 202 — yo)(d> — &) > 0

O gy 4 ooy Al g, anxa;;u e > Pd
[ d17 dl Wd27 X2 d27 d2 Wdlv ]( ) + (X2 - y2)2 > P

[refine dynamics] [by differential cut]

—wdh + wey = —w(dr — &)

a(di— I(di— — 3 O, —
o) (—wdp) + NG (—wey) = — 20l gy — Pla-re)
.. —>[d{ = — wdz, e{ = — weg,xé = d2, d2 = wdl, ..]d1 — €61 = —’w(Xg — y2)
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Differential Invariants and Variants

Counterexample

x2<0—>52x-1<0
x> <0 =[x =1]x2<0

x>0—-—x<0
(X =—x)x<0

x' #0
x#5 =[x =1]x#5

André Platzer (CMU)
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Differential Invariants and Variants

Counterexample

xX<0—52x-1<0
x> <0 =[x =1]x2<0

x>0—-—x<0
(X =—x)x<0

x' #0
x#5 =[x =1]x#5

\

S

Xo+t

André Platzer (CMU)
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Differential Invariants and Variants «

Counterexample

X Xo+t
x> <0—2x-1<0 A
| =
x> <0 =[x =1]x2<0 b
0 - t
%
X ’
x>0 —x<0 0 "’Q\
(X =—x)x<0 T xoet
0 - t

x' #0
x#5 =[x =1]x#5
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Differential Invariants and Variants «

Counterexample
X Xo+t
x> <0—2x-1<0 A
\ =
x> <0 =[x =1]x2<0 b
0 - t
X
X ’
x>0— —x<0 0 s
(X =—x)x<0 T xoet
0 - t
X Xo+t
x' #0 A
\ =
x#5 =[x =1x#5 *
0 - t
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Outline Background ‘

@ Differential Algebraic Dynamic Logic DAL (Excerpt)

@ Structure of Differential Invariants
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The Structure of Differential Invariants «

Theorem (Closure properties of differential invariants)

Closed under conjunction, differentiation, and propositional equivalences.

Theorem (Differential Invariance Chart)

DIZ [d DIZ’/\N — D127:7/\:V
DI — DI:,/\N ¢ § § DT
DI « DZ>7/\’\/ > 'DI>,=’/\’\/

André Platzer.

The structure of differential invariants and differential cut elimination.
Logical Methods in Computer Science, 2012.
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Differential Cuts «

Fox =0&H|C  Fo[x =0&(HAC)F
Fox = 0& HJF

André Platzer.
The structure of differential invariants and differential cut elimination.
Logical Methods in Computer Science, 2012.
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Differential Cuts «

Fox =0&H|C  Fo[x =0&(HAC)F
Fox = 0& HJF

André Platzer.
The structure of differential invariants and differential cut elimination.
Logical Methods in Computer Science, 2012.
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Differential Cuts «

Fox =0&H|C  Fo[x =0&(HAC)F
Fox = 0& HJF

Theorem (Gentzen's Cut Elimination)

A—-BVvVC AANC—B

cut can be eliminated
A—B

André Platzer.
The structure of differential invariants and differential cut elimination.
Logical Methods in Computer Science, 2012.
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Differential Cuts «

Fox =0&H|C  Fo[x =0&(HAC)F
Fox = 0& HJF

Theorem (Gentzen's Cut Elimination)

A—-BVvVC AANC—B
A—B

cut can be eliminated

Theorem (No Differential Cut Elimination)

Deductive power with differential cut exceeds deductive power without.
DCI > DI

André Platzer.
The structure of differential invariants and differential cut elimination.
Logical Methods in Computer Science, 2012.
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Ex: Exponentials ‘

Counterexample ()

x>0—=[x'=—x]x>0
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Ex: Exponentials ‘

Counterexample ()

—x>0
x>0
x>0—=[x'=—x]x>0
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Ex: Exponentials ‘

Counterexample (Cannot prove)

not valid

—x>0

x>0
x>0—=[x'=—x]x>0

André Platzer (CMU) DCFS 22 /88


http://symbolaris.com/andre.html

Differential Auxiliaries

Example (Successful proof)

x>0—=[x' =—x]x>0
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Differential Auxiliaries

Example (Successful proof)

x>0 Jyxy?=1 xy?=1=[x=—xy =%x?=1

x>0—=[x =—x]x>0

André Platzer (CMU)
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Differential Auxiliaries

Example (Successful proof)

*

x>0 Jyxy?=1 xy?=1=[x=—xy =%x?=1

x>0—=[x =—x]x>0

André Platzer (CMU)
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Differential Auxiliaries

Example (Successful proof)

* X'y +x2yy' =0

x>0 Jyxy?=1 xy?=1=[x=—xy =%x?=1

x>0—=[x =—x]x>0

André Platzer (CMU)
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Differential Auxiliaries

Example (Successful proof)

—xy? +2xy5 =0

* X'y +x2yy' =0
x>0 Jyxy?=1 xy?=1=[x=—xy =%x?=1
x>0—=[x =—x]x>0
X
X0 & 4
s xpe~t
0+ t

André Platzer (CMU)
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Differential Auxiliaries

Example (Successful proof)

*

—xy? +2xy5 =0

* X'y +x2yy' =0
x>0 Jyxy?=1 xy?=1=[x=—xy =%x?=1
x>0—=[x =—x]x>0
X
X0 ,\,/§
s xpe~t
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Differential Auxiliaries

Example (Successful proof)

E3

—xy? +2xy5 =0

* X'y +x2yy' =0

x>0 Jyxy?=1 xy?=1=[x=—xy =%x?=1

x>0—=[x =—x]x>0
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Differential Auxiliaries

Example (Successful proof)

E3

—xy? +2xy5 =0

* X'y +x2yy' =0

x>0 Jyxy?=1 xy?=1=[x=—xy =%x?=1

x>0—=[x =—x]x>0
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Differential Auxiliaries

<y Yp—=[x' =0,y =9 &H]yY
o[ = 0& H]o
if y/ = 9 has solution y : [0,00) — R"

Theorem (Auxiliary Differential Variables)

Deductive power with differential auxiliaries exceeds deductive power
without.

DCI + DA > DCT

André Platzer.
The structure of differential invariants and differential cut elimination.
Logical Methods in Computer Science, 2012.
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Outline Background ‘

© Differential Temporal Dynamic Logic dTL (Excerpt)
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Temporal Modalities + Dynamic Modalities .

problem | technique | Op|Par | T |closed
trainf=z < M TL-MC V| x | V| X
= (Ax(train) - z < M) | TL-calculus X Vol
= [train]z < M DL-calculus | v/ | v | x | V
= [train]0z < M dTL-caleulus | v | v | vV | V

André Platzer (CMU) DCFS 26 / 88
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Temporal Modalities + Dynamic Modalities .

problem | technique | Op|Par | T |closed
trainf=z < M TL-MC V| X | V| X
= (Ax(train) - z < M) | TL-calculus X | oo | V|
= [train]z < M DL-calculus | v/ | v | x | V
= [train]0z < M dTL-caleulus | v | v | vV | V
differential temporal dynamic logic
dTL = TL+ DL +HP
¢,
~T
alO N O
[a]O¢ Om‘ Y ¢
¢
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Proof Calculus for Temporal dTL .
PN D=0 0 p(x :=10) ¢
[x = 0]0¢ @ _____________ @
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Proof Calculus for Temporal dTL .
PN D=0 0 p(x :=10) ¢
[x :=0]0¢ @ ------------- @

pa; B)
[0]06 A [a][510¢ ) @3@
[a; 8100 L He Uo

Ho o pla; ) = ple)
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Proof Calculus for Temporal dTL .
PN D=0 0 p(x :=10) ¢
[x :=0]0¢ @ ------------- @

pa; B)
[0]06 A [a][510¢ ) @3:@
[a; 8100 L He Uo

Oo p(a;ﬁ) Ep(a)

X' = 6] p(xX' = f(x))
X' =606 O
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Proof Calculus for Temporal dTL .
PN D=0 0 p(x :=10) ¢
[x :=0]0¢ @ ------------- @

pa; B)
[0]06 A [a][510¢ ) @3:@
[a; 8100 L He Uo

Oo p(a;ﬁ) Ep(a)

o
[x =0]0¢ J

DCFS 27/ 88
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Modular Verification Calculus for Temporal dTL ‘

p(a”)
T e o0 R
NP Do
p(a”)
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Outline Background ‘

© Deduction Modulo Real Algebraic and Computer Algebraic Constraints
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KeYmaera Verification Architecture «

Computer Dedvee Qé\/é R-Algebraic
Prover ' N iy
Algebra 3 Elimination
alg(®) \< QE(®)
ke
4
Y—[a]e

[56 interactions?] [0—1 interactions!]

André Platzer (CMU) DCFS 30 /88
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KeYmaera Prover Architecture

Solvers

KeYmaera Prover
Input File

Strategy
Rule Rul E{ i P‘S f
ule mngine TOO

André Platzer (CMU) DCFS 31 /88
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Outline Background ‘

@ European Train Control System

André Platzer (CMU) DCFS 32 /88


http://symbolaris.com/andre.html

ETCS Controllability ‘

T.V

T.v2 — m.d®> < 2b(m.e — 1.2)

Proposition ( * Controllability)

[r.Z =1v, 7V = —b& T.v > 0](T.2 > m.e = 7.v < m.d)

=7.v2 — m.d® < 2b(m.e — 7.2)

André Platzer (CMU) DCFS 33 /88
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ETCS RBC Controllability .

Proposition (RBC Controllability)

m.d>0Ab>0— [mg:=m: RB( (
mo.d> — m.d®> < 2b(m.e — mg.€) A mo.d >0 A m.d >0 < Vr

(({m:=mo)7.v* — m.d*> < 2b(m.e — 7.2)) = 7.v> — m.d* < 2b(m.e — 7.z))

André Platzer (CMU) DCFS 34 /88
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ETCS Reactivity ‘

T.V

m.d - .
T.Z +~— SB — m.e

o

Proposition ( * Reactivity)

(Vm.eVT.z (me—71.z>SBA T.v2 — m.d? < 2b(m.e — 7.z) —

[r.a:=A; drive] 7.v? — m.d* < 2b(m.e — 7'.2)))

V2 — m.d? A A
ESBZ%"‘(B‘F].) (§€2+€7’.V)

André Platzer (CMU) DCFS 35 /88



http://symbolaris.com/andre.html
http://symbolaris.com/info/ex/KeYmaera--reactivity-lemma.jnlp

ETCS Safety .

Proposition ( * Safety)

r.v? — m.d? <2b(m.e — 7.z) —
[ETCS|(17.z > m.e — T.v < m.d)

André Platzer (CMU) DCFS 36 / 88
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ETCS Liveness

!
(— , K
[ /LT TS

[ ™
P77 /7777 7777777777777

—

[ 7777777777777 77777887 777

Proposition ( * Liveness)

Tv>0Ae>0 — YP(ETCS) 7.2 > P

DCFS 37 /88
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Safety Despite Disturbances ‘

So far: no wind, friction, etc.
Direct control of the acceleration
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Safety Despite Disturbances ‘

So far: no wind, friction, etc. Issue
Direct control of the acceleration This is unrealistic!

André Platzer (CMU) DCFS 38 /88


http://symbolaris.com/andre.html
http://symbolaris.com/info/ex/KeYmaera--controllability-lemma-disturbed.jnlp
http://symbolaris.com/info/ex/KeYmaera--reactivity-lemma-disturbed-simplified.jnlp
http://symbolaris.com/info/ex/KeYmaera--safety-lemma-disturbed.jnlp

Safety Despite Disturbances ‘

So far: no wind, friction, etc.

Direct control of the acceleration

Issue
This is unrealistic!

Solution Take disturbances into account.

ETCS is controllable @, reactive @, and safe @ in the presence of disturbances.
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Safety Despite Disturbances ‘
So far: no wind, friction, etc. Issue
Direct control of the acceleration This is unrealistic! J

Solution Take disturbances into account.

ETCS is controllable @, reactive @, and safe @ in the presence of disturbances.

T.V

m.d \\ T.Z
m.e
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Safety Despite Disturbances ‘
So far: no wind, friction, etc. Issue
Direct control of the acceleration This is unrealistic! J

Solution Take disturbances into account.

ETCS is controllable @, reactive @, and safe @ in the presence of disturbances.

Proof sketch

The system now contains 7.a — | < 7.v/ < 7.a + v instead of 7.v/ = 7.a.
~» We cannot solve the differential equations anymore.
~> Use differential invariants for approximation. For details see paper.

Platzer, A.:
Differential-algebraic dynamic logic for differential-algebraic programs.

J. Log. Comput., 35(1): 309-352, 2010.
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Smooth Speed Control ‘
Almost completely non-deterministic control. I
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Smooth Speed Control .
Issue
Almost completely non-deterministic control. This is unrealistic!
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Smooth Speed Control .

Issue
Almost completely non-deterministic control. This is unrealistic!
Solution Verify proportional-integral (Pl) controllers used in trains.
Controller
Truncate
o vo-v a »{in 1
[T < L »E'
Step max
Pl Output -b EA — E Plant Speed
Acceleration
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Smooth Speed Control

Issue
Almost completely non-deterministic control. This is unrealistic!
Solution Verify proportional-integral (Pl) controllers used in trains.
Controller
. ~ - Truncate
& e ——= vo-v a = P in T
P mm outl 5
Step P = max
- // PI Output -b EA !T E Plant Speed

1.679 0.0008; 1 0]*u

[0.1995 0.000024; 1 OJ*u
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Smooth Speed Control .

Issue
Almost completely non-deterministic control. This is unrealistic!

Solution Verify proportional-integral (Pl) controllers used in trains.

Controller
Truncate

N
VO-v a N >
N
max
Pl Output b — E Plant Speed
N A

Acceleration

Differential equation system

TV = min(A, max(—b, {(r.v —m.r)—is— cm.r)) ANs' =T1.v—m.r

André Platzer (CMU) DCFS 39 /88
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Smooth Speed Control .
Issue
Almost completely non-deterministic control. This is unrealistic! J

Solution Verify proportional-integral (Pl) controllers used in trains.

Theorem
The ETCS system remains safe when speed is controlled by a Pl controller.

Proof sketch
Cannot solve differential equations really. Use differential invariants! For details

see paper.

Platzer, A.:
Differential-algebraic dynamic logic for differential-algebraic programs.
J. Log. Comput., 35(1): 309-352, 2010.
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Experimental Results (ETCS)

Case Study
controllability train
controllability RBC
controllability RBC

reactivity

reactivity

safety

liveness essentials
liveness simplified

controllability disturbance
reactivity disturbance
safety disturbance

André Platzer (CMU)
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Time(s)

Mem(Mb)

Steps
14
42
82

265
47
153
62
134
26
76
218
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European Train Control System (ETCS)

spec :
ETCS:
train :
spd
atp

move :
rbc

provable automatically!
v —m.d?> <2b(m.e—T.p)ATVv>0AMd>0Ab>0
— [ETCS](7.p > m.e — 7.v < m.d)
(train U rbc)*
spd; atp; move
(Prv<mr;, rai=x%x ?7—-b<T1a<A)
U(?r.v >m.r; T.a:=x%;, 70 > 1.a > —b)

. SB = —T"’ZEI;"'dZ + (% +1) (ész +eT.v);

(?(m.e — 7.p < SBV rbc.message = emergency); T.a := —b)
U(?m.e — 7.p > SB A rbc.message # emergency)
t:=0; (r.p/ =7v,7v =12t/ =1&7v>0ALt <¢)
(rbc.message := emergency)
U (mo =m;m .= x;

m.r >0Am.d >0Amg.d?> —m.d? < 2b(m.e — mg.e))

André Platzer (CMU) DCFS 41 /88
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1 Branch of ETCS Proof

2*b*x (m-2)>v~2-4d"2,
v>0,d>0, v>0,ep> 0, b> 0, amax > 0, d >=0

v <= vdes
-> \forall R a_3;

( a_3 >= 0 & a_3 <= amax

> ( m-z
<= (amax / b + 1) * ep * v
+(v~"2-d°2) /(2*b)
+ (amax / b + 1) * amax * ep = 2 / 2

-> \forall R tO0;

( t0>=0
-> \forall R ts0; (0 <= ts0 & tsO <= t0 -> -b * tsO + v >= 0 & tsO + 0 <= ep)
-> 2% b*x (m-1/2x%(-b*t0"~ 2+ 2x*t0*v+2%*2z))
>= (-b * t0 + v) ~ 2
-d-2
& -b * t0 + v >=0
& d >= 0))
& ( m-z

> (amax / b + 1) *x ep * v

+(v"2-d°2 /(@x*b)

+ (amax / b + 1) * amax x ep ~ 2 / 2
-> \forall R t2;

( t2>=0
=> \forall R ts2; (0 <= ts2 & ts2 <= t2 -> a_3 * ts2 + v >= 0 & ts2 + 0 <= ep)
-> 2xb*x (m-1/2x% (a3 %t2" 2+ 2x*t2xv+2%z))
>= (a3 % t2 +v) "~ 2
-d "2
& a3 *xt2+v> 0
& d >= 0)))
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Outline Background ‘

@ Collision Avoidance Maneuvers in Air Traffic Control
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Air Traffic Control ‘

Verification?
looks correct
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Air Traffic Control «
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Verification?

looks correct NO!
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Air Traffic Control «

S
Y2
0
w
T2 %ﬁ €
Il d Il
T Y1
x{ = —vi+vacost + wxp
Xy = va sin v — wxq
W= w—w

Verification?
looks correct NO!
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Air Traffic Control «

3
Y2
0
w
T2 %ﬁ €
1 d 1
T Y1
x| = —Vvi+vacost) + wxo
xé = Vo sin 1 — wxy
¥ = w—w

Example (“Solving” differential equations)

xi(t) = — (Xlww €os tw — Vow cos tw sin ¥ + vow cos tw cos tww sin ¥ — viwo sin tw
ww

+ XoWoT SN tw — Vaw €os 1Y €os oo sin tw — vowV 1 — sin Y2 sin tw
+ vow cos ¥ cos tw sin two + vow sin ¥ sin tw sin tw) ...
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Air Traffic Control «

3
Y2
0
w
T2 %ﬁ €
1 d 1
T Y1
x| = —Vvi+vacost) + wxo
xé = Vo sin 1 — wxy
¥ = w—w

Example (“Solving” differential equations)

V>0 — (xlww €os tw — Vow €os tw sin ¥ + vow cos tw cos tw sin 1 — vy sin tw
ww

+ Xowwo Sin tw — Vaw €os Y cos tw sin tw — vwV 1 — sin 92 sin tw
+ vow cos ¥ cos tw sin two + vow sin ¥ sin tw sin tw) ...
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Fixedpoint lterations for Air Traffic Control

Example (dC formula of verification subgoal)
safe \ far — [agree|(safe A far A\ compatible) J
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Fixedpoint lterations for Air Traffic Control

Example (dC formula of verification subgoal)
safe A\ far A compatible — [entry|(safe A tangential) J
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Fixedpoint lterations for Air Traffic Control

Example (dC formula of verification subgoal)
safe A\ tangential — [circ|(safe A tangential) J
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Fixedpoint lterations for Air Traffic Control

Example (dC formula of verification subgoal) J

safe A\ tangential — [exit](safe A far)
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Fixedpoint lterations for Air Traffic Control

Example (dC formula of verification subgoal)
safe A\ far — [free|(safe A far) J
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Flyable Roundabout Maneuver: Entry .

Example (dC formula of verification subgoal)
(rw)? = ||d|]> A ||x — ¢|| = V3r AIA>0 (x + Ad = ) A
|h—c|| =2r A d=—w(x—h)*
= [F(—w) & ||x — c|| > r] (||x —c|£r—=d=w(x- C)J‘)
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Flyable Roundabout Maneuver: Entry .

Example (d£ formula of verification subgoal)
Ix =yl = V2(p+2bT) Ap > OA|ld> < el < P Ab>O0AT >0
— [entry] (IIx — y[l = p)
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Flyable Roundabout Maneuver: Entry .

Example (d£ formula of verification subgoal)
x=zA|d|?<bAb>0
— [r:=0; W F(W)AT =1](||x — z]|lco < Tb)
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Flyable Roundabout Maneuver: Exit .

B

Example (dC formula of verification subgoal)

S A far

f

Sy

TAlIx=yl?>p* = X' =dny =e](lIx—y|* = p?)
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Flyable Roundabout Maneuver: Exit .

B

Example (dC formula of verification subgoal)

S A far

f

Sy

TAlIx=yl?2p* = X' =d; y' = el (Ix — ylI* > p?)
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Flyable Roundabout Maneuver: Exit

B

Example (dC formula of verification subgoal)

S A far

[

S,

TAx=ylI?2p* = X =d; ¥y =e](IIx—y|> = p?)
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Flyable Roundabout Maneuver: Exit .

B

Example (dC formula of verification subgoal)

S A far

f

Sy

TAlIx=yl?2p* = X' =d; y' = el (Ix — ylI* > p?)

André Platzer (CMU) DCFS 48 /88


http://symbolaris.com/andre.html

Flyable Roundabout Maneuver: Exit .

B

Example (dC formula of verification subgoal)

S A far

f

Sy

TAd#e = YalxX'=dAy =e)(|x—yl|? > a?)
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Tangential Roundabout Collision Avoidance Maneuver -

provable automatically!

¢ = ¢—[trm’]¢

¢ = lIx=yl?=p = (a-n)+0e-y)=p
trm = free; entry; F(w) A G(w)
Jw F(w) A Jw G(w) A ¢

entry = Juw:=u; Ic(d:=w(x — ) Ne=w(y —c)b)

2

free

x; = vcost =d y; = e

AXy = vsind =dy Ay, =€

Flw) = ol — ol sin S — — G(w) = ;
L = v(—=sin)¥ = —wd> Ne = —we
Ady=v(cos?)y = wdy Ney = e
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http://symbolaris.com/andre.html

provable automatically!

Y = ¢ [trm*]o
¢ = (Xl—}’1)2+(X2—Y2)2>P /\(Y1—21)2 + (2 —2)* > p?
A1 —z1)? + (0 — )% > p A(a—u)?+ (x — uz)2 p?
ANyr— )2+ (2 — ) > PP Az —wm)? + (22— w)? > p2
trm = free; entry,
X{ =d /\Xé = d2/\d{ = —wxdg/\dé = wydy
ANf=eNyy=e el =—w,e ey =wye
Nf=hNZb=hHAH=—-whAf=wh
ANp=giAuy=gNAg =—wu g = wul
free = (wxi=# wy =% wWri=k wyi=x
X{ =d /\Xé =dr) A d{ —wxdr A dé = wyd;
ANf=eNyy=e el =—w,e ey =wye
Nf=hNZb=hHAH=—-whAf =wh
ANp=giAuy=gAg =—wig g =wugi A ¢)*
entry = Ww:.:=z%, C.=%;
di = —w(x — @); d:=w(xy — c1);
e:=—wn—a) e=wly—a);
fii=—w(z1 —a) h=w(z— o)
81:= —w(u1 — C1); 82 ::w(uz — C2)
André Platzer (CMU) DCFS

49 / 88



Experimental Results (Air Traffic Control)

Case Study Time(s) Mem(Mb) Steps | Dim
tangential roundabout (2a/c) 10.4 6.8 197 13
tangential roundabout (3a/c) | 253.6 7.2 342 18
tangential roundabout (4a/c) || 382.9 10.2 520 23
tangential roundabout (5a/c) || 1882.9 39.1 735 28
bounded maneuver speed 0.5 6.3 14 4
flyable roundabout entry* 10.1 9.6 132 8
flyable entry feasible* 104.5 87.9 16 10
flyable entry circular 3.2 7.6 81 5
limited entry progress 1.9 6.5 60 8
entry separation 140.1 20.1 512 16
mutual negotiation successful 0.8 6.4 60 12
mutual negotiation feasible* 7.5 23.8 21 11
mutual far negotiation 24 8.1 67 14
simultaneous exit separation® 43 12.9 44 9
different exit directions 3.1 11.1 42 11
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Outline Background ‘

@ Hybrid Automata Embedding
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Embedding Hybrid Automata as Hybrid Programs

¢

q .= accel,

( (?q=accel, 2 =v,v =a)

U (?7g = accelANz > SB; a:=—b; q:=brake; ?v>0)
U (?q = brake, Z/ =v,v/ =a&v >0)

U (?q = brakeAv <1; a:=a+5; q:=accel))’
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Embedding Hybrid Automata as Hybrid Programs

¢
q := accel,
( (?q=accel, 2 =v,v =a)
U (?7g = accel Nz > SB; a:=—b; q:=brake; ?v>0)
U (?q = brake, 2/ =v,v/ =a&v >0)
U (?q=brakeNv <1, a:=a+5; q:=accel))
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Embedding Hybrid Automata as Hybrid Programs

¢
q := accel,
( (?q=accel, 2 =v,v =a)
U (7q—acce//\z>SB a:=—b; q:=brake, 7v>0)
U (?q = brake;, z/ =v,v/ =a&v >0)
U (?7g=brakeNv <1, a:=a+5; q:=accel))*
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Embedding Hybrid Automata as Hybrid Programs

¢
q := accel,
( (?q=accel, 2 =v,v =a)
U (?7g = accel Nz > SB; a:=—b; q:=brake; ?v>0)
U (?q = brake, z/ =v,v/ =a&v >0)
U (?7q=brakenv <1, a:=a+5; q:

André Platzer (CMU)

DCFS 52/ 88


http://symbolaris.com/andre.html

Embedding Hybrid Automata as Hybrid Programs

¢
q := accel,
( (?q=accel, 2 =v,v =a)
U (7q—accel/\z>SB a:=—b; q:=brake; v >0)
U (?q = brake;, z/ =v,v/ =a&v >0)
U (?7qg = brakeNv <1, a:=a+5; q::accel))*
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Embedding Hybrid Automata as Hybrid Programs

¢

q fry
( (?q=accel, 2 =v,v =a)

U (?7g = accel ANz > SB; a:=—b; q:=brake; ?v>0)
U (?7q = brake;, z/ =v,v/ =a&v >0)

U (?q=brakeAv <1, a:=a+5; q:= accel))*
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Outline Background ‘

@ Distributed Hybrid Systems
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Cyber-Physical Systems:

Q: | want to verify my car

Challenge
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Cyber-Physical Systems: Hybrid Systems

Q: | want to verify my car A: Hybrid systems

Challenge (Hybrid Systems)

@ Continuous dynamics
(differential equations)

@ Discrete dynamics
(control decisions)

v
a 6
3 30
25 5
1 — 20l 4
1 3
] 5
2 4 10 2
-1 0.5) 1
f t : t
-2 1 2 3 4 1 2 3 4
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Cyber-Physical Systems: Hybrid Systems

Q: | want to verify my car A: Hybrid systems Q: But there’s a lot of cars!

Challenge (Hybrid Systems)

@ Continuous dynamics
(differential equations)

@ Discrete dynamics
(control decisions)

v
a 6
3 30
25 5
1 — 20l 4
1 3
] 5
2 4 10 2
-1 0.5) 1
f t : t
-2 1 2 3 4 1 2 3 4
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Cyber-Physical Systems:

Q: | want to verify a lot of cars

Challenge
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Cyber-Physical Systems: Distributed Systems

Q: | want to verify a lot of cars A: Distributed systems

Challenge (Distributed Systems)

@ Local computation
(finite state automaton)

@ Remote communication
(network graph)
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Cyber-Physical Systems: Distributed Systems

Q: | want to verify a lot of cars A: Distributed systems Q: But they move!

Challenge (Distributed Systems)

@ Local computation
(finite state automaton)

@ Remote communication
(network graph)
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Cyber-Physical Systems: .

Q: 1 want to verify lots of moving cars

Challenge
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Cyber-Physical Systems: Distributed Hybrid Systems -

Q: 1 want to verify lots of moving cars A: Distributed hybrid systems

Challenge (Distributed Hybrid Systems)

@ Continuous dynamics
(differential equations)

@ Discrete dynamics
(control decisions)

@ Structural dynamics
(communication/coupling)
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Cyber-Physical Systems: Distributed Hybrid Systems -

Q: 1 want to verify lots of moving cars A: Distributed hybrid systems

Challenge (Distributed Hybrid Systems)

@ Continuous dynamics
(differential equations)

@ Discrete dynamics
(control decisions)

@ Structural dynamics
(communication/coupling)

@ Dimensional dynamics
(appearance)
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Cyber-Physical Systems: Distributed Hybrid Systems -

Q: 1 want to verify lots of moving cars A: Distributed hybrid systems Q: How?

Challenge (Distributed Hybrid Systems)

@ Continuous dynamics
(differential equations)

@ Discrete dynamics
(control decisions)

@ Structural dynamics
(communication/coupling)

@ Dimensional dynamics
(appearance)
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Model for Distributed Hybrid Systems .

Q: How to model distributed hybrid systems
Model (Distributed Hybrid Systems)

@ Continuous dynamics
(differential equations)

@ Discrete dynamics
(control decisions)

@ Structural dynamics
(communication/coupling)
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Model for Distributed Hybrid Systems .

Q: How to model distributed hybrid systems
Model (Distributed Hybrid Systems)

@ Continuous dynamics
(differential equations)
x"=a

@ Discrete dynamics
(control decisions)

@ Structural dynamics
(communication/coupling)
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Model for Distributed Hybrid Systems ‘

Q: How to model distributed hybrid systems
Model (Distributed Hybrid Systems)

@ Continuous dynamics
(differential equations)

@ Discrete dynamics
(control decisions)
a:=if ..thenaelse—bfi

@ Structural dynamics
(communication/coupling)
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Model for Distributed Hybrid Systems .

Q: How to model distributed hybrid systems
Model (Distributed Hybrid Systems)

@ Continuous dynamics
(differential equations)
x"=a

@ Discrete dynamics
(control decisions)
a:=if ..thenaelse—bfi

@ Structural dynamics
(communication/coupling)
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Model for Distributed Hybrid Systems .

Q: How to model distributed hybrid systems
Model (Distributed Hybrid Systems)

@ Continuous dynamics
(differential equations)
x"=a

@ Discrete dynamics
(control decisions)
a:=if ..thenaelse—bfi

@ Structural dynamics
(communication/coupling)
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Model for Distributed Hybrid Systems .

Q: How to model distributed hybrid systems
Model (Distributed Hybrid Systems)

@ Continuous dynamics
(differential equations)
x(1)" = a(i)
@ Discrete dynamics
(control decisions)
a(i):=1if ..thenaelse —bfi
@ Structural dynamics
(communication/coupling)

N 7(2) v(2) W g3)v3)  ,,z@) @)

w @(1) v(1) g
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Model for Distributed Hybrid Systems .

Q: How to model distributed hybrid systems
Model (Distributed Hybrid Systems)

@ Continuous dynamics
(differential equations)
Vi x(i)" = a(i)
@ Discrete dynamics
(control decisions)
Via(i):=if ..thenaelse —bfi
@ Structural dynamics
(communication/coupling)

N 7(2) v(2) W g3)v3)  ,,z@) @)

w @(1) v(1) g
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Model for Distributed Hybrid Systems .

Q: How to model distributed hybrid systems
Model (Distributed Hybrid Systems)

@ Continuous dynamics
(differential equations)
Vi x(i)" = a(i)
@ Discrete dynamics
(control decisions)
Via(i):=if ..thenaelse —bfi
@ Structural dynamics

(communication/coupling)
(i) := carlnFrontOf(i)
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Model for Distributed Hybrid Systems

Q: How to model distributed hybrid systems A: Quantified Hybrid Programs
Model (Distributed Hybrid Systems)

@ Continuous dynamics
(differential equations)
Vi x(i)" = a(i)
@ Discrete dynamics
(control decisions)
Via(i):=if ..thenaelse —bfi
@ Structural dynamics
(communication/coupling)
(i) := carlnFrontOf(i)
@ Dimensional dynamics
(appearance)

André Platzer (CMU) DCFS 57 /88


http://symbolaris.com/andre.html

Model for Distributed Hybrid Systems

Q: How to model distributed hybrid systems A: Quantified Hybrid Programs
Model (Distributed Hybrid Systems)

@ Continuous dynamics
(differential equations)
Vi x(i)" = a(i)
@ Discrete dynamics
(control decisions)
Via(i):=if ..thenaelse —bfi
@ Structural dynamics
(communication/coupling)
(i) := carlnFrontOf(i)
@ Dimensional dynamics
(appearance)
n:=new Car
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Model for Distributed Hybrid Systems

Q: How to model distributed hybrid systems A: Quantified Hybrid Programs
Model (Distributed Hybrid Systems)

@ Continuous dynamics
(differential equations)
Vi x(i)" = a(i)
@ Discrete dynamics
(control decisions)
Via(i):=if ..thenaelse —bfi
@ Structural dynamics st o
(communication/coupling) d(i, £(i)) == d(i, £(i)) + 10
(i) := carlnFrontOf(i)
@ Dimensional dynamics
(appearance)
n:=new Car

= Communication
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Model for Distributed Hybrid Systems

Q: How to model distributed hybrid systems A: Quantified Hybrid Programs
Model (Distributed Hybrid Systems)

@ Continuous dynamics
(differential equations)
Vi x(i)" = a(i)
@ Discrete dynamics
(control decisions)
Via(i):=if ..thenaelse —bfi
@ Structural dynamics
(communication/coupling)
(i) := carlnFrontOf(i)
@ Dimensional dynamics
(appearance)
n:=new Car

= Communication
Vid(i,0(i)):=d(i,¢(i)) + 10
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Model for Distributed Hybrid Systems

Q: How to model distributed hybrid systems A: Quantified Hybrid Programs
Model (Distributed Hybrid Systems)

@ Continuous dynamics
(differential equations)
Vi x(i)" = a(i)
@ Discrete dynamics
(control decisions)
Via(i):=if ..thenaelse —bfi
@ Structural dynamics
(communication/coupling)
(i) := carlnFrontOf(i) = Discrete structural dynamics
@ Dimensional dynamics €(i) == £(4(i))
(appearance)
n:=new Car

= Communication
Vid(i, 0(i)):=d(i,¢(i)) + 10
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Model for Distributed Hybrid Systems

Q: How to model distributed hybrid systems A: Quantified Hybrid Programs
Model (Distributed Hybrid Systems)

@ Continuous dynamics
(differential equations)
Vi x(i)" = a(i)

@ Discrete dynamics
(control decisions)
Via(i):=if ..thenaelse —bfi

@ Structural dynamics
(communication/coupling)

= Communication
Vid(i, (i) :=d(i,¢(i)) + 10
(i) := carlnFrontOf(i) = Discrete structural dynamics

@ Dimensional dynamics £(i) == £(e(7))
(appearance) = Continuous structural dynamics
n:=new Car x(1)" = a(i) + c(i,(i))a(2(i))
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Model for Distributed Hybrid Systems

Q: How to model distributed hybrid systems A: Quantified Hybrid Programs
Model (Distributed Hybrid Systems)

@ Continuous dynamics
(differential equations)
Vi x(i)" = a(i)

@ Discrete dynamics
(control decisions)
Via(i):=if ..thenaelse —bfi

@ Structural dynamics
(communication/coupling)

= Communication
Vid(i, (i) :=d(i,¢(i)) + 10
(i) := carlnFrontOf(i) = Discrete structural dynamics

@ Dimensional dynamics £(i) == £(e(7))
(appearance) = Continuous structural dynamics
n:=new Car Vix(1)" = a(i) + c(i, £(i))a(¢(i))
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Quantified Differential Dynamic Logic QdL: Syntax

Definition (Quantified hybrid program «)

Vi:C x(i) =0 (quantified ODE)

Vi:C x(i):=0 (quantified assignment) _

7x (conditional execution) jump & test
a; B (seq. composition)

aup (nondet. choice) Kleene algebra
a* (nondet. repetition)
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Quantified Differential Dynamic Logic QdL: Syntax

Definition (Quantified hybrid program «)

Vi:C x(i) =0 (quantified ODE)

Vi:C x(i):=46 (quantified assignment) _

7x (conditional execution) jump & test
a; B (seq. composition)

aup (nondet. choice) Kleene algebra
a* (nondet. repetition)

DCCS = (ctrl; drive)*

ctrl = Vi:C a(i):=1ifVj:C far(i,j) thenaelse —bfi ﬁ"“ o) zfn)
drive = Vi: Cx(i)" = 2(i) @z, @k (@42 DEQ
v@)z@) 5 VB Z(3) N v 2(2) D v(1) (1),
Sip amy ¢ @ v

(rp\ Iy Iy
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http://symbolaris.com/andre.html

Quantified Differential Dynamic Logic QdL: Syntax

Definition (Quantified hybrid program «)

Vi:C x(i) =0 (quantified ODE)

Vi:C x(i):=46 (quantified assignment) _

7x (conditional execution) jump & test
a; B (seq. composition)

aup (nondet. choice) Kleene algebra
a* (nondet. repetition)

DCCS = (appear; ctrl; drive)*
n:=new C; ?(Vj:C far(j,n))
ctrl = Vi:C a(i):=1ifVj:C far(i,j) thenaelse —bfi ﬁmﬂm
drive = Vi:C x(i)" = a(i) e g (v@ﬂz Se—
S Em Ve o

(rp\ Iy Iy

André Platzer (CMU) DCFS 58 /88
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Quantified Differential Dynamic Logic QdL: Syntax

Definition (Quantified hybrid program «)

Vi:C x(i) =0 (quantified ODE)
Vi:C x(i):=46 (quantified assignment) _
7x (conditional execution) jump & test
a; B (seq. composition)
aup (nondet. choice) Kleene algebra
a* (nondet. repetition)
DCCS = (appear; ctrl; drive)*
appear = n:=new C; ?(Vj:C far(j, n))
ctrl = Vi:C a(i):=1ifVj:C far(i,j) thenaelse —bfi 5 () afr)
drive = Vi:C x(i)" = a(i) \ 3

] i vz, VBB \0/ v z2) 4 v(1)z(l),,
new C is definable! > - ﬁ o>
(rp\ [y

André Platzer (CMU) DCFS 58 /88


http://symbolaris.com/andre.html

Quantified Differential Dynamic Logic QdL: Syntax

Definition (QdL Formula ¢)

-, AV, =, Vx,3x, =<, +,- (R-first-order part)
[a]d, (a)o (dynamic part)

Vi,j: C far(i,j) — [(appear; ctrl; drive)*] Vi#j : C x(i) # x(j)

far(i,j) = i #j — x(i) <x() Av(i) < v(j) Aa(i) < a())
V x(7) > x(j) A v(i) > v(j) Aa(i) > a(j)...

o) zin)
'g

e VR Y ‘_vuu “ﬁ“ COEQM

(rp\ Iy Iy

André Platzer (CMU) DCFS 58 /88
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Proof Calculus: Quantified Differential Dynamic Logic -

Vi(i = u— ¢(6))
o([Vi x(i) := ]x(u))

¢

: p(Vix(i):=0) :

DCFS 59 / 88
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Proof Calculus: Quantified Differential Dynamic Logic -

Vi (i = [Vix(i) == 0]u — $(6))
o([Vi x(i) := O]x(u))

¢

: p(Vix(i):=0) :

DCFS 59 / 88
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Proof Calculus: Quantified Differential Dynamic Logic -

Vi (i = [Vix(i):=0lu — ¢(0))
P([vix(i) == O]x(u))

(Vix(i) = 0)
3t>0 (Vi x(i) := y;(t)) ¢ M

(Vix(iy = 0)¢ ¢

DCFS 59 / 88
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Proof Calculus: Quantified Differential Dynamic Logic -

Vi (i = [Vix(i):=0lu — ¢(0))
P([vix(i) == O]x(u))

¢

: p(Vix(i) = G)O
(Vi x(i) = 6)
>0 (Vix(i) = yi(t))¢ M

(Vix(i) = 0)¢ e
p(Vix(i) = yi(t))

DCFS 59 / 88
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Proof Calculus: Quantified Differential Dynamic Logic -

Vi (i = [Vix(i):=0lu — ¢(0))
P([vix(i) == O]x(u))

¢

: p(Vix(i) = G)O
(Vix(i) = 6)
Ft>0(Vix(i):=yi(t))o M

(Vix(iy = 0)¢ et g
p(Vix(i) —yl(f))

solve infinite-dimensional diff. eqn.?

DCFS 59 / 88
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Proof Calculus: Quantified Differential Dynamic Logic -

compositional semantics = compositional rules!

André Platzer (CMU) DCFS 60 / 88
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Proof Calculus: Quantified Differential Dynamic Logic -

[a]¢ A [B]o
[a U Bl

DCFS 60 / 88
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Proof Calculus: Quantified Differential Dynamic Logic -

(a6 A 1816

TEL

all816 -

[ov; B¢ o
e A e P

DCFS 60 / 88
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Proof Calculus: Quantified Differential Dynamic Logic -

[a]¢ A [B]o
[a U Bl

[o][B]
[ov; Blo

¢ (¢ —lalp)
[a*]

DCFS 60 /
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Soundness and Completeness ‘

Theorem (Relative Completeness)

QdL calculus is a sound & complete axiomatisation of distributed hybrid
systems relative to quantified differential equations.

André Platzer.

Quantified differential dynamic logic for distributed hybrid systems.
In Anuj Dawar and Helmut Veith, editors,

CSL, vol. 6247 of LNCS, 469-483. Springer, 2010.

André Platzer (CMU) DCFS 61 /88
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Soundness and Completeness ‘

Theorem (Relative Completeness)

QdL calculus is a sound & complete axiomatisation of distributed hybrid
systems relative to quantified differential equations.

Corollary (Proof-theoretical Alignment)

proving distributed hybrid systems = proving dynamical systems!

André Platzer.

Quantified differential dynamic logic for distributed hybrid systems.
In Anuj Dawar and Helmut Veith, editors,

CSL, vol. 6247 of LNCS, 469-483. Springer, 2010.

André Platzer (CMU) DCFS 61 /88


http://symbolaris.com/andre.html

Soundness and Completeness ‘

Theorem (Relative Completeness)

QdL calculus is a sound & complete axiomatisation of distributed hybrid
systems relative to quantified differential equations.

Corollary (Proof-theoretical Alignment)

proving distributed hybrid systems = proving dynamical systems!

Corollary (Decomposition!)

distributed hybrid systems can be verified by recursive decomposition

André Platzer.
Quantified differential dynamic logic for distributed hybrid systems.
In Anuj Dawar and Helmut Veith, editors,
CSL, vol. 6247 of LNCS, 469-483. Springer, 2010.

André Platzer (CMU) DCFS 61/ 88
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Quantified Differential Invariants

Definition (Quantified Differential Invariant)
Quantified formula F closed under total differentiation with respect to

quantified differential constraints

André Platzer (CMU) DCFS 62 /88



http://symbolaris.com/andre.html

Outline Background ‘

@ Car Control Verification

André Platzer (CMU) DCFS 63 /88
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Logical Analysis of Hybrid Systems
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Driver's License Test for Robotic Cars? «
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Driver's License Test for Robotic Cars? «
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Car Control: Local Lane Control Challenge .

Challenge: Local lane dynamics

@ A car controller for a differential equation
respects separation of local lane.

André Platzer (CMU) DCFS 65 / 88
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Car Control: Local Lane Control Challenge .

A —leader
........ - - ~follower|
1
'

Challenge: Local lane dynamics

@ A car controller for a differential equation
respects separation of local lane.

BRAKING / ACCELERATION

@ Follower car maintains safe distance to leader:

VELOCITY

t0 tl t2 t3 t4

POSITION

t0 tl t2 t3 t4
TIME

André Platzer (CMU) DCFS 65 / 88
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Car Control: Local Lane Control Challenge .

A —leader
........ - - ~follower|
1
'

Challenge: Local lane dynamics

@ A car controller for a differential equation
respects separation of local lane.

BRAKING / ACCELERATION

@ Follower car maintains safe distance to leader:

f<l— [(ai — Ctr/; XI{, = a;)*] f<gl

VELOCITY

t0 tl t2 t3 t4

POSITION

t0 tl t2 t3 t4
TIME

André Platzer (CMU) DCFS 65 /88
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Car Control: Local Lane Control Challenge .

—leader
........ - - ~follower|

>

Challenge: Local lane dynamics

@ A car controller for a differential equation
respects separation of local lane.

BRAKING / ACCELERATION

@ T ©
P
H
'

'
H
H
0
'
H
'
'
'

@ Follower car maintains safe distance to leader:

f<l— [(ai — Ctr/; XI{, = a;)*] f<gl

VELOCITY

f<l= (xr <x)AN(F#L) =

5 5 t0o tl t2 t3 t4
2b 2B

POSITION

/\X¢>Xf/\VfZO/\VgZO)

t0 tl t2 t3 t4
TIME
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Car Control: Local Lane Control Challenge

f<l—11c]f <t

Hybrid Program (Local lane control)

11c = (ctrl; dyn)*
ctrl =Lleen || fetrt;
by =(ag:=%; (—B < a < A))
feen = (ap =%, 7(—B < ar < —b))
U (7Safe6; ar:=x; (—-B<ar< A))
U (7(Vf—0) ar:=0)
V2
Safe. = x5 + 2_b + (g + 1) <§52 +€Vf) < xp+ == 2B
dyn=(t:=0; xf =vs, vi=ar, x,=v, vy=ap, t =1
&vi>0 A vy>0 A t<g)

André Platzer (CMU) DCFS 66 / 88
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Car Control: Global Lane Control Challenge

Challenge: Global lane dynamics

@ All controllers for arbitrarily many
differential equations respect
separation globally on lane.

André Platzer (CMU) DCFS 67 / 88
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Car Control: Global Lane Control Challenge .

Challenge: Global lane dynamics

@ All controllers for arbitrarily many
differential equations respect
separation globally on lane.

@ Each car safe behind all others

André Platzer (CMU) DCFS 67 /88
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Car Control: Global Lane Control Challenge .

Challenge: Global lane dynamics

@ All controllers for arbitrarily many
differential equations respect
separation globally on lane.

@ Each car safe behind all others

[(Vi a(i) := ctrl; Vix(i)" = a(i))*]Vi,ji < j

André Platzer (CMU) DCFS 67 /88
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Car Control: Global Lane Control Challenge .

Vi:C i< l(i)— [gle](Vi: C i< (i)

Quantified Hybrid Program (Global lane control)

glc =(ctrl™; dyn")*
ctrl” =Vi: C (ctrl(i))
ctrl(i) = (a(i) == 7(—B < a(i)
U (?Safe.(i); a(i):=
U (2(vli) = 0) a(i)

5
Safe.(i) = x(i) + ( )2 + (b -- 1): (;‘52 —l—ev(i)) < x(£(i)) +

dyn" =t:=0; V/.C(dyn() t'=1&v(i)>0At<e)

dyn(i) = x(i) = v(i), v(i) = a(i)
i< (i) =lk:=1i; (k:==0(k))"]i < k

v(£(i))?
2B

DCFS 68/ 88
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Car Control: Global Lane Control Challenge .

Vi:C i< l(i)— [gle](Vi: C i< (i)

Quantified Hybrid Program (Global lane control)

glc =(ctrl™; dyn")*
ctrl” =Vi: C (ctrl(i))
ctrl(i) = (a(i) :=; 7(—B < a(i)
U (?Safe.(i); a(i):=
U (2(vi) = 0)s a(i)

5
Safe. (i) = x(i) + ( )2 + (b -- 1): (;‘52 —l—ev(i)) < x(£(i)) +

dyn" =t:=0; V/.C(dyn() t'=1&v(i)>0At<e)

dyn(i) =x(i) = v(i), v(i) = a(i)
i< (i) =[k:=1i; (k:=0(k))"]i < k

v(£(i))?
2B

DCFS 68/ 88
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Car Control: Global Lane Control Challenge .

Vi:C i< l(i)— [gle](Vi: C i< (i)

Quantified Hybrid Program (Global lane control)

i< () =lk:=1i; (k:=L(k))"]i < k

André Platzer (CMU) DCFS 68 /88
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Car Control: Local Highway Control Challenge

Challenge: Local highway dynamics

@ All controllers for arbitrarily many
differential equations respect
separation locally on highway.

André Platzer (CMU) DCFS 69 / 88
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Car Control: Local Highway Control Challenge .

Challenge: Local highway dynamics

@ All controllers for arbitrarily many
differential equations respect
separation locally on highway.

@ For each lane: all controllers for the
differential equations respect
separation even if cars appear or
disappear.

André Platzer (CMU) DCFS 69 / 88
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Car Control: Local Highway Control Challenge .

Challenge: Local highway dynamics

@ All controllers for arbitrarily many
differential equations respect
separation locally on highway.

@ For each lane: all controllers for the
differential equations respect
separation even if cars appear or
disappear.

@ Each car safe behind all others, even if
new cars appear or disappear.

André Platzer (CMU) DCFS 69 / 88


http://symbolaris.com/andre.html

Car Control: Local Highway Control Challenge

Challenge: Local highway dynamics

@ All controllers for arbitrarily many
differential equations respect
separation locally on highway.

@ For each lane: all controllers for the
differential equations respect
separation even if cars appear or
disappear.

@ Each car safe behind all others, even if
new cars appear or disappear.

[(n:=new C; Via(i):= ctrl;, Yix(i)" = a(i))|Vi,ji < j

André Platzer (CMU) DCFS 69 / 88
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Car Control: Local Highway Control Challenge

Vi:C i< l(i)— [gle](Vi: C i< (i)

Quantified Hybrid Program (Local highway control)

lhc
create

(n:= new)

F(n)<n =

delete

(delete®; create™; ctrl”; dyn")*
n:=new; 7(F(n) < nAn < {(n))
n:=x; 7(E(n) =0); E(n):=1
Vji:C((y)=n—j<n)

n:=x; ?7(E(n) =1); E(n):=0

André Platzer (CMU)
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Car Control: Local Highway Control Challenge

Vi:C i< l(i)— [gle](Vi: C i< (i)

Quantified Hybrid Program (Local highway control)

lhc
create

(n:= new)

F(n)<n =

delete

(delete®; create™; ctrl”; dyn")*
n:=new; 7(F(n) < nAn < {(n))
n:=x; 7(E(n) =0); E(n):=1
Vji:C((y)=n—j<n)

n:=x; ?7(E(n) =1); E(n):=0

André Platzer (CMU)
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Car Control: Global Highway Control Challenge

Challenge: Global highway dynamics

@ All controllers for arbitrarily
many differential equations
respect separation globally on
highway.

André Platzer (CMU) DCFS 71 /88
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Car Control: Global Highway Control Challenge

Challenge: Global highway dynamics

@ All controllers for arbitrarily
many differential equations
respect separation globally on
highway.

@ All controllers for the differential
equations respect separation
even if cars switch lanes.

André Platzer (CMU) DCFS 71 /88
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Car Control: Global Highway Control Challenge

Challenge: Global highway dynamics

@ All controllers for arbitrarily
many differential equations
respect separation globally on
highway.

@ All controllers for the differential
equations respect separation
even if cars switch lanes.

@ On all lanes, all car safe behind
all others on their lanes, even if
cars switch lanes.

André Platzer (CMU) DCFS 71 /88
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Car Control: Global Highway Control Challenge

Challenge: Global highway dynamics

@ All controllers for arbitrarily
many differential equations
respect separation globally on
highway.

@ All controllers for the differential
equations respect separation
even if cars switch lanes.

@ On all lanes, all car safe behind
all others on their lanes, even if
cars switch lanes.
[V/ (n:=new C; Via(i):=ctrl; Vix(i)" = a(i))|VIVi,ji < j

André Platzer (CMU) DCFS 71 /88
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Car Control: Global Highway Control Challenge .

VI LVi: i< E/(I') —
[(VI: Ldelete]; Y1 : Lnew[;VI: Lctrl;¥I: Ldyn])*] VI : LVi: Gi < €/(i)

Quantified Hybrid Program (Global highway control)

ghc = (VI : Ldeletef; VI : LnewS; VI : L,ctrl; ¥I: Ldyn])*

André Platzer (CMU) DCFS 72/ 88
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Car Control: Global Highway Control Challenge .

VI LVi: Gi < E/(I') —
[(V]: Ldelete];¥I : Lnew[;VI: Lctrl];¥I: Ldyn])*] VI : L¥i: Gi < €f(i)

Quantified Hybrid Program (Global highway control)

ghc = (VI : Ldeletef; VI : LnewS; VI : L,ctrl; ¥I: Ldyn])*

André Platzer (CMU) DCFS 72/ 88
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Outline Background ‘

@ Stochastic Hybrid Systems
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Cyber-Physical Systems:

Q: | want to verify trains

Challenge

André Platzer (CMU) DCFS 74 /88
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Cyber-Physical Systems: Hybrid Systems

Q: | want to verify trains A: Hybrid systems

Challenge (Hybrid Systems)

@ Continuous dynamics
(differential equations)

@ Discrete dynamics
(control decisions)

z

2 . 6
25 5

1 — 20 4
5 15 3

2 4 10 2

1

-1 *‘ 05
¥ t ¥ t
-2 1 2 3 4 1 2 3 4

DCFS 74 / 88
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Cyber-Physical Systems: Hybrid Systems

Q: | want to verify trains A: Hybrid systems Q: But there’s uncertainties!

Challenge (Hybrid Systems)

@ Continuous dynamics
(differential equations)

@ Discrete dynamics
(control decisions)

z

2 . 6
25 5

1 — 20 4
5 15 3

2 4 10 2

1

-1 *‘ 05
¥ t ¥ t
-2 1 2 3 4 1 2 3 4

DCFS 74 / 88
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Cyber-Physical Systems:

Q: | want to verify uncertain trains

Challenge
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Cyber-Physical Systems: Probabilistic Systems

Q: | want to verify uncertain trains A: Markov chains

Challenge (Probabilistic Systems)

@ Directed graph
(Countable state space)

o Weighted edges
(Transition probabilities)

André Platzer (CMU) DCFS 75 /88
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Cyber-Physical Systems: Probabilistic Systems

Q: | want to verify uncertain trains A: Markov chains Q: But trains move!

Challenge (Probabilistic Systems)

@ Directed graph
(Countable state space)

o Weighted edges
(Transition probabilities)

André Platzer (CMU) DCFS 75 /88
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Cyber-Physical Systems:

Q: 1 want to verify uncertain systems

Challenge
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Cyber-Physical Systems: Stochastic Hybrid Systems

Q: I want to verify uncertain systems A: Stochastic hybrid systems

Challenge (Stochastic Hybrid Systems)

@ Continuous dynamics
(differential equations)

@ Discrete dynamics
(control decisions)

@ Stochastic dynamics
(uncertainty)

André Platzer (CMU) DCFS 76 / 88
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Cyber-Physical Systems: Stochastic Hybrid Systems

Q: I want to verify uncertain systems A: Stochastic hybrid systems

Challenge (Stochastic Hybrid Systems)

@ Continuous dynamics
(differential equations)

@ Discrete dynamics

(control decisions)

@ Stochastic dynamics
(uncertainty)

v
@ Discrete stochastic
(lossy communication)
@ Continuous stochastic
(wind, track) | \ z
André Platzer (CMU) DCFS 76 / 88
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Cyber-Physical Systems: Stochastic Hybrid Systems

Q: I want to verify uncertain systems A: Stochastic hybrid systems Q: How?

Challenge (Stochastic Hybrid Systems)

@ Continuous dynamics
(differential equations)

@ Discrete dynamics
(control decisions)

@ Stochastic dynamics
(uncertainty)

@ Discrete stochastic
(lossy communication)

@ Continuous stochastic
(wind, track)

André Platzer (CMU) DCFS 76 / 88
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Model for Stochastic Hybrid Systems .
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Model for Stochastic Hybrid Systems

d?x %
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Model for Stochastic Hybrid Systems .

%a:: —b@%a::a+1
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Model for Stochastic Hybrid Systems .

%a:: —b@%a::a+1
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Model for Stochastic Hybrid Systems .

%a:: —b@%a::a+1
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Model for Stochastic Hybrid Systems

%a:: —b@%a::a+1

(dX = bdt + odW)

André Platzer (CMU) DCFS 77 /88
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Model for Stochastic Hybrid Systems

%a:: —b@%a::a+1

(dX = bdt + odW)

André Platzer (CMU) DCFS 77 /88
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Stochastic Differential Equations (SDE)

Definition (Ordinary differential equation (ODE))

PO _ b)) x(0) =0

| ¢ 4\’ Xo+t
O

dX; = b(X;)dt + o(Xe)dWe Xo=Z

1
02 04 6 038 L
. ! 08 1o !

André Platzer (CMU) DCFS 78/ 88


http://symbolaris.com/andre.html

Stochastic Differential Equations (SDE)

Definition (Ordinary differential equation (ODE))
dx(t)

b(x(t)) x(0) = xo

dt
X
¢ 4\, Xo+t
c\7‘c\,c

André Platzer (CMU) o YD
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Stochastic Differential Equations (SDE)

Definition (Ordinary differential equation (ODE))
dx(t)

b(x(t)) x(0) = xo

dt
X
¢ 4\, Xo+t
&

André Platzer (CMU) o DCFS 78/ 88
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Stochastic Differential Equations (SDE)

Definition (Ordinary differential equation (ODE))

dx(t)
dt

b(x(t)) x(0) = xo

A Xo+t

=

André Platzer (CMU) o DCFS 78/ 88
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Brownian Motion is Extremely Complex

Definition (Brownian motion W = end of calculus)
QO Wp=0 (start at 0)
@ W; almost surely continuous
Q@ W — Ws~N(0,t—5s) (independent normal increments)

= a.s. continuous everywhere but nowhere differentiable
= a.s. unbounded variation, € FV, nonmonotonic on every interval

André Platzer (CMU) DCFS 79 /88
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Brownian Motion is Extremely Complex

= end of calculus)

Definition (Brownian motion W
(start at 0)

O Wo=0
@ W; almost surely continuous
Q@ W — Ws~N(0,t—5s) (independent normal increments)

= a.s. continuous everywhere but nowhere differentiable
= a.s. unbounded variation, € FV, nonmonotonic on every interval
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Stochastic Hybrid Programs: Syntax

Definition (Stochastic hybrid program «)

x:=0 (assignment)

X 1= % (random assignment) } jump & test
H (conditional execution)

dx = bdt + odW & H (SDE)

a; B (seq. composition)

Aa @ vp (convex combination) } algebra

a* (nondet. repetition)

André Platzer (CMU) DCFS 80 / 88
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Stochastic Hybrid Program: Process Semantics ‘
C[[Xi = f(X)]]ZC :

xi = [F()1*

Definition (Stochastic hybrid program «: process semantics » )
[x:=61°=Y Y(),=[0]*“) and Y, = Z; (for j # i)
(xi:=6)* =0

X

2 Xt |f Xti - IIQ]]Z
' and Xij = Z; for j # i
T t
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Stochastic Hybrid Program: Process Semantics ‘

[xi = *]]Z

Xj ~ U(O, 1)

Definition (Stochastic hybrid program «: process semantics » )

X
X
i Xy ~ U(0,1)
.
! and X¢(z) = Z(z) for z # x
s t
0

André Platzer (CMU) DCFS 81 /88
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Stochastic Hybrid Program: Process Semantics ‘

[7H1*
on {Z | H}
Definition (Stochastic hybrid program «: process semantics » )
[?H]? = Z on the event {Z |= H}
(?H)* =0
X
o7 no change on {Z = H}
otherwise not defined
; t
0

André Platzer (CMU) DCFS 81 /88
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Stochastic Hybrid Program: Process Semantics ‘
[dx = bdt + odW & H]*
(Z ; > Xt ’

Definition (Stochastic hybrid program «: process semantics » )
[dx = bdt + cdW & H]* solves dX = [b]* dt + [0]*dB:, Xo = Z
(dx = bdt + cdW & H)* = inf{t >0 : X; & H}

T t
dx = bdt + cdW & H

André Platzer (CMU) DCFS 81 /88
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Stochastic Hybrid Program: Process Semantics

Definition (Stochastic hybrid program «: process semantics » )

[a]? on event {U < A}
[5]° on event {U > A}

(Aa @ vB)* = Zy<r(a)? + Zusa(B)?with iid. U~ U(0,1), Fo-meas

Do & v8]% = Zu<alal® + ZusA18]° = {
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Stochastic Hybrid Program: Process Semantics

>

on event {t < (a)?}

o
L ? on event {t > (a)?}
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Stochastic Hybrid Program: Process Semantics ‘

[o"1*

Definition (Stochastic hybrid program «: process semantics » )
[[a*]ItZ = |[a”]]tz on event {(a")% > t}

(o')? = lim (a")?
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Stochastic Hybrid Program: Process Semantics ‘

[o"1*

Definition (Stochastic hybrid program «: process semantics » )
[[a*]ItZ = |[a”]]tz on event {(a")% > t}
*NZ __ nnZ I
(™) —nI|_>rr;o(|a D monotone!
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Stochastic Differential Dynamic Logic SdL: Syntax

Definition (SdL term f)

F (primitive measurable function, e.g., characteristic Z4)
A +vg  (linear term)

Bf (scalar term for boolean term B)

(a)f (reachable)

Definition (SdL formula ¢)

o = f<g|f=g
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Stochastic Differential Dynamic Logic SdL: Semantics -

Definition (Measurable semantics)
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Stochastic Differential Dynamic Logic SdL: Semantics -

Definition (Measurable semantics)

[FI* = F{(2) i.e., [F]*(w) = FY(Z())

André Platzer (CMU) DCFS 83 /88


http://symbolaris.com/andre.html

Stochastic Differential Dynamic Logic SdL: Semantics -

Definition (Measurable semantics)
[F1° = F{(2) ie., [FI*(w) = F{(Z(w))
[\ +vel® = A1 +vlel”
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Stochastic Differential Dynamic Logic SdL: Semantics -

Definition (Measurable semantics)
[F1° = F{(2) ie., [FI*(w) = F{(Z(w))
[\ +vel® = A1 +vlel”
[Bf]* = [B]° * [f]” i.e., [B]°(«w) = [B]*(@)I[f]*(«)
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Stochastic Differential Dynamic Logic SdL: Semantics -

Definition (Measurable semantics)
[FI* = F{(2) i.e., [F]*(w) = FY(Z())
[\ +vgl” = Mf1” + v[gl”
[Bf1* = [BI” * [f]* i.e., [B]*(w) = [BI*(«)[]*(«)
[()fI” = sep{IFI“Y : 0< ¢t < (a)?}
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Stochastic Differential Dynamic Logic SdL: Semantics -

Definition (Measurable semantics)
[FI* = F{(2) i.e., [F]*(w) = FY(Z())
[\ +vgl” = Mf1” + v[gl”
[Bf1* = [BI” * [f]* i.e., [B]*(w) = [BI*(«)[]*(«)
[()fI” = sep{IFI“Y : 0< ¢t < (a)?}

Xy [eflf b

LT

Xt

t

DCFS 83/
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Well-definedness of SdL Semantics «

Theorem (Measurable)

[F14 is a random variable (i.e., measurable) for any random variable Z and
SdC term f.
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Well-definedness of SdL Semantics «

Theorem (Measurable)

[F14 is a random variable (i.e., measurable) for any random variable Z and
SdC term f.

Corollary (Pushforward measure well-defined for Borel-measurable S)

S = P((If1*)71(9)) = P({fw € @ : []*(w) € $}) = P(If]* € )
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http://symbolaris.com/andre.html

Proof Calculus: Stochastic Differential Dynamic Logic -
x, —f(x

= [F (I
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Proof Calculus: Stochastic Differential Dynamic Logic -
x, —f(x

= [F1C
[?HI

on {X: E H}
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Proof Calculus: Stochastic Differential Dynamic Logic -

M
k= F(O
(xi :==0)f = f)g
xi = [FCOI
[?HI

(PHVF = Hf @ on (X |2 H)

(@)(Af) = Me)f
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Proof Calculus: Stochastic Differential Dynamic Logic -
x, = F(x)]*

= [F()1
[?H]*

(PHYF — Hf @ on (X & H)

(@)(Af) = Me)f

()(Af+rg) < Ma)f+v(mg
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Proof Calculus: Stochastic Differential Dynamic Logic -
x, —f(x

[?HI

(PHYF — Hf @ on (X & H)

(@)(Af) = Me)f

()(Af+rg) < Ma)f+v(mg

f<gkF(f <(vg
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Proof Calculus: Stochastic Differential Dynamic Logic -

[o; BT

(@i B < (a)(FL(BYF) m
[[a]]Xt \J |[5]]Xt
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Proof Calculus: Stochastic Differential Dynamic Logic -

[ev; B
(@i B < (a)(FL(BYF) @/F\\@
":a]]Xt \J |[ﬁ]]Xt
[0 ]

(a)f < FE(a*)f<F
< < [[anxf [l “”nale
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Proof Calculus: Stochastic Differential Dynamic Logic -

[a; 81
(@i B)F < (@)(FL (B)F) @/F\\@
":a]]Xt U |[/8]]Xt
[

(a)f < FE(a*)f<F
< < [[anxf [l mnale

P((Aa & vB)f €5)
= AP({a)f € S)
+vP((B)f €5)
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Soundness «

Theorem (Soundness)

@ Rules are globally sound pathwise, i.e., f; < gi E f < g holds for each
initial Z pathwise for each w € Q

@ (@) is sound in distribution
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Soundness «

Theorem (Soundness)

@ Rules are globally sound pathwise, i.e., f; < gi E f < g holds for each
initial Z pathwise for each w € Q

@ (@) is sound in distribution

Theorem (Stochastic Differential Invariants)
Let A\ >0, ¢ € Cg(]Rd,R) compact support on H (e.g., H bounded)

(a)(H—=¢)<Ap H—¢$p>0 H—Lf <0

P({a)(dx = bdt todW& g S N <p U
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Soundness «

Theorem (Stochastic Differential Invariants)

Let A >0, ¢ € C%(]Rd,R) compact support on H (e.g., H bounded)
() (H—=¢)<Ap H—¢$p>0 H—Lf <0
P({a)(dx = bdt + cdW & HY¢p > \) < p

sound

Theorem (Dynkin for cadlag strong Markov X; and ¢ € CZ(R?,R))

EXf(Xe) = f(x) Frrgoo
t

Af() = limy EF(X.) = F(x)+ E* /0 AF(X.)ds
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Soundness «

Theorem (Stochastic Differential Invariants)

Let A\ >0, ¢ € Cg(]Rd,R) compact support on H (e.g., H bounded)
() (H—=¢)<Ap H—¢$p>0 H—Lf <0
P({a)(dx = bdt + cdW & HY¢p > \) < p

sound

Theorem (Dynkin for cadlag strong Markov X; and ¢ € CZ(R?,R))

Af(x) = lim BP0 = () Erces

lim ) Ef(X.) = f(x)+ E /0 AF(X.)ds

Theorem (Differential generator for SDE solution and ¢ € C2(R9, R))

.
Ap = L = bVF + 22V Vf
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Soundness «

Theorem (Stochastic Differential Invariants)

Let A\ >0, ¢ € Cg(]Rd,R) compact support on H (e.g., H bounded)
() (H—=¢)<Ap H—¢$p>0 H—Lf <0
P({a)(dx = bdt + cdW & HY¢p > \) < p

sound

Theorem (Dynkin for cadlag strong Markov X; and ¢ € CZ(R?,R))

AF() i lim BT = F0) g

00 " EXf(X;) = f(x)+E” /T AFf(Xs)ds

Theorem (Differential generator for SDE solution and ¢ € C2(R9, R))
0?f

f
Ap = Lo —be+—VVf—Zb 0 22 00T )ijz B
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Soundness «

Theorem (Stochastic Differential Invariants)

Let A\ >0, ¢ € Cg(]Rd,R) compact support on H (e.g., H bounded)
() (H—=¢)<Ap H—¢$p>0 H—Lf <0
P({a)(dx = bdt + cdW & HY¢p > \) < p

sound

Theorem (Dynkin for cadlag strong Markov X; and ¢ € CZ(R?,R))

i EXFOX) — () Errcoe
t\0 t

EF(X.) = F(x)+ E* /0 " AF(X.)ds

Ap(Xs) = Lp(Xs) <0on H = E*¢(X:) < d(x)V¥x, T
= PXas. EX(¢(Xe)|Fs) = EXp(Xe—s) < ¢(Xs)
= X; supermartingale
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Soundness «

Theorem (Stochastic Differential Invariants)

Let A\ >0, ¢ € Cg(]Rd,R) compact support on H (e.g., H bounded)
() (H—=¢)<Ap H—¢$p>0 H—Lf <0

P({a)(dx = bdt todW& g S N <p U

Theorem (Dynkin for cadlag strong Markov X; and ¢ € CZ(R?,R))

X — X
AF(x) = lim E°f (Xti flx) erge
t

EF(X.) = F(x)+ E* /0 " AF(X.)ds

Theorem (Doob maximal martingale ineq., cadlag supermartingale)

VFf>0,A>0 P<supf(Xt)2)\|]-"o> < w
>0
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Soundness «

Theorem (Stochastic Differential Invariants)

Let A\ >0, ¢ € Cg(]Rd,R) compact support on H (e.g., H bounded)
() (H—=¢)<Ap H—¢$p>0 H—Lf <0

P({a)(dx = bdt todW& g S N <p U

Theorem (Dynkin for cadlag strong Markov X; and ¢ € CZ(R?,R))

X — X
AF(x) = lim E°f (Xti flx) erge
t

EF(X.) = F(x)+ E* /0 " AF(X.)ds

Theorem (Doob maximal martingale ineq., cadlag supermartingale)
Ef(Xo) _ Ap

VFf>0,A>0 P<supf(Xt)2)\|]-"o> <

>0 AT A
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Proof Example ‘

(a)(H—= @) <Ap H—¢p>0 H—LF<O
P({a)(dx = bdt +odW & H)p > \) < p

(?x% 4 y? <3)(H—>¢) (H—>x2+y2§%)(x2+y2)§1*%
db=x>+y*>>0 with H=x>+y?><10

1 0 0 0? 0?
L¢:—(——¢—y—¢+y287(§—2xy A L ¢) 0

2 Ox dy Ox0y dy?

2 21 . X _ Y 2 2
P((?x* +y g§,dx_—Edt—ydW,dy_—Edt-i—xdW&H)x +y >1)
< (y7)

P((?x* + y? ;><dx = —gdt —ydW,dy = —%dt + xdW & H)x? +y? > 1

<

W[ =
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