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ET ontrol Verification

Hybrid System

@ Continuous evolutions
(differential equations)

@ Discrete jumps
(control decisions)
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Objectives

@ Collision free © No static partitioning of track
@ Maximise throughput & @ Radio Block Controller (RBC)
velocity (300 km/h) manages movement authorities
© 2.1%10° passengers/day dynamically
© Moving block principle
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continuous evolution along differential equations + discrete change
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Parametric Hybrid Systems

continuous evolution along differential equations + discrete change

@ Parameters have nonlinear influence

@ Handle SB as free symbolic parameter? m.e L

o Challenge: verification (falsifying is “easy”) TP
@ Which constraints for SB? N

----- T e TV

t

VYm.e 3SB "“train always safe”

André Platzer, Jan-David Quesel ETCS: A Case Study in Formal Verification ICFEM 2009 3/19



Blﬂerentlal Bynamlc Eoglc lﬁ!’ &

e B

T.p m.e

ud! I )

Precondition Operation model Property

André Platzer, Jan-David Quesel ETCS: A Case Study in Formal Verification ICFEM 2009 4 /19



Blﬂerentlal Bynamlc Eoglc l52| &

e B

T.p m.e

7.v2 < 2b(m.e — 7.p) — | [(7.p < m.e)

Precondition Operation model Property
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Blﬂerentlal Bynamlc Eoglc l52| &

e B

T.p m.e

7.v2 < 2b(m.e — 7.p) — | 7.pl =7v, 7.V = T.3|(T.p < m.e)
Precondition Operatién'\qlodel Property

Continuous evolution:
differential equation
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r.v2 < 2b(m.e — 7.p) = [1.a := *; 7.p' =T1.v,7.v = T.3|(T.p < m.e)

Precondition / Operation model Property

Random assignment
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r.v2 <2b(m.e — 7.p) = [r.a:=%; 71.a< —b; 7.p/ = T.v, 7.V = 7.3](T.p < m.e)

Precondition Operation model Property
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T.p

o Vectorial MA m = (d,e,r):
@ Beyond point m.e train not faster than m.d.
@ Train should try not to keep recommended speed m.r
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o Vectorial MA m = (d, e, r):
@ Beyond point m.e train not faster than m.d.
@ Train should try not to keep recommended speed m.r
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o Vectorial MA m = (d, e, r):
@ Beyond point m.e train not faster than m.d.
@ Train should try not to keep recommended speed m.r
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Lemma (Principle of separation by movement authorities)

Each train respects its movement authority and
the RBC partitions into disjoint movement authorities
= trains can never collide.

o B
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Read from the informal specification. . .
ETCSsye; : (trainU rbc)*

train . spd; atp; drive
spd  (Mrv<mir; raai=x ?7—b<T1.a<A)

U?rv>mur; Tai=% 7—b<t1.a<0)
atp : if(m.e — 7.p < SBV rbc.message = emergency) T.a := —b
drive t:=0;, (r.p=7v,7V =Tt =1ATVv>0ALt<¢)
rbc : (rbc.message := emergency) U (m:=sx%; ?m.r > 0)
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As transition system. ..

mo :=m m = x 3

|
TV =Tat =1,
‘
‘
!

7.p =T,

rbc.message := emergency

Tv>0At<e

N t:=0

?r.v <m.r T.9= % ?7—-b<Ta<A

J—'J—'J—’J\

Y(m.e — 7.p < SBV
rbc.message = emergency)

m.e —1.p > SBA

2r.v > m. = ? a>—
TV M Ta = 0>ra2-h bc.message # emergency)

J U
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arametric e€leton o

ETCSeker : (trainU rbc)*

train . spd, atp; drive
spd : (Mrv<mr;, raai=x?7—b<T1a<A)

U?rv>mr; tai=% 7—b<71.a<0)
atp :if(m.e — 7.p < SBV rbc.message = emergency) T.a := —b
drive t:=0; (r.p=1v,7V =Ta,t =1ATV>0ALt<¢)
rbc . (rbc.message := emergency) U (m:=sx%; ?m.r > 0)

Verify safety I
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ETCSeker : (trainU rbc)*

train . spd, atp; drive
spd D (Prv<mur; Tai=% 71— b<T.a<A)

U?rv>mr; tai=% 7—b<71.a<0)
atp cif(m.e — 7.p < SB V rbc.message = emergency) T.a := —b
drive t:=0; (r.p=1v,7V =Ta,t =1ATV>0ALt<¢)
rbc . (rbc.message := emergency) U (m:=sx%; ?m.r > 0)

Verify safety

Specification
[ETCSskel](T.p > m.e = 7.v < m.d)
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ETCSeker : (trainU rbc)*

train . spd, atp; drive
spd D (Prv<mur; Tai=% 71— b<T.a<A)

U?rv>mr; tai=% 7—b<71.a<0)
atp cif(m.e — 7.p < SB V rbc.message = emergency) T.a := —b
drive t:=0; (r.p=1v,7V =Ta,t =1ATV>0ALt<¢)
rbc . (rbc.message := emergency) U (m:=sx%; ?m.r > 0)

Verify safety

Specification
[ETCSskel](T.p > m.e = 7.v < m.d)

Lots of counterexamples!
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m.d > T.p

@ Controllability discovery
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<«— SB m.e

@ Controllability discovery

@ Control refinement
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SB — m.e

@ Controllability discovery

@ Control refinement
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Reaction time ¢

m =
—_—>

P 55\_/

@ Controllability discovery

@ Control refinement

André Platzer, Jan-David Quesel ETCS: A Case Study in Formal Verification ICFEM 2009



SB

@ Controllability discovery
@ Control refinement

© Repeat @ until safety can be proven

- T.p
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SB

@ Controllability discovery
@ Control refinement
© Repeat @ until safety can be proven

© Liveness check

- T.p

André Platzer, Jan-David Quesel ETCS: A Case Study in Formal Verification
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Proposition (Controllability)

[r.p/ =71v,7v = —bATv>0](r.p>m.e— 7.v<m.d)
= 7.v2 —m.d® < 2b(m.e — 7.p) ©)
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Proposition (RBC Controllability)

md>0Ab>0— [my:=m; rbc](

mo.d?> — m.d’> < 2b(m.e —mg.e) Amg.d >0 Am.d >0«

7 (((m:=mo)C) — c))
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T.V

Reaction time ¢

Proposition (Reactivity)

(Vm.eVT.p (me—7.p>SBAC— [r.a:=A; drive]C))

v2 —m.d? A A
ESBZTVQbrn"‘<b+1> <2€2+ET.V>
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ETCS,: (trainU rbc)*

train : spd, atp; drive

spd  : (Prv<mr; r.ai=x% ?—b<T1a<A)
U(?r.v > m.r; T.a:=x%; 70 > 7.a > —b)

atp : SB:= 7“’25;“"12 +(2+1) (56 +eTv);

. if(m.e — 7.p < SBV rbc.message = emergency) T.a := —b
drive : t:=0; (r.p=1v,7v/ =12,/ =1ATv>0At<e)
rbc : (rbc.message := emergency)

U (mg := m;m = x;
mo.d?> —m.d? < 2b(m.e —mg.e) Am.r >0Am.d > 0)
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ETCS,: (trainU rbc)*

train : spd, atp; drive

spd  : (Prv<mr; r.ai=x% ?—b<T1a<A)
U(?r.v > m.r; T.a:=x%; 70 > 7.a > —b)

atp : SB ::%ﬁL(%%—l) (§52+57.v);

. if(m.e — 7.p < SBV rbc.message = emergency) T.a := —b
drive : t:=0; (r.p=1v,7v/ =12,/ =1ATv>0At<e)
rbc : (rbc.message := emergency)

U (mg := m;m = x;
mo.d? —m.d? < 2b(m.e —mg.e) Am.r >0Am.d > 0)

Specification

7.v?> —m.d? < 2b(m.e — 7.p) — [ETCS](7.p > m.e = 7.v < m.d)
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ETCS,: (trainU rbc)* Necessary for safety
train : spd, atp; dpwe
spd  : (Prvsgmr; r.ai=x% ?1—b<T1.a<A)

U v >mr; T.a: =%, 70 > 71.a > —b)
atp : BB := 7“’2;;“"12 + (% +1) (§52 +eTv);

/ if(m.e — 7.p < SBV rbc.message = emergency) T.a .= —b
drivd . t:=0; (r.p=1v,7v =12t/ =1ATv>0At<e)
rbf . (rbc.message := emergency)

U (mg := m;m = x;
mo.d? —m.d? < 2b(m.e —mg.e) Am.r >0Am.d > 0)

Specification

7.v?> —m.d?> < 2b(m.e — 7.p) — [ETCS](7.p > m.e = 7.v < m.d)
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Proposition (Safety)

C—
[ETCS|(t.p > m.e = 7.v < m.d)
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Proposition (Liveness)

Tv>0Ae>0 — VP(ETCS)T.p> P
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So far: no wind, friction, etc.

Direct control of the acceleration
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Take disturbances into account.

ETCS is controllable, reactive, and safe in the presence of disturbances.
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!a!e!y Bespl!e BIS!U rEa nces 5

So far: no wind, friction, etc.

Direct control of the acceleration This is unrealistic!

SYellfidlesl Take disturbances into account.

Theorem

ETCS is controllable, reactive, and safe in the presence of disturbances.

T.V

m.d > T.p
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!a!ety Besplte Blstu rBa nces &
So far: no wind, friction, etc.
Direct control of the acceleration This is unrealistic!

Take disturbances into account.

ETCS is controllable, reactive, and safe in the presence of disturbances.

Proof sketch

The system now contains 7.a — | < 7.v/ < 7.a + v instead of 7.v/ = T.a.
~» We cannot solve the differential equations anymore.
~> Use differential invariants for approximation. For details see paper.

4 Platzer, A.:
Differential-algebraic dynamic logic for differential-algebraic programs.

J. Log. Comput. (2008) DOI 10.1093/1ogcom/exn070.
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Almost completely non-deterministic control.
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Almost completely non-deterministic control. This is unrealistic!
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Almost completely non-deterministic control. This is unrealistic!

Verify proportional-integral (PI) controllers used in trains.

Controller

Truncate
»
Vv vO-v a In
min  Outl
Step max
Pl Output -b " E apeed

Acceleration
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Almost completely non-deterministic control.

This is unrealistic!

Step

André Platzer, Jan-David Quesel

Verify proportional-integral (PI) controllers used in trains.

Controller

Truncate

vo-v a

outl

cceleration

Speed

ETCS: A Case Study in Formal Verification
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Almost completely non-deterministic control. This is unrealistic!

Verify proportional-integral (PI) controllers used in trains.

Controller

Truncate

[
" 1

N
vO-v a »>
h outt =
. min s
.—> max
Pl Output b — E Plant Speed
A

Acceleration

Differential equation system

Tv = min(A, max(—b, I(T.v —m.r) —is— cm.r)) ANs' =T1.v—m.r

ICFEM 2009 17 /19
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Heahstlc gpeea Eontrol &
Almost completely non-deterministic control. I This is unrealistic! I

Verify proportional-integral (PI) controllers used in trains.

The ETCS system remains safe when speed is controlled by a Pl controller.

Proof sketch

Cannot solve differential equations really. Differential invariants are to be used.
For details see paper.

[§ Platzer, A.:
Differential-algebraic dynamic logic for differential-algebraic programs.
J. Log. Comput. (2008) DOI 10.1093/1logcom/exn070.
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xperimental Results (AKeYmaera

Case study Int Time(s) Steps Dim
Controllability 0 1.3 14 5

RBC Controllability 0 1.7 42 12
RBC Control (characterization) 0 2.2 42 12
Reactivity (existence) 8 133.4 229 13
Reactivity 0 86.8 52 14

(Safey 0 2499 153 14

Liveness 4 27.3 166 7

Inclusion (PI) 19  766.2 301 25
Safety (PI) 16  509.0 183 15
Controllability (disturbed) 0 5.6 37 7

Reactivity (disturbed) 2 34.6 78 15
Safety (disturbed) 5 3899 88 16

André Platzer, Jan-David Quesel ETCS: A Case Study in Formal Verification ICFEM 2009 18 /19
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T.p

ST SB m.e

Formally verified a major case study with KeYmaera:

@ discovered necessary
safety constraints

@ controllability, reactivity,
safety and liveness
properties

@ Extensions for ETCS

with disturbances and
for ETCS with PI control

André Platzer, Jan-David Quesel
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gyntax o! Bi#erential Bynamic Eogic @

dL Formulas

¢pu=01~02| 9| PAY|Vxd|Ix¢ | [a] | ()¢ )

Hybrid Program | Effect

«a; B sequential composition

a U f nondeterministic choice

a* nondeterministic repetition

x:=0 discrete assignment (jump)

X 1= % nondeterministic assignment

(X{ =61,...,x, =0, F) continuous evolution of x;

7F check if formula F holds

[§ A. Platzer.

Differential Dynamic Logic for Hybrid Systems.
Journal of Automated Reasoning, 41(2), 2008.
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[m—zgss] [m—z>53] [m—zgss] [m—z>5/3]

| RBC!
[Inv - [ETCS]Inv] Invi-z<m

/n/t - [ETCS Jz < m]
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roo €tcC

[m—zgss] [m—z>53] [m—zgss] [m—z>5/3]

RBC

(1nv - [ETCS}inv ]
|

[/nit - [ETCS*]z < m]
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x' = f(x
Vit >0 [x:=y(t)] ¢ ( )1@

FEOL e 0

o F[Z=v,v==blz<m
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Hanallng Blﬂerentlal Equatlons 5

x' = f(x)
Vit >0 [x:=y(t)] ¢ @
[ =f(x)]¢ Tt T
x = y(t)
L EVE>0[z = —%btz—l—tv—i—z]zgm
o F[Z=v,v==blz<m
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Hanallng Blﬂerentlal Equatlons 5

x' = f(x
Vit >0 [x:=y(t)] ¢ ( )1@

FEOL e 0

L EVE>0(—3bt2 + tv+2z < m)
...I—Vt20[2:=—%bt2+tv+z]z§m

o F[Z=v,v==blz<m
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RBC + MA
@ m.e End of Authority

e 7.p Position
e 7.v Speed @ m.d Speed limit

@ 7.a Acceleration @ m.r Recommended speed

o (t model time) @ rbc.message Channel

Parameters
SB Start Braking

b Braking power/deceleration

A Maximum acceleration

€ Maximum cycle time

André Platzer, Jan-David Quesel ETCS: A Case Study in Formal Verification ICFEM 2009 19 /19
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Lemma (Principle of separation by movement authorities)

Each train respects its movement authority and
the RBC partitions into disjoint movement authorities
= trains can never collide.

o B

Ao 7 77 77 7777 7 7 ey 7

T.p ST SB m.e
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Lemma (Principle of separation by movement authorities)

Each train respects its movement authority and
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Each train respects its movement authority and
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@ To simplify notation, assume trains are points.
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@ Forne N, let z1,..., z, be positions of all the trains 1 to n at (.
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Let M; be the MA-range, i.e., the set of positions on the track for
which train / has currently been issued MA.
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@ Then z = z at ( for some /,j € N.
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Lemma (Principle of separation by movement authorities)

Each train respects its movement authority and
the RBC partitions into disjoint movement authorities
= trains can never collide.

@ To simplify notation, assume trains are points.

o Consider any point in time (.
@ Forne N, let z1,..., z, be positions of all the trains 1 to n at (.
°

Let M; be the MA-range, i.e., the set of positions on the track for
which train i has currently been issued MA.

Suppose there was a collision at time (.

@ Then z = z at ( for some /,j € N.

@ However, by assumption, z; € M; and z; € M; at ¢, thus M; N M; # 0,
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Separation Principle m

Lemma (Principle of separation by movement authorities)

Each train respects its movement authority and
the RBC partitions into disjoint movement authorities
= trains can never collide.

Proof.
@ To simplify notation, assume trains are points.

|

Consider any point in time (.

For n e N, let z, ..., z, be positions of all the trains 1 to n at (.

Let M; be the MA-range, i.e., the set of positions on the track for
which train i has currently been issued MA.

Suppose there was a collision at time (.
Then z; = z; at ( for some /,j € N.
However, by assumption, z; € M; and z; € M; at ¢, thus M; N M; # 0,

@ This contradicts the assumption of disjoint MA. ]
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