Refactoring, Refinement, and Reasoning
A Logical Characterization for Hybrid Systems

Stefan Mitsch!?  Jan-David Quesel’  André Platzer!

LComputer Science Department, Carnegie Mellon University

2Cooperative Information Systems, Johannes Kepler University

May 14, 2014

Stefan Mitsch, Jan-David Quesel, André Platzer CMU,JKU

Refactoring, Refinement, and Reasoning 1 of 14



Introduction
e0

Hybrid Systems

35
. . 30
Hybrid Systems are Challenging v
2.0
. . . 1.5
» Computation + Physical behavior B S Ne)
_____ T ——
. 05
» Sensor uncertalnty 00t : - - " : .
» Disturbance
» Computation delay
» Many components
a v p
S T o PRSI
02| 06 o
o 2 ] 6 5 7 ! 5 ] b - + 51
Stefan Mitsch, Jan-David Quesel, André Platzer CMU,JKU
Refactoring, Refinement, and Reasoning 2 of 14




Introduction
e0

Hybrid Systems

Hybrid Systems are Challenging v

» Co

» Sen N
> Dist Hybrid systems are almost impossible to get right Tt
IS . .
without proper analysis
> Con ~ Formal verification
» Many components
a v p
A T
~02] 06 o
08 2 ) 03 3 s 5 ] b - + 51
Stefan Mitsch, Jan-David Quesel, André Platzer CMU,JKU
Refactoring, Refinement, and Reasoning 2 of 14




Introduction
oe

Formal Verification

Hybrid System Theorem Proving “model model
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Our Tools
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lterative Development

Hybrid Systems Theorem Proving is Challenging

» Differential equations

» Complicated arithmetic
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Refactoring
@000

lterative Development

Hybrid Systems Theorem Proving is Challenging

» Differential equations
! Challenge

Proof-aware refactoring

Mana instead of reverification on every change
(retain soundness without redoing the proof)
> Steremee S
O/T\O

» Improve — verify — repeat
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Refactoring
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Proof-aware Refactoring

Refactoring Operation

» Transforms a source model into a refactored model
» Syntactic rewriting rule

For example
conditions

a; B~ (aUy), B

source refactored

8B, A &ﬁJ
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Refactoring
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How to Retain Soundness

Structural Refactoring

Always retains soundness
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Refactoring
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How to Retain Soundness

Structural Refactoring Behavioral Refactoring
Always retains soundness Proof patch retains soundness
model S
% J_,? modlgl g modgl
mode
v | A Y < i
proof proof proof A proof
= atc
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Refactoring
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Patching Necessity by Correctness Property

Add Behavior

S model
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Patching Necessity by Correctness Property

Add Behavior Remove Behavior

S— model model S—
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patc reuse
O/$\O AYAVAVY O/?\O O/?\O — Og\o
1 N N 1
liveness liveness liveness tch liveness
reuse patc
Ao =l | O e
CAP N N i

Stefan Mitsch, Jan-David Quesel, André Platzer

Refactoring, Refinement, and Reasoning 7 of 14

CMU,JKU




Refactoring
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Patching Necessity by Correctness Property

Add Behavior Remove Behavior
= a TV v iff p(a)lv C p(7)lv =
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~eal a,y hybrid systems models ?
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Refactoring Operations

Sound Refactoring Catalog

Structural Refactorings Behavioral Refactorings
» Extract Common Program » Introduce Control Path
» Extract Continuous » Introduce Complementary
Dynamics Continuous Dynamics
» Drop Implied Evolution » Event- to Time-Triggered
Domain Constraint Architecture
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Refactoring Operations
[ Jele]

Extract Common Program

Motivation Reduce model duplication

Mechanics (R1) (a;y)U(B;7) ~ (aUB);y

2
Q

Dy extract (R1) [~

ANNNNNS _,])_f)_,

}
Ql_k —lQ

Variation Inline program (R2) (aUB);v ~ (a;7)U(B;7)

Proof patch
Safety None

Liveness None
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Refactoring Operations
o] o]

Introduce Control Path

Motivation Add control decisions

Mechanics (R3) ;8 ~ (aU~n);8

B
Q.
Q B introduce (R3) "~ - ﬁ }J J
Variation Remove Control Path (R4) (aU~7);B ~ ;8
Proof patch
Safety Prove safety of the added branch
Liveness None
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Refactoring Operations
ooe

Event- to Time-Triggered Architecture

Motivation Derive a time-triggered controller
Mechanics (R5)  o; (X' =0&F A) ~ (P[a; c:=0;m]p;); ¢ :=0;
= (x| =01, ..., x, =0, & F Np))—— Event
Teey *

gevent— to time-triggered (R5)

7’]5 NEEE) ns
?([a; c:=0; n]¢) a c'=0 d 1‘& FAc<e)

TH?([ﬁ; c=0 ) {7 ¥ >, . JT

Proof Patch Clock

Safety Composes several refactorings 4 prove safety of
derived tests
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Conclusion
@00

Summary

Benefits of Proof-aware Refactorings

> easier to evolve correct systems
> easier to get simple systems correct

» still want to handle complex systems, but not pay the price of
reverification

» co-evolve model and proof
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Conclusion
(o] I}

Future Work

Refactoring Catalog Theory

» Pull and merge tests > Liveness proof patches
» Weaken/strengthen test » Distance measurement
» Switch sequence » Refinement based on games
» Introduce computation delay
» Introduce uncertainty Implementation
> Introduce disturbance
» Change norm (2/0c norm) > S¢nx and KeYmaera
R » Background proving
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Conclusion
ooe

Thank you!

Stefan Mitsch
smitsch@cs.cmu.edu
http://www.cs.cmu.edu/~smitsch
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Extract Continuous Dynamics

Vv e V(O)UU,, V(). v & BV(D(9)) U U, BV(D(¥)))
Uies (i (v = 0,w" =)~ (Ue /(i x :=1)); (v =0,w" = x))
(R7)  (Uie(isx:=1)); (v = 0,w =x)) ~ Ue (s (v =0,w" =)

(R6)

vVi=0,w =9 a X=191 Vv

l—» D extract (R6)

_>;—> Jl—f),_) inline (R7) 1)_> J_f—> 7

vVi=0,w' =9 <Aoo

Proof obligations

None, because the original program and the refactored program are
observationally equivalent.
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Drop Implied Evolution Domain Constraint

FoH FoX=0&G]H X = 0&G
P x'=0&GANH ~ ?F;x' =0&G ~?FxX' =0&GAH
X =0&GAH  (pyy F-H F—[xX=0&GH
~Fix'=0&G (R11) Fx' =0&G ~ ?F;x’ =0& GAH

(R8) (R9)

(R10)

EF—H 0 preserves H
f Y drop (R8)/(R10) A Ny
F & GAH introduce (R9)/(R11) F &G

Proof obligations

Liveness None, because projective partial refinement, i.e.,
(?F;x’ =0& G A H) EX (?F;x’ =0& G) holds.
Safety Show that H is a differential invariant
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Introduce Complementary Continuous Dynamics

(R12) a;x' =0&F ~ o;(xX' =0&FUx' =0&~F)
Nvarrys
X =0&F compl. (R12) —>J—> g . )
- )—’ A e A YaYaYaVaVar (=0 & ~F

Proof obligations

Liveness None
Safety Show that the controller with subsequent
complementary dynamics only reaches states that are

already reachable with the original dynamics, i.e.,
show ((; X' =& ~F)Ty) = ({(a; X =& F)Ty)
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Examples

@00

Example: Introduce Moderate Braking

- X =v,vV=at=1
t:=0 &v>0nt<e
] 7

gintroduce control path

X =v,V=at=1

Ctr/ """"""" Do . t:o & VEO/\tSE
r ,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, r ,, ) J
2
2 v . _B
X + Bmax S 5 a:= "'2"3
< *
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Examples

[e] le}

Introduce Moderate Braking: Auxiliary Safety Proof

prove new branch

* ¢ F [B Pl
¢, [AUCUB[P]¢ - [AU CU BJ[P]$ Wi, [AU CU BJ[P]¢ - [B/][Pl$
Ar &,[AUCUB|[P]¢ F [AU CUBJ[P]é A [B/][Plé
il #,[(AUCUB); Pl F [AUCUB|[Pl$ A [B/][Plo
ViVl %, VxVv($ — [(AUCUB); Plg)F [AUCUBJPlo A B[Pl
(LW %, VxVv(é — [(AUCUB); Plg)F [[AUCUBUB,); Plé
expand ¢, VxVv (¢ — [carl¢) - [carld
*

e o, VxVv(p — [carld) F & AVxVv(¢p — [car]d)
Deen™ 5 VxWv (¢ — [carlp) F [car](¢ A VxVv (¢ — [carl))
N b AYXYv(¢ — [car¢) F [car (o A YxVv(¢ — [car¢))

(6) - [r]2(0) )
* \ MWL A VXYY (¢ — [car]cz)(Z; 'I: z
Base case T F 1(0)  expand (@) F v
H Z(¢) + [car ]y
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Examples

[e] le}

Introduce Moderate Braking: Auxiliary Safety Proof

prove new branch
* $ F B/IPI®
> AUCUBIPIGF[AUCUBIPIS W%, [AUCUBIPI¢ F [B[Plo
nr ¢, [AUCUBJ[Pl$ - [AUCU BJ[Pl¢ A [B/][P]¢
B} #,[((AUCUB); Plg - [AUCUB|[Pl¢ A [B/][P]é
ViVl %, VxVv($ — [(AUCUB); Plg)F [AUCUBJPlo A B[Pl
[1.[u] b, VxVv (¢ — [(AUCUB); Pl¢) F [(AUCUBUB,); Plp
expand ¢, VxVv (¢ — [carl¢) - [carld

. o, VxVv(p — [carld) F & AVxVv(p — [car]d)
Ueen ™, VxVv(p — [carl¢) I [carl(¢ A VxVv(p — [carl$)) Hypothesis

N b AYXYv(¢ — [car¢) F [car (o A YxVv(¢ — [car¢)) strong enough
expand Z(¢) F [caZ(¢) .

oY

* MWL A VXYY (¢ — [car]¢>) Ea

I(P) - Z(9) ... expand Z(¢) F
[*J Z(¢) & [car']y
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Examples

[e] le}

Introduce Moderate Braking: Auxiliary Safety Proof

prove new branch

* $ F B/IPI®
> AUCUBIPIGF[AUCUBIPIS W%, [AUCUBIPI¢ F [B[Plo
nr ¢, [AUCUBJ[Pl$ - [AUCU BJ[Pl¢ A [B/][P]¢
B} #,[((AUCUB); Plg - [AUCUB|[Pl¢ A [B/][P]é
ViVl %, VxVv($ — [(AUCUB); Plg)F [AUCUBJPlo A B[Pl
[1.[u] b, VxVv (¢ — [(AUCUB); Pl¢) F [(AUCUBUB,); Plp
expand ¢, VxVv (¢ — [carl¢) - [carld
%

. o, VxVv(p — [carld) F & AVxVv(¢p — [car]d)
Ueen ™o VxVv (¢ — [carl) F [car](¢ A VxVv(¢ — [card))
N b AYXYV(¢ — [cardé) F [car (b A YxVv(e — [car¢))

Induction step

expand Z(é) [ar]z(¢)/<
AR
* MWL A VXYY (¢ — [car]¢>) F
P FIE) .o ) ¢
H Z(¢) + [car ]w
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Examples

[e] le}

Introduce Moderate Braking: Auxiliary Safety Proof

prove new branch

* ¢ F [B/[Pl¢
>FTAUCUBPIl6F [AUCUBIPIs "%, [AU CUBI[IPlé - [B[Pl$
Generalize 5, [AUCUB|[Pl - [AU CUBIPI$ A [B,][Plo

i # (AUCUB); Plé - [AUCU B[Pl A BAIPI$
Z(¢) F [car]Z($) &, v (& = (AUCUB): Plé) - [AUCUBIPIS A BIPIS
o 6, Vx¥v (¢ — [(AUCUBY;, Pl¢) - [AUCUBUB,); Plo

. ¢, VxVv (¢ — [carlp) - [carlo
1(¢) & [car]o

*
e ), YxVv(p — [carld) F ¢ ANVxVv(¢ — [car]¢p)
Deen T VxWv (¢ — [carl@) F [car(¢ A VxVv (¢ — [carl))
N b AYXYv(¢ — [car¢) F [car (¢ A YxVv(¢ — [car¢))

(6) - [r]2(0) )
AR
* NWEGAVXYY (¢ — [car¢) F o
I(P) - Z(9) ... owend Z(d) F o
H Z(¢) + [car ]y
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Examples

[elel J

Introduce Moderate Braking: Auxiliary Safety Proof

prove new branch
% ¢ F [B/][P]o
¢, [AUCUB][P]¢ F [AUCUBJ[P]¢ Wip, [AU CUB][P]¢ - [B/][P]o
A @, [AUCUBJ[P]é I [AU CUBJ[P]# A [B/][P]¢

. ¢, [(AUCUB); Pl¢ - [AUCUB]J[P]¢ A [B/][Pl¢
v #,YxVv (¢ — [[AUCUB); P]¢) - [AUCUBJ[P]é A [B/][P]¢
BT WxVv (¢ — [[AUCUBY); Plg) F [(AUCUBUB,); Plo
expand &, VXYV (¢ — [car]¢) - [carlo

Standard rules w G XI(F = [cald) FER VXTI (P = [cand)

. > [carlp) - [car](¢ A VxVv(¢ — [car))
for programs U and ;= =0 S o o)

expand () & [canZ(¢)
[
« NWGAYXYY (¢ — [cad) F o
CTEFIE e DL
-l Z(¢) F [@r]w
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Examples

[elel J

Introduce Moderate Braking: Auxiliary Safety Proof

prove new branch

* ¢+ [Br[Plo
¥, [AUCUB][P]é - [AUCUBJ][P]o Yo [AU CUB][P]¢ F [B/][P]¢
A #,[AUCUBI[P]é¢ F [AUCUBI[[P]¢ A [B][P]o

‘f;?,, 6. ((AUCUBY); PléF [AUCUBIPIé A BIIPIS
Exploit ¢ — [car]¢ (¢~ [(AUCUB); Pl9) = [AUCUBI[P]o A [BA[P]¢

(¢ = [(AUCUB); Plg)F[(AUCUBUB,;); Pl]¢
already proven 6, VX9 (6 = [cald) T [0

L p, VxVv(p — [car]p) ; & ANVXVv(d — [car]p)
leen ™5 VxVv(p — [cand) F [Garl(¢ A VxVv(d — [cand))
NG AVYXYV(p — [cald) F [carl($ A VxVv(p — [card))

expand () & [canZ(¢)
[
« NWGAYXYY (¢ — [cad) F o
CTEFIE e DL
-l Z(¢) F [@r]w
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Examples

[elel J

Introduce Moderate Braking: Auxiliary Safety Proof

prove new branch
¢+ [Br][Plo
axqs [AUCUBJ[P]$ I— AU CUBJ[P]¢ Wis, AU CUB][P]¢ F [B/][P]o
#,[AUCUBJ[P]é F [AUCUB][[P]¢ A [B/][P]o

Prove new branch

[l 6, [(AUCUB); Pl¢ - [AUCUB][P]¢ A [B/][Plo
it #,VxVv (¢ — [(AUCUB); P]¢) - [AUCUBJ[P]# A [B/][P]¢
GLV] $,YxVv (¢ — [[(AUCUB); Pl¢)F [[AUCUBUB,); P]é
expand @, YxVv (¢ — [carl@) F [car]é

. p, VxVv(p — [car]p) }— & ANVXVv(d — [car]p)
[ gen &, VXVv(p — [car]¢) F [car(¢ A VxVv(¢p — [card))
N AXYV(G — [cad) F [Gar(d A VxVv(p — [card))

expand () & [canZ(¢)
[
« NWGAYXYY (¢ — [cad) F o
T FAC) ... opand (o) =
-1 I(¢) F [ar ]y
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