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@ Leaming Objectives
e Quantum the Acrophobic Bouncing Ball

e Contracts for CPS
@ Safety of Robots
@ Safety of Bouncing Balls

0 Logical Formulas for Hybrid Programs

@ Differential Dynamic Logic
@ Syntax
@ Semantics
@ Notational Convention

@ Identifying Requirements of a CPS
@ summary
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Learning Objectives

Safety & Contracts

rigorous specification
contracts

preconditions
postconditions
differential dynamic logic

discrete+continuous model semantics
analytic specification reasoning principles
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9 Quantum the Acrophobic Bouncing Ball
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Quantum the Acrophobic Bouncing Ball

Example (Quantum the Bouncing Ball)
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Quantum the Acrophobic Bouncing Ball

Example (Quantum the Bouncing Ball)

X =v,v=-g}
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Quantum the Acrophobic Bouncing Ball

Example (Quantum the Bouncing Ball)
{X'=v,vV =—g&x>0}
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Quantum the Acrophobic Bouncing Ball

Example (Quantum the Bouncing Ball)
{X'=v,vV =—g&x>0}

if(x=0) vi=—cv
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Quantum Discovered a Crack in the Fabric of Time

Example (Quantum the Bouncing Ball)
({x' =v,v =—g&x>0};
if(x=0) vi=—cv)’
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Quantum Discovered a Crack in the Fabric of Time
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Example (Que;ntum the Bouncing Ball)
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if(x=0) vi=—cv)’
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Example (Quantum the Bouncing Ball)
({x' =v,v =—g&x>0};
if(x=0) vi=—cv)’
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Quantum Learns to Deflate
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Example (Quantum the Bouncing Ball)
({x' =v,v =—g&x>0};
if(x=0) vi=—cv)’
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Quantum Learns to Deflate
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if(x=0)(v:=—cvU v::0))*
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9 Contracts for CPS
@ Safety of Robots
@ Safety of Bouncing Balls

André Platzer (KIT || CMU) LFCPS/04 4/16


http://lfcps.org/andre.html
http://lfcps.org/andre.html
https://doi.org/10.1007/978-3-319-63588-0_4
http://lfcps.org/lfcps/

Safety of Robots
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Safety of Robots

Three Laws of Robotics Isaac Asimov 1942

@ A robot may not injure a human being or, through inaction, allow a
human being to come to harm.

@ A robot must obey the orders given to it by human beings, except where
such orders would conflict with the First Law.

© A robot must protect its own existence as long as such protection does
not conflict with the First or Second Law.
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Safety of Robots

Three Laws of Robotics Isaac Asimov 1942

@ A robot may not injure a human being or, through inaction, allow a
human being to come to harm.

@ A robot must obey the orders given to it by human beings, except where
such orders would conflict with the First Law.

© A robot must protect its own existence as long as such protection does
not conflict with the First or Second Law.

Three Laws of Robotics are not the answer.

They are the inspiration!
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Contracts for Quantum the Acrophobic Bouncing Ball

Example (Quantum the Bouncing Ball)

({x¥' =v,v =—g&x>0};
if(x=0)v:=—cv)"

André Platzer (KIT || CMU) LFCPS/04 6/16


http://lfcps.org/andre.html
http://lfcps.org/andre.html
https://doi.org/10.1007/978-3-319-63588-0_4
http://lfcps.org/lfcps/

Contracts for Quantum the Acrophobic Bouncing Ball

Example (Quantum the Bouncing Ball)

ensures(0 < x)

({x¥' =v,v =—g&x>0};
if(x=0)v:=—cv)"
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Contracts for Quantum the Acrophobic Bouncing Ball

Example (Quantum the Bouncing Ball)

ensures(0 < x)

ensures(x < H)
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Example (Quantum the Bouncing Ball)
requires(x = H)
requires(0 < H)
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if(x = 0) v:=—cv) @invariant(x > 0)
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o Logical Formulas for Hybrid Programs
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Contracts are Not Enough

CPS contracts are crucial for CPS safety.

We need to understand CPS programs and contracts and how we can
convince ourselves that a CPS program respects its contract.

Contracts are at a disadvantage compared to full logic.
Logic is for Specification and Reasoning

@ Specification of a whole CPS program.
© Analytic inspection of its parts.

© Argumentative relations between contracts and program parts.
“Yes, this CPS program meets its contract, and here’s why . ..”
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Contracts for Quantum the Acrophobic Bouncing Ball

Example (Quantum the Bouncing Ball)
requires(x = H) Precondition:
requires(0 < H) L) x=HAO0<HinFOL
ensures(0 < x) Postcondition:
ensures(x < H) L) 0< xAx < HinFOL
({x¥' =v,v =—g&x>0}; How to say post is true
if(x=0)v:=—cv)" after all HP runs?
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a Differential Dynamic Logic
@ Syntax
@ Semantics
@ Notational Convention
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Differential Dynamic Logic: Syntax

Definition (Syntax of differential dynamic logic)
The formulas of differential dynamic logic are defined by the grammar:
P.Q:=e>e|-P|PAQ|PVQ|P— Q|VxP|3xP|[a]P| (a)P
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Differential Dynamic Logic: Syntax & Semantics

Definition (Syntax of differential dynamic logic)
The formulas of differential dynamic logic are defined by the grammar:
P,Q:=e>e|-P|PANQ|PVQ|P—Q|VYxP|3IxP|[c]P | {a)P

Definition (dL semantics) (I-] : Fml — ()

[e=e] = {0 : o]e] > ofe]}
[-F] = [P]° = #\[P]

[PAQ] = [PIN[Q]

[PvQ] = [PIVUI]Q]
[P—a] = [PI°u[a]

[(a)P] = [a]o[P] ={® : ve[P]forsomev: (w,v) € [a]}

[[e]P] = [-(x)=P] ={@ : ve[P]foral v: (o,v)<][a]}

[ExP] = {o : o} € [P] for some r € R} an_ Jd if y=x

[VxP] = {o : o] €[P] forall r e R} oi(y) = o(y) if y#x
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Differential Dynamic Logic: Syntax & Semantics

the set of states in which formula P is true
o = P formula P is true in state @, alias o € [P]
E P formula Pis valid, i.e., true in all states @, i.e., [P] =.¥

Definition (dL semantics)
[e>e€] = {0 : ofe] > ofé]}
[-P] = [PI°=\[P]

[PAQ] = [PIN[Q]

[PvQ] = [PIVUIQ]

[P—al = [PIPula]

[(a)P] = [a]o[P] ={® : ve[P]forsomev: (w,v) € [a]}
[[e]P] = [-(x)=P] ={@ : ve[P]foral v: (o,v)<][a]}
[BxP] = {® : o)< [P] for some r € R}
[VxP] = {ow : o} € [P] forall r € R}

([-]: Fml = ()
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Differential Dynamic Logic: Syntax & Semantics

the set of states in which formula P is true
o = P formula P is true in state @, alias o € [P]
E P formula Pis valid, i.e., true in all states @, i.e., [P] =.¥

dd[x:=1;x'=d]x>0and [x:=x+1;x'=d]x>0and (xX'=d)x>0

Definition (dL semantics)

[e=e] = {0 : o]e] > ofe]}
[-F] = [P]° = #\[P]
[PAQ] = [PIN[Q]
[PvQ] = [PIVUI]Q]
[P—a] = [PI°u[a]
[(a)P] = [a]o[P] ={® : ve[P]forsomev: (w,v) € [a]}
[[e]P] = [-(x)=P] ={@ : ve[P]foral v: (o,v)<][a]}
[ExP] = {o : o} € [P] for some r € R}
[VxP] = {o : o] €[P] forall r e R}

André Platzer (KIT || CMU) LFCPS/04 11/16


http://lfcps.org/andre.html
http://lfcps.org/andre.html
https://doi.org/10.1007/978-3-319-63588-0_4
http://lfcps.org/lfcps/

Differential Dynamic Logic: Syntax & Semantics

the set of states in which formula P is true
o = P formula P is true in state @, alias o € [P]
E P formula Pis valid, i.e., true in all states @, i.e., [P] =.¥

F3d[x:=1;x'=d]x>0and ¥ [x:=x+1;x'=d]x>0 and ¥ (x'=d)x>0

Definition (dL semantics)

[e=e] = {0 : o]e] > ofe]}
[-F] = [PI° = #\[F]
[PAQ] = [PIN[Q]
[PvQ] = [PIVUI]Q]
[P—a] = [PI°u[a]
[(a)P] = [a]o[P] ={® : ve[P]forsomev: (w,v) < [a]}
[[e]P] = [-(ax)=P] ={@w : ve[P]foral v: (o,v)<][a]}
[EZxP] = {o : o} € [P] for some r € R}
[VxP] = {o : o] €[P] forall r e R}
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Notational Conventions: Precedence

Convention (Operator Precedence)

@ Unary operators (e.g., *, =, Vx, 3x, [@], (@)) bind stronger than binary
@ A binds stronger than Vv, which binds stronger than —, <>

@ ; binds stronger than U

© Arithmetic operators +, —, - associate to the left

@ Logical and program operators associate to the right

Example (Operator Precedence)
[@]PAQ = ([¢]P)AQ Vx PAQ = (VxP)AQ VxP—Q=(VxP)—Q

oa;pUy=(a;B)Uy aUp;y=aU(p;y) o B = o (B*)
P—-Q—R=P—(Q—R).
But —, <> expect explicit parentheses. lllegal: P — Q <+ R P~Q—R
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© Identifying Requirements of a CPS
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Example (€» Bouncing Ball)

({x¥' =v,v =—g&x>0};
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Quantum the Acrophobic Bouncing Ball

15¢

10¢

5 10 15 20

Example (€» Bouncing Ball)
H=x>0 — [({¥ =v,v =—g&x>0};
if(x=0)v:= —cv)*] 0<x<H
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Not if ¢ > 1 for anti-damping

Example (€» Bouncing Ball)
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Quantum the Acrophobic Bouncing Ball

5 10
Example (€» Bouncing Ball)

1>c>0ANH=x>0Ag> % v,V _—g&x>0}

0)v:=—cv)"] 0<x<H

Not if v > 0 initial climbing
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Example (€» Bouncing Ball)

v<O0A1>c>0AH=x>0Ag> % v,V _—g&x>0}
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Ex: Runaround Robot
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Ex: Runaround Robot

Example (Runaround Robot)
(((o::—1 Uo:=1Uw®:=0);

X =vyy=w,V=0ww=-o0ov})"
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Ex: Runaround Robot

Example (Runaround Robot)
(x.y)#£o0o— [((m:=—1U0:=1Uw:=0);
X =vyy=w,V=0ww=-0v})](xy)#0
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Ex: Runaround Robot

Example (Runaround Robot)
(x.y)#£0— [((?Q_1;0:=—1U7Q;; ®:=1U7Qy; ®:=0);
X' =vy=w,V=0ww=-0v})](x,y) #0
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@ summary
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Differential Dynamic Logic dL: Syntax

Definition (Hybrid program o)
a,f = x=fx)|?7Q| X =f(x)&Q|auB |a;B | a*

Definition (dL Formula P)

P,Q :=e>&é|-P|PAQ|VYxP|3xP||a]P| (a)P
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Differential Dynamic Logic dL: Syntax

Differential
Equation

Discrete
Assign

Nondet.
Choice

Test
Condition

Definition (Hybrid program o)
a,f = x=fx)|?7Q| X =f(x)&Q|auB |a;B | a*

Definition (dL Formula P)
P,Q :=e>&|P|PANQ|VxP|3xP|[c]P| (a)P

[ 1 1
IAII I ISomeI lAII I ISomj
Reals Reals} |Runs Runs
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Differential Dynamic Logic dL: Semantics

Definition (Hybrid program semantics) ([-]: HP — (.7 x .¥))
[x:=f(x)] = {(w,v) : v=oexcept v[x] = o[f(x)]}
[’qQ] = {(0,0) : o <c[Q]}
X =f(x)] = {(¢(0),9(r)) : ¢ E x' = f(x) for some duration r}

[«UB] = [o]U[B]
[ B] = |[a]1 8]

1l = =
Definition (dL semantics) ([] : Fml — ()
[e>&] = {o : ofe] > o[&]}

[-P] = [PI°

[PAQ] = [PIN[Q]

[(e)P] = [a]o[P] ={o : ve][P]forsomev: (o,v)<[a]}
[[@]P] = [-()=P] ={@ : ve[P]foral v: (o,v)e]a]}
[BxP] = {o : o} € [P] for some r € R}
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