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@ Differential Dynamic Logic dC
@ Syntax
@ Semantics
@ Verification Calculus



(continuous evolution)
(discrete jump)
(conditional execution)
(seq. composition)
(nondet. choice)
(nondet. repetition)




x' = f(x) (continuous evolution)
x:=0 (discrete jump)

7x (conditional execution)
a; (seq. composition)
aup (nondet. choice)

a* (nondet. repetition)

ETCS = (ctrl; drive)*

RBC
ctrl= (?MA — z < SB; a:=—b) i
UPMA—z>SB;a:=...)
i : —
drive=2z" = a far ST neg  SB cor MA



- AV, —, Vx,3x, =<, +,- (R-first-order part)

[olé, (o) (dynamic part)
W — [(ctrl; drive)*] z < MA -y
I L \\\\‘\
All trains respect MA far ST neg  SB cor MA

= system safe



a-transitions




a-transitions
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9 propositional rules + 4 quantifier rules
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© Analysis of the European Train Control System



v — [(ctrl; drive)"] z < MA

RBC
ctrl= (?MA — z < 5B; a:=—b) N
U(?MA —z > SB;a:=0)
drive=71:=0;2 =v,v =a,7 =1 "ﬁ. - .ﬁm
&v>0AT<¢ far ST neg  SB cor MA



provable automatically using invariant!

¥ — [(ctrl; drive)*] z < MA

RBC
ctrl= (?MA —z < 5B;a:=—b) R
U(?MA —z> SB;a:=0) .
drive=7:=0;2' = v,v' =a,7' =1 r= i = S
&VZO/\TSE far ST neg SB cor MA
p, MA—z>SBF vZ < 2b(MA — ev — z)
p, MA—z>S5BF Vt>0((t:=t)7 < e — (z:=vt
p, MA—z>S5BF (7 :=0)Vt>0((r:=t+ 7)1 < ¢
* p, MA—z>SBF (1:=0)[z2' = v,v  =0,7" = 1&
pE V>0 ((vi=—bt+v)v >0 — (z:= —2t° 4 vt + z;v:= —bt + v)p)p, MA—z>SBF (3. =0)(7 =0)[z = v,V =a,r7
pEzZ =v,v =—b&v >0]p p, MA—z>SBF (a:= 0)[drive]p
pF {a:= —b)[drive]p pF [TMA—z>35B; a := 0][drive]p

pF [ctril[drive]p
pF [ctrT; drive]p




spec : T.vZ —m.d?> <2b(m.e—T.p)AT.v >0AM.d>0Ab>0
— [ETCS](7.p > m.e — 7.v < m.d)
ETCS: (trainUrbc)*
train : spd; atp; move
spd : (7rv<mur; rai=x 7—b<T1.a<A)
U(?r.v >m.r; T.a:=%; 70 > 1.a > —b)
atp : SBi=TYiomd | (A 1)(A2 4y,
(?(m.e — 7.p < SBV rbc.message = emergency); T.a:= —b)
U(?m.e — 7.p > SB A rbc.message # emergency)
move: t:=0; (r.p/ =7v, 7.V =7.a,t' =1&Tv>0At <¢)
rbc : (rbc.message := emergency)
U (mo :=m;m := x;
m.r >0Am.d>0Amg.d? —m.d? < 2b(m.e — mg.e))



not provable automatically!

56 user interactions!
spec : T.v2 —m.d?> <2b(m.e—T.p)AT.v >0AM.d>0Ab>0

— [ETCS](7.p > m.e — 7.v < m.d)
ETCS: (trainUrbc)*
train : spd; atp; move
spd : (7rv<mur; rai=x 7—b<T1.a<A)
U(?r.v >m.r; T.a:=%; 70 > 1.a > —b)
atp : SBi=TYiomd | (A q)(A2 4y,
(?(m.e — 7.p < SBV rbc.message = emergency); T.a:= —b)
U(?m.e — 7.p > SB A rbc.message # emergency)
move: t:=0; (t.p/ =7v, 7.V =7.a,t' =1&Tv>0At <¢)
rbc : (rbc.message := emergency)
U (mo :=m;m := x;
m.r >0Am.d>0Amg.d? —m.d? < 2b(m.e —mg.e))



0,
(m-2)>v-2-4d"2,
v>0,d>0, v>0,ep> 0, b> 0, amax > 0, d >=0

v <= vdes
-> \forall R a_3;

( a_3 >= 0 & a_3 <= amax

> ( m-z
<= (amax / b + 1) * ep * v
+(v~"2-d°2) /(2*b)
+ (amax / b + 1) * amax * ep = 2 / 2

-> \forall R tO;

( t0>=0
-> \forall R ts0; (0 <= tsO & tsO <= t0 -> -b * tsO + v >= 0 & tsO + 0 <= ep)
-> 2% b*x (m-1/2x%(-b*t0"~ 2+ 2x*t0*v+2%*2z))
>= (-b * t0 + v) ~ 2
-d"2
& -b * t0 + v >=0
& d >= 0))
& ( m-z

> (amax / b + 1) *x ep * v

+(v"2-4d°2)/@2*Db)

+ (amax / b + 1) * amax x ep ~ 2/ 2
-> \forall R t2;

( t2>=0
=> \forall R ts2; (0 <= ts2 & ts2 <= t2 -> a_3 * ts2 + v >= 0 & ts2 + 0 <= ep)
-> 2xb*x (m-1/2x% (a3 *t2" 2+ 2x*t2xv+2%z))
>= (a3 % t2 +v) "~ 2
-d "2
& a3 *xt2+v>0
& d >= 0)))






© Combining Deduction and Algebraic Constraints
@ Nondeterminisms in Branch Selection
@ Nondeterminisms in Formula Selection
@ Nondeterminisms in Mode Selection
@ lterative Background Closure Strategy



Deductive
Prover

R-Algebraic
Elimination

QE(®)
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Deductive .~~~
Prover

Algebraic
Elimination

QE(®)
\< ~__~

¥ [a]o




while tableaux T has open branches do

B := selectBranch(T) (+ B—nondeterminism x)
M := selectMode(B) (+ M—nondeterminism x)
F := selectFormulas(B,M) (x* F—nondeterminism x)

if M= foreground then
B2 := result of applying D-rule/P—rule to F in B
replace B by B2 in T

else
send key F to background decision procedure QE
receive result R from QE
apply a rule F3-F4 to T with QE-result R

end if

end while



Deductive
Prover R-Algebraic
-2 Elimination
Yoo




Deductive
Prover R-Algebraic
...B Elimination
Y+ [a]o

BB branch selection



Deductive
Prover R-Algebraic
/-_!51 Elimination
¢+ [a]o

M mode selection



Deductive
Prover R-Algebraic
/-_ﬁ Elimination
Y E oo

F formula selection



Deductive
Prover R-Algebraic
_..B Elimination
Yoo

no nondeterminism from closing substitutions



Deductive
Prover R-Algebraic
_..B Elimination
Yoo

uninterpreted FOL interpreted d_
uninterpreted symbols interpreted symbols

close by substitution close by arithmetic

close needs backtracking || equivalent QE elimination
closing is cheap arithmetic is 0(2%")



@ harmless B
because no closing substitutions L .
\( |
brlale ]




QE(Vx (... bx2 > 0)) QE(Vx (... bx* + x2 > 0))
Ib>0F bx>>0 T,b>0F bx* +x2>0
Fb>0Fbx2>0Abx*+x2>0
[,b>0F Vx(bx2 > 0A bx* + x2 > 0)




@ branches close independently

B
N,
grlals -
QE(Vx (... bx%2 > 0)) QE(Vx (... bx* +x2 > 0))
Ib>0F bx>>0 Mb>0Fbx*+x>>0

Fb>0Fbx>2>0Abx*+x2>0
F,b>0}—Vx(bx220/\bX4+X220)




@ branches close independently B
@ order not important o= " % .,
N,
Yoo
QE(Vx(...bx% > 0)) QE(Vx (... bx* +x2 > 0))
Ib>0F bx>>0 Mb>0Fbx*+x>>0

Fb>0Fbx>2>0Abx*+x2>0
F,b>0}—Vx(bx220/\bX4+X220)




QE(3v ...)

b>2Fb(V—-1)>0 b>2F (V+1)>+be(V+1)>0

b>2F[v:=V —1]bv >0 b>2F[v:i=V +1]v2 + bev >0
b>2F[v:i=V —1]bv >0A[v:=V +1]v? + bev >
b>2F3v([vi=v—1]bv > 0A [v:i=v + 1]v? + bev




@ existential dependency synchronization

e
N,
Yoo
QE(3v ...)
b>2Fb(V—-1)>0 b>2F (V+1)>+be(V+1)>0

b>2F[v:=V —1]bv >0 b>2F[v:i=V +1]v2 + bev >0
b>2F[vi=V —1]bv > 0A[v:=V +1]v? + bev >
b>2F3v([vi=v—1]bv > 0A [v:i=v + 1]v? + bev




@ existential dependency synchronization B
@ order of intermediate steps has not impact o= " % .,
N,
vrla |-
QE(3v ...)
b>2Fb(V—-1)>0 b>2F (V+1)>+be(V+1)>0

b>2F[v:=V —1]bv >0 b>2F[v:i=V +1]v2 + bev >0
b>2F[vi=V —1]bv > 0A[v:=V +1]v? + bev >
b>2F3v([vi=v—1]bv > 0A [v:i=v + 1]v? + bev




@ In principle: simple B
® closes = W O ® closes \<\\‘\ ‘%
Y+ oo




@ In principle: simple

G
® closes = W D ¢ closes \<\\\ ‘f
@ In practice: irrelevant formulas distract QE S
considerably P+ [ae IREEES
@ Partially necessary ETCS constraint:
SB > v + (a+1> (aez+s )
— — — v
~ 2b b 2
BEC

1 I
far ST neg SB cor MA




In principle: simpl
@ In principle: simple B
® closes = W D ¢ closes \<\\ ‘%
@ In practice: irrelevant formulas distract QE S
considerably P+ [a]o IREEES
t>0, a+1/tv>0,e>t, t>0, > 24h
m—z>v?/(2b) + (a/b+1)(a/2¢* + ev),
2b(m —z) > v?, v >0, BB
2b(m - ZO) Z Vga ) Z 07 L - \
e>0,b>0, a>0 T i =

T
far ST neg SB cor MA

F (at 4 v)? < 2b(m — 1/2(at? + 2tv + 22))



In principle: simpl
@ In principle: simple B
® closes = W D ¢ closes \<\\ ‘%
@ In practice: irrelevant formulas distract QE S
considerably P+ [a]o IREEES
t>0, a+1/tv>0,e>t, t>0, > 24h
m—z>v?/(2b) + (a/b+1)(a/2¢* + ev),
2b(m—z) > vZ, v >0, BB
2b(m — z0) > v, vo >0, (initial state) \
e>0,b>0, a>0 T i =

T
far ST neg SB cor MA

F (at 4 v)? < 2b(m — 1/2(at? + 2tv + 22))



In principle: simpl
@ In principle: simple B
® closes = W D ¢ closes \<\\ ‘%
@ In practice: irrelevant formulas distract QE S
considerably P+ [a]o IREEES
t>0, a+1/tv>0,e>¢t t>0, <ls
m—z>v?/(2b) + (a/b+1)(a/2¢* + ev),
2b(m —z) > v?, v >0, BB
£>0,b>0, a>0 R

T
far ST neg SB cor MA

F (at 4 v)? < 2b(m — 1/2(at? + 2tv + 2z))



@ In principle: only background closure,
. B
anything could close SmTT
NG
| Ay
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@ In principle: only background closure, B
anything could close SmTT
@ In practice: some QE “never” terminate \( \Cfg
| Ay
ohlalp -




@ In principle: only background closure,
anything could close ===

@ In practice: some QE “never” terminate \( \Q__g
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@ In principle: only background closure,

anything could close o=== B <
@ In practice: some QE “never” terminate \( \Q__g
| Ay
¥ [e]¢

eager: infeasible



@ In principle: only background closure, B
anything could close SmTT
@ In practice: some QE “never” terminate \( \Q__g
| Ay
¥+ o]
lazy: waste

eager: infeasible



@ In principle: only background closure,
anything could close ===

@ In practice: some QE “never” terminate \( \Q__g
| Ay

lazy: waste

eager: infeasible




@ In principle: only background closure,

anything could close ,—--ﬁ\\
@ In practice: some QE “never” terminate \( M
@ Syntactic representational redundancy @ Ay
vrlade |-

@bl—v2§2b(m—z) YE(z>0—v<0)
PEv2<2b(m—2z)A(z>0— v <0)

redundant duplication or case distinction improvement?



@ In principle: only background closure, B
anything could close SmTT
@ In practice: some QE “never” terminate \( S AM
@ Syntactic representational redundancy @ Ay
@ Semantic representational redundancy Y+ [a]é Tt

Fb>v?/2m—2z)Vm<z
z<mbk v?<2b(m—2z)

valid “reduction” but perfectly useless (= proof loops)






"accept QE if variable eliminated” B
ensures progress and termination R
@ non-splitting propositional rules \( é
@ arithmetic rules if variable eliminated ~{ Ay
© dynamic rules Y+ [o]¢ T

@ splitting rules on modalities
© arithmetic rules if variable eliminated
O (in)variant global rules

@ splitting rules on first-order formulas






@ Periodical background arithmetic with
increasing timeout after split

@ Avoid splitting in average case

@ Split prohibitively complicated cases



@ Experimental Results



spec : T.v2—m.d?> <2b(m.e—T.p)ATVv>0AmMd>0Ab>0
— [ETCS|(T.p > m.e — 7.v < m.d)
ETCS: (trainUrbc)*
train : spd; atp; move
spd : (?Prv<m.r; T.ai=x% 7—-b<T.a<A)
U(?r.v >m.r; T.a:=x%; 70 > 1.a > —b)
atp : SB:= —T"’zgl;""F + (% +1) (ész +eTv);
(?(m.e — 7.p < SBV rbc.message = emergency); T.a := —b)
U(?m.e — 7.p > SB A rbc.message # emergency)
move: t:=0; (.p/=1v,7.v =7a,t' =1&7v>0At <¢)
rbc : (rbc.message := emergency)
U (mo :=m;m = x;
m.r>0Am.d>0Amg.d?> —m.d? <2b(m.e — mo.e))



spec :

ETCS:
train
spd

atp

move :
rbc

provable automatically with IBC!
only 1 < 56 user interaction + reduced verification time!
7.v2 —m.d?> <2b(me—T.p)ATVv>0AmMd>0Ab>0
— [ETCS|(T.p > m.e — 7.v < m.d)
(train U rbc)*

. spd; atp; move

(Prv<mr;, rai=x% ?7—-b<T1a<A)
U(?r.v >m.r; T.a:=x%; 70 > 1.a > —b)

. SB = —T"’zgl;""F + (% +1) (ész +eTv);

(?(m.e — 7.p < SBV rbc.message = emergency); T.a := —b)
U(?m.e — 7.p > SB A rbc.message # emergency)
t:=0; (r.p=7v,7v =12t/ =1&7v>0ANt <e)
(rbc.message := emergency)
U (mo :=m;m := x;

m.r>0Am.d>0Amg.d?> —m.d? <2b(m.e— mo.e))



Case Study Interactions | IBC | No IBC
ETCS-binary 1 89s >8h
ETCS-binary 2 <89s | 1184s
ETCS-binary 3 <89s 30s
ETCS 1 3000s 00
ETCS 2 500s 00
ETCS 10 427s
ETCS-optimal 2 >3h 0
ETCS-binary 1 89s

ETCS 1 1381s

ETCS 2 271s

Water tank 1 4.7s
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